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Abstract
This dissertation delves into the development of novel state estimation archi-
tectures and sensor selection methodologies to enhance fault tolerance in state
estimation schemes. The research addresses a twofold objective: designing fault-
hiding architectures, and determining the optimal number/placement of sensors
to efficiently support these architectures.

The 昀椀rst objective advances the state-of-the-art in fault-tolerant estimation
schemes by introducing novel architectures based on the Sensor Reconciliation
methodology. Both centralized and distributed approaches are explored. A
centralized method is proposed that combines a Luenberger observer and a rec-
onciliator unit into a merged component that is used to identify and mitigate
faults. Recognizing the limitations of centralized solutions for large-scale sys-
tems, a distributed sensor reconciliation architecture is also proposed, based on
the decomposition of a centralized steady-state Kalman 昀椀lter. This latter ap-
proach allows for distributed state estimation by fusing local measurements and
estimates from neighboring agents. Both methods leverage sensor redundancy
to enhance robustness against sensor faults.

Secondly, the dissertation explores the optimization of sensor selection. A
Mixed-Integer Semide昀椀nite Programming (MISDP) framework is de昀椀ned and
presented to systematically optimize sensor selection and design the correspond-
ing L1 optimal observer. This approach minimizes the number of sensors re-
quired for full state reconstruction while optimizing speci昀椀c state reconstruction
metrics to enhance efficiency, reliability, and robustness. Theoretical validation
of the sensor placement’s optimality is also provided.

The e昀昀ectiveness of all proposed methodologies is rigorously assessed through
extensive simulations. In particular, a generic road network traffic 昀氀ow monitor-
ing scenario serves as a practical testbed to demonstrate the potential applica-
tions of this research.
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Abstract (Italian translation)
I l lavoro di tesi si focalizza sullo sviluppo di nuove architetture per la stima
resiliente e la selezione di sensori, con lo scopo di individuare schemi di ri-
costruzione dello stato che garantiscano una certa tolleranza a guasti improvvisi.
Più in dettaglio, la ricerca si pone un duplice obiettivo: progettare architetture
in grado di mascherare guasti di sensori e, allo stesso tempo, determinare il nu-
mero/posizionamento ottimale di tali sensori così da supportare efficacemente il
processo di stima.

Al 昀椀ne di raggiungere il primo obiettivo, vengono proposte due nuove architet-
ture, entrambe basate su una tecnica resiliente ai guasti nota in letteratura come
“sensor reconciliation”. A tal proposito, ad essere esplorati sono sia approcci cen-
tralizzati che distribuiti. Il primo metodo ad essere presentato è caratterizzato da
un approccio puramente centralizzato che combina un osservatore di Luenberger
e un’unità di riconciliazione in un unico componente in grado di identi昀椀care e
mitigare i guasti. Riconoscendo i limiti delle soluzioni centralizzate quando ap-
plicate a sistemi complessi o su larga scala, viene anche proposta un’architettura
di riconciliazione dei sensori distribuita, basata sulla decomposizione di un 昀椀l-
tro di Kalman “steady-state” centralizzato. Quest’ultimo consente di stimare lo
stato di un sistema in modo puramente distribuito fondendo misurazioni locali
con stime condivise da agenti/sensori vicini. Entrambi i metodi sfruttano sen-
sori ridondanti per migliorare la robustezza della struttura di stima a fronte di
guasti imprevisti.

In secondo luogo, il lavoro di tesi esplora l’ottimizzazione della selezione dei
sensori. A tal proposito, viene de昀椀nito e presentato un framework che sfrutta
la programmazione semide昀椀nita a variabili mixed-integer (MISDP) per ottimiz-
zare sistematicamente la selezione dei sensori e progettare il corrispondente os-
servatore L1 ottimale. Questo approccio consente di minimizzare il numero di
sensori necessari per la ricostruzione completa dello stato ottimizzando, allo
stesso tempo, metriche speci昀椀che in modo tale da migliorare efficienza, affid-
abilità e robustezza del processo di stima. Vengono inoltre forniti dettagli sulla
dimostrazione teorica dell’ottimalità del posizionamento dei sensori.

L’efficacia di tutte le metodologie proposte viene rigorosamente valutata at-
traverso estese simulazioni. In particolare, uno scenario generico di monitoraggio
del 昀氀usso di traffico di una rete stradale funge da banco di prova comune per
dimostrare le potenzialità applicative delle soluzioni proposte.
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Introduction 1

1.1 The Sensor Reconciliation and Selection
Problems

Sensor Selection and Sensor Reconciliation problems, while distinct, are intrin-
sically linked. Within the sensor reconciliation paradigm, observer design and
state estimation theory serve as powerful tools for fault identi昀椀cation and accom-
modation. As a consequence, a wise sensor selection can signi昀椀cantly enhance
estimation performance and, consequently, fault detection capability. This sec-
tion examines the two problems through a common lens, identifying their points
of contact and exploring how addressing one problem can be bene昀椀cial for the
other.

1.1.1 The Sensor Reconciliation Problem
When sensors fail, the lack of reliable data or its complete loss can lead to serious
malfunctions, such as loss of stability or tracking performance in control loops
[1], [2], or make the entire architecture unreliable for monitoring applications.
To prevent such scenarios, a possible approach involve the introduction of Sensor
Reconciliation (SR) units. These units are usually inserted between the sensors
and the downstream modules that are in charge to use sensor data. From a
general point of view SR units fall into the broader category of Recon昀椀guration
Block (RB) [3]. In fact, when faults are detected, SR units, provided certain
assumptions, undergo a self recon昀椀guration in such a way to accommodate the
detected faults, thus providing reliable sensor data. In particular, RBs whose
objective is to recover from sensor faults are generally referenced to as Virtual
Sensors. Virtual Sensors are inspired by observer design methods and aim at
estimating fault system states and outputs despite the sensor faults. The idea
of using the estimators for fault identi昀椀cation and accommodation has already
inspired several fault-tolerant sensor control approaches prior to the emergence
of fault hiding approaches. Indeed, it is well-known that the recovery of sys-
tems with sensor faults can be performed by observers or 昀椀lters which use the
analytical or physical redundancies [4].

The SR units use this concept as well in combination with a re-conciliator
Unit. The key idea is to estimate the state of the faulty system via a recon昀椀g-
urable adaptive observer. The faulty output and the estimated output is fed to

1



1.1. The Sensor Reconciliation and Selection Problems

Faulty Block Sensor Reconciliation Block

(Virtual Sensor)

faults

Plant Sensors
input reliable

output
output state

Reconciliator

Unit

Reconfigurable

Observer

estimated

faults

Figure 1.1: Sensor Reconciliation Basic scheme.

a reconciliator unit for fault detection and isolation. The estimated faults are
then used to recon昀椀gure the observer and accommodate the fault. A graphical
representation that explains the SR philosophy is given in Figure 1.1.

Many SR approaches based on Figure 1 are often proposed in the literature
as part of a Fault Tolerant Control (FTC) scheme and coupled with traditional
controllers. Such a choice avoids the usage of complex control recon昀椀guration
strategies to accommodate sensor faults. In this respect, relevant contributions
include [5], [6] where the sensor information are fused in a decentralized way by
exploiting local estimators. Another class of SR FTC based strategies is con-
sidered in [7], [8], where a switching mechanism involving sensors and related
observers is exploited to implicitly detect the healthy components of the sys-
tem. The estimates provided by the observers are compared at each sampling
time by a switching logic that allows one to select the sensors-observer pair with
the smallest estimation error. More recently, SR schemes have been proposed
that involve Linear Parameter-Varying (LPV) [9] and Linear Fractional Trans-
formation [10] Unknown Input Observers where the estimation of some fault
parameters is carried out via parity space analysis [11]–[13]. In particular, an
output predictor is build based on state-space matrices and the di昀昀erence be-
tween the expected outputs and the measured ones along a moving past window
is used to detect faults and apply countermeasures.

1.1.2 The Sensor Selection Problem
In a general sensor reconciliation architecture a given set of sensors provides out-
put data used by a virtual sensor to estimate the internal state of the monitored
system with the aim of detecting anomalies and faults. When multiple sensors
are available for estimation, an intelligent sensor selection signi昀椀cantly enhances
estimation performance and, consequently, fault detection capability. Determin-
ing optimal sensor selections for a speci昀椀c objective is an NP-hard combinatorial
optimization problem, typically requiring exhaustive enumeration of all possible
con昀椀gurations [14].

Several more practical solutions have been proposed by considering the prob-
lem from a system observability perspective. Observability is closely tied to state
estimation performance through metrics derived from the observability Gramian.

2



1.1. The Sensor Reconciliation and Selection Problems

The interpretation of the observability Gramian centers on the quadratic form
associated with the energy of the free response induced by the initial state: a
larger value indicates a more observable initial state. Practically, this implies
that cheaper sensing is feasible when an observability-Gramian-based metric sug-
gests an energy increase independent of the initial state [15]. Several examples
of such metrics are drawn from [14], [16]–[18] and listed below:

• rank: the rank of Gramian matrix determines the dimension of the observ-
able subspace;

• trace: the trace of Gramian matrix is directly related to the average energy
and can be interpreted as the average observability in all directions of the
state;

• condition number: the condition number of the Gramian measures how
balanced the observability is among all modes. It grows unbounded if the
system is unobservable;

• eigenvalues: the minimum (maximum) eigenvalue of the Gramian repre-
sents the smallest (largest) energy associated to the free response required
to estimate a unit-norm initial state; the minimum eigenvalue can be zero
for unobservable systems.

• determinant: whenever the Gramian is invertible, the determinant of the
observability Gramian is proportional to the volume of the ellipsoid con-
taining the initial states that can be observed with unit or less estimation
energy;

• H2-norm: The intuition behind this metric is that more potent sensors
usually output stronger signals, and this potency is captured by the H2-
norm.

• logdet: this metric can be intended as a volumetric variant of the H2-norm.

In light of this premise, optimal sensor selection involves identifying a subset
of potentially redundant sensors from a larger set of candidate sensors to preserve
the structural observability of the monitored system. Authors of [19] address
this task by proposing various Observability Gramian-based metrics that can
be maximized through a greedy approach exploiting sub-modularity. This ap-
proach guarantees solutions with an upper-bounded optimality gap [20]. Other
heuristics, such as simulated annealing [21], are employed to solve the problem
under a prede昀椀ned budget constraint on the maximum number of sensors. The
results presented in [17] and [22] are also considered. The former proposes an
end-to-end solution to the street sensor selection problem through road network
modeling and observability measures. The latter addresses fault-tolerant estima-
tion and the design of fault-tolerant sensor networks, introducing the concepts
of redundant and minimal sensor sets organized into an automaton.

Extensively explored in the literature, various algorithms have been proposed
to maximize H2 norm-related metrics, capitalizing on the assumption that more

3



1.2. Motivation

powerful sensors yield stronger signals [14], [23], [24], [18]. Additionally, sen-
sor selection has been approached from diverse angles, including optimization
of Gramian-related metrics [25]–[28], linear-quadratic regulation [29]–[31], and
security concerns [32], [33].

1.2 Motivation
This research delves into three primary areas: the design of a Sensor Reconcil-
iation unit, its adaptation to distributed contexts, and the proper selection of
sensors. Each area brings unique challenges and opportunities that have acted
as inspiration for this study:

• Reconciliation Problem: One of the most common Fault Tolerant Con-
trol (FTC) approach is the Active Fault Tolerant Control (AFTC). This
technique speci昀椀cally aims to alleviate the e昀昀ects of faults by modifying
the baseline control strategy. Control recon昀椀guration is one such approach,
which involves redesigning the controller for a recon昀椀gured loop that uti-
lizes all available (physical and analytical) redundancy. However, instead
of using the same actuators and sensors, it adjusts the control loop to incor-
porate healthy components and designs a new controller for the modi昀椀ed
loop. While e昀昀ective, control recon昀椀guration is an invasive approach that
requires frequent controller and loop modi昀椀cations based on a Fault Diag-
nosis and Isolation (FDI) system indications. In the alternative approach
explored in this dissertation the core idea involves inserting a recon昀椀g-
urable block between the nominal controller (which remains unchanged)
and the faulty plant. This RB, activated post-fault detection, ensures the
recovery of system properties like stability and tracking. In numerous en-
gineering applications this approach o昀昀ers several advantages. In fact, it
enables to achieve speci昀椀c fault resilient objectives, while preserving the
baseline controller. Furthermore, the inserted elements can operate on a
minimum-change principle, becoming active only when necessary, and can
simplify the certi昀椀cation process in highly regulated industries like energy,
transportation, and aeronautics.

• Distributed Problem: In recent years, distributed state estimation for
Multi-Agent System (MAS) or Large-Scale System (LSS) has gained sig-
ni昀椀cant attention due to its relevance in various applications, including
cooperative control of vehicular platoons, synchronization of coupled oscil-
lators, formation control of autonomous vehicles, and rendezvous of space
shuttles [34]–[36]. For such systems a centralized architecture can be prac-
tically disadvantages or practically untractable due to the systems dimen-
sion and/or complexity. Moreover, in a distributed estimation context, one
of the advantages of the fault-hiding FTC approach is the plug-and-play
nature of RBs, making them particularly suitable for LSS.

• Selection Problem: Sensor placement optimization is crucial for e昀昀ective
state estimation, especially when estimating internal or hidden physical
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quantities. Of particular interest for this research is the sensor selection
problem applied to positive dynamical systems. Those systems provide
a solid foundation for scenarios where observed variables are inherently
non-negative. These systems model a wide range of real-world processes
in 昀椀elds such as biology, ecology [37], epidemiology [38], and networking
[39]. Numerous studies have addressed observer design for linear positive
(compartmental) systems, as evidenced by [40], [41], and [42]. A critical
challenge in positive observation is constructing observers that guarantee
non-negative estimates for intrinsically non-negative states. This is partic-
ularly important in real-world applications where negative estimates, such
as negative volumes or concentrations, are meaningless. Unfortunately, as
highlighted in [43], classical Luenberger observers can produce negative es-
timates, rendering them unsuitable for estimating inherently non-negative
quantities.

Moved by the above considerations this research addresses a twofold question.
Firstly, how can a fault-hiding architecture be designed and implemented in
both a centralized and a distributed context? Secondly, what is the optimal
number/locations of sensors to efficiently execute the 昀椀rst task? Prior to delving
into the main thesis contents and results, a concise overview of the broader
domains of fault hiding techniques and distributed estimation methodologies is
presented.

1.3 Fault Hiding: a Brief Overview
What makes the Recon昀椀guration Blocks appealing in many applications is the
possibility of achieving control objectives without modifying a controller which
is already inserted in the loop. The term “recon昀椀guration block” was proposed
by [44] for Fault Tolerant Control to designate an alternative to the most com-
mon Active Fault Tolerant Control approaches – namely fault accommodation,
control recon昀椀guration – where the controller or the control loop used to be
redesigned when a fault was detected and diagnosed by means of an FDI system.
The fault tolerant control based on the insertion of RBs for recovering system
properties after the fault detection and estimation is called fault hiding or mask-
ing. In particular, the canonical RB used for sensor fault hiding is the Virtual
Sensor. Due to its efficacy and 昀氀exibility, the fault hiding approaches were ex-
tended to several classes of systems in addition to the Linear Time Invariant
(LTI) ones, such as LPV [45], fuzzy [46], Lure [47], switched [48], Hammerstein–
Wiener [49], and input-affine nonlinear [50] systems. Moreover, fault hiding
based on virtual sensors and actuators has been successfully applied to di昀昀er-
ent physical systems, e.g., hydraulic, aerospace, and power systems. However,
conceiving the design of additional blocks in the control loops to achieve con-
trol goals that were not initially considered when the baseline controller was
designed is prior to the concept of RB and fault hiding. Indeed, the applications
of such an idea can be found within or without the fault-tolerant control body
of knowledge.
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For example, Multisensor Integration and Fusion (MSIF) [51]–[54] are tech-
niques proposed to improve the accuracy of observations by combining the mea-
surements from di昀昀erent sensors. The problem of integrating the information of
fusion of individual sensor technologies to obtain a more accurate observation
was 昀椀rst proposed in the seminal paper [53] concerning tactical warfare situa-
tions. However, solutions for this problem were only presented some years later
by several researchers [54]–[57] using mainly stochastic and fuzzy techniques.
Currently, most of the guidance and navigation control systems employ some
kind of MSIF technique. In this context, the term “virtual sensor” was 昀椀rst used
in one of the earliest papers [56] on MSIF.

1.4 Distributed Estimation and its Fault Tolerant
Applications: : a Brief Overview

Communication 

NetworkPlant

Node

Node

Node

Figure 1.2: Distributed estimation scheme.

In the context of distributed state estimation of large-scale complex systems
or Multi-Agent System (MAS), the objective is to design a distributed group
of observers assigned to logical nodes such that each observer provides an esti-
mate of the whole state vector of a dynamical system. Each observer has only
access to local measurements and information received from a speci昀椀c subset of
other nodes. A communication network with a given speci昀椀c topology enables
the information 昀氀ow among the nodes (this is a generic distributed estimation
problem, as formulated in [58]). A graphical representation of such a scenario
is given in Figure 1.2. For instance, authors in [59], [60] proposed distributed
observer designs via the extension of the classical Kalman 昀椀lter to a distributed
observer network. In [61] and [62], the classical Luenberger observer is extended
to a distributed estimation scheme. Moreover, in [63] a lossless decomposition
of a steady state Kalman 昀椀lter is derived for discrete autonomous systems. Con-
sensus based algorithms have proved to be successful solutions in this 昀椀eld. In
[64], a distributed estimation algorithm based on a moving horizon paradigm is
introduced and in [65], necessary and sufficient conditions for distributed esti-
mation in linear systems are derived by introducing augmented states satisfying
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scalability conditions. Several fault hiding results for distributed systems do
exists in literature as well. With particular focus on sensor faults, in [66], a
two-layer distributed fault-hiding approach for linear LSSs subject to both sen-
sor and actuator faults is designed. In [67] a state estimation methodology that
uses a network of distributed observers, designed by decomposing the system
according to an observability decomposition, for a class of Lipschitz nonlinear
systems is proposed. In [68] a distributed virtual actuator and sensor fault toler-
ant consensus for Homogeneous Linear Multi-Agent Systems is proposed where
the design is carried out exploiting Linear Matrix Inequality (LMI) tools. At
the best of the author knowledge, currently an explicit distributed sensor recon-
ciliation architecture is not available in literature.

1.5 Thesis Overview
In this section a wide analysis of the thesis structure is provided with a discussion
on the contributions of the Ph.D. research achieved.

1.5.1 Thesis Outline
The main research 昀椀ndings discussed in this thesis are organized into three main
chapters. The results are presented according to an incremental scheme as fol-
lows:

• Chapter 2 introduces the fundamental mathematical concepts and de昀椀-
nitions used through this work. Speci昀椀cally, the state estimation problem
is reviewed from both a centralized and distributed perspective. The basic
concepts behind the Luenberger observer and Kalman 昀椀lter are discussed
and techniques for fault modeling are given. In conclusion, the Observabil-
ity Gramian concept is de昀椀ned as valuable tool for the de昀椀nition of sensor
selection metrics;

• Chapter 3 presents the centralized design problem of determining a suit-
able fault-tolerant full state observer for large-scale Wireless Sensor Net-
work (WSN) along with the concomitant sensor set selection for the ef-
fective state reconstruction in the presence of sensor faults/failures. Full
details of the novel fault-tolerant sensor reconciliation design procedure
are given demonstrating how the architecture is able to hide measurements
that may be corrupted by sensor errors and provide reliable state estimates;

• Chapter 4 presents a Distributed Sensor Reconciliation (DSR) method-
ology based on the decomposition of a centralized steady-state Kalman
Filter, which is used to distributively estimate the state of a LTI plant in
the presence of unpredictable sensor faults. In the distributed context it
is supposed that individual local measurements may not ensure system ob-
servability, but their collective combination does. Theoretical guarantees
and performance analysis through extensive simulations are provided;
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• Chapter 5 provides details about the concomitant sensor placement and
observer design strategy designed for positive systems. The methodol-
ogy proposed leverages Mixed-Integer semide昀椀nite Programming (MISDP)
techniques, providing a rigorous and systematic framework for optimizing
the selection of sensors and the design of the corresponding optimal ob-
server, according to appropriate metrics, in a uni昀椀ed manner;

• Chapter 6 summarizes the results of this thesis and gives directions for
future research.

1.5.2 Contribution
The main contributions of the research described in this Ph.D. thesis with respect
to the Sensor Reconciliation and Selection problems are the following:

• A novel centralized Sensor Reconciliation Scheme applied to a compart-
mental traffic model for intelligent traffic 昀氀ow estimation submitted and
accepted for publication in future issues of the IEEE Transactions on Au-
tomation Science and Engineering [69];

• A novel Joint Sensor Selection and Observer design methodology for pos-
itive systems submitted and accepted for publication in IEEE Control
System Letters [70];

• A novel Joint Sensor Selection and Observer design methodology for posi-
tive systems accepted for presentation at the IEEE Conference on Decision
and Control (CDC) 2024 [71];

• A novel Distributed Sensor Reconciliation Scheme for LTI systems ac-
cepted for presentation at the IEEE Conference on Decision and Control
(CDC) 2024 [72];
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Mathematical Background 2

This Chapter introduces the fundamental mathematical concepts and de昀椀nitions
used throughout this work. It explores the state estimation problem from both
centralized and distributed perspectives, discusses the core principles of Luen-
berger observers and Kalman 昀椀lters, and presents techniques for fault modeling.
Finally, the Observability Gramian is de昀椀ned to derive a useful metric when ad-
dressing sensor selection problems. The Chapter is organized as follows: Section
2.1 presents the state estimation problem from a centralized perspective while
Section 2.2 presents the state estimation problem from a distributed perspec-
tive. Section 2.3 gives details about sensor faults and, in conclusion, Section 2.4
presents the concepts of Gramian matrix and condition rank.

2.1 The State Estimation Process: a Centralized
Perspective

State estimation is the process of developing a good estimate of the state of a
process by evaluating a collection of measurements representing portions of the
process state along with a mathematical representation of the overall process.
The 昀椀nal goal is to develop the best possible representation of the true process
state. Speci昀椀cally, consider an LTI system of the form

x(k + 1) = Ax(k) +Bu(k), (2.1)

where x(k) ∈ R
nx is the vector state, u(k) ∈ R

nu the system input, A ∈ R
nx×nx

and B ∈ R
nx×nu are the system matrices. Suppose that the only available

information about the state are provided by a set of sensors that de昀椀nes the
system output

y(k) = Cx(k), (2.2)

where y(k) ∈ R
m is the output vector, C ∈ R

m×nx is the output matrix. One
of the most important structural properties of a dynamical system is its Ob-
servability, i.e., the ability to estimate the initial state x(k0) from given data
(u(k), y(k)), ∀k ≥ k0 and ∀k0 ≥ 0. This property is guaranteed if and only if the
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observability matrix

O =










C

CA

CA2

...
CAnx−1










(2.3)

has full rank, i.e rank(O) = nx. In general, the pair (A,C) is said to be ob-
servable if rank(O) = nx. For any observer-based state estimation method, an
observer is developed whose internal behavior is based on the model of the system
of interest. The derived observer model is generally driven by two quantities:

• The same input signal u(k) applied to the system;

• The di昀昀erence between the available measurements y(k) and the predicted
values ŷ(k|k − 1).

By appropriately designing the observer gains, the di昀昀erence between the esti-
mated state, say x̂(k), and the actual system state, say x(k), can be driven to
zero or within a sufficient small set that contains zero. This allows the observer
state to serve as a good estimate of the system state. The results presented in
this work rely on two widely used state estimation techniques: the Luenberger
observer and the Kalman 昀椀lter.

2.1.1 Luenberger Observer
The Luenberger observer presented for deterministic linear systems in 1966 is
considered as the 昀椀rst result of the observer-based state estimation methods [73].
The observer model is derived directly from the system model and receives as
inputs, the same input of the system and its corresponding output. The observer
equations are the following

x̂(k + 1) = Ax̂(k) +Bu(k) +K(y(k)− ŷ(k)) (2.4)
ŷ(k) = Cx̂(k), (2.5)

where x̂(k) ∈ R
nx is the state of the observer, ŷ(k) ∈ R

m is the estimated output
and K is the observer gain. The estimation error, de昀椀ned as e(k) := x(k)− x̂(k),
is governed by the following equation

e(k + 1) = (A−KC)e(k). (2.6)

It is a common knowledge that if the pair (A,C) is observable, a gain K such
that the matrix (A−KC) is Shur stable can be always computed. This implies
that the state of the observer converges to the true state of the system.

Remark 2.1.1. x̂(k) in (2.4) and (2.4) is in some sense a prediction of x(k)
using information up to k − 1.
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2.1.2 Kalman Filter
The Kalman 昀椀lter is an optimal state estimator for a linear model in昀氀uenced
by zero-mean Gaussian noise. Consider the discrete-time linear time-invariant
system

x(k + 1) = Ax(k) +Bu(k) + w(k)

y(k) = Cx(k) + v(k),
(2.7)

where the additional vectors w(k) ∈ R
nw and v(k) ∈ R

nv are the Gaussian
process and system measurement noise with zero mean and covariance matrices
Qw ∈ R

nw×nw and Qv ∈ R
nv×nv respectively. They are assumed statistically

uncorrelated. The Kalman 昀椀lter is an optimal estimator for the case where
the process and measurement noises are zero-mean Gaussian noises. The 昀椀lter
consists in two main steps. The 昀椀rst step is a prediction of the state based on
the previous state and on the inputs that were applied.

x̂(k + 1|k) = Ax̂(k|k) +Bu(k)

P (k + 1|k) = AP (k|k)AT +Qw,
(2.8)

where: x̂(k + 1|k) is the prediction of the state x(k + 1) starting from all the
available information at step k while x̂(k|k) is the state estimate at time k given
the available data at time k; P (k+1|k) is the covariance matrix of the prediction
error e(k + 1|k) := x(k + 1) − x̂(k + 1|k) while P (k|k) is the covariance matrix
of the estimation error e(k|k) := x(k) − x̂(k|k). This is an open-loop step and
its accuracy depends completely on the quality of the model matrices A and
B and on the ability to measure the inputs u(k). To improve the accuracy
performance the sensors measurements information is introduced using the so
called innovation term

Å(k + 1) := y(k + 1)− Cx̂(k + 1|k), (2.9)

which is the di昀昀erence between what the sensors measure (y(k + 1)) and what
the sensors are predicted to measure (Cx̂(k+1|k)). A part of this di昀昀erence will
be due to the noise in the sensors (the measurement noise) but the remaining
discrepancy indicates that the predicted state was in error and does not properly
explain the sensors observations. At this point, the second step of the Kalman
昀椀lter, the update step, uses the Kalman gain

K(k + 1) = P (k + 1|k)CT (CP (k + 1|k)CT +Qv)
−1 (2.10)

to map the innovation into a correction for the predicted state, optimally tweak-
ing the estimate based on what the sensors have observed. The resulting state
estimation is

x̂(k + 1|k + 1) = Ax̂(k + 1|k) +K(k + 1)Å(k + 1)

P (k + 1|k + 1) = P (k + 1|k)−K(k + 1)CP (k + 1|k).
(2.11)

The term (CP (k + 1|k)CT + Qv) is the estimated covariance of the innovation
and comes from the uncertainty in the state and the measurement noise covari-
ance. If the innovation has high uncertainty in relation to some states, this will
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be re昀氀ected in the Kalman gain which will make correspondingly small adjust-
ment to those states. The above equations constitute the classical Kalman 昀椀lter
which is widely used in applications from aerospace to econometrics. The 昀椀lter
has a number of important properties. Firstly it is recursive, the output of one
iteration is the input to the next. Secondly, it is asynchronous: at a particular
iteration if no sensors information is available, the prediction step is just per-
formed with no update step. In the case that there are di昀昀erent sensors, each
with its own C, and di昀昀erent sample rates, the update step is just applied using
the appropriate y and C. The 昀椀lter must be initialized with a reasonable value
of x̂0 and P (0|0). More precisely, x0 has to be chosen such that x0 = E[x0],
where E[·] denotes the expected value function. The 昀椀lter also requires the best
possible estimates of the covariance of the process and measurement noises (Qw

and Qv respectively).
In the literature, as an alternative to the described Kalman 昀椀lter, there are

also works on the use of the so called Kalman Predictor which consists in a
simpler algorithm than the standard Kalman 昀椀lter since it is based only on the
prediction step. More formally, while the standard Kalman 昀椀lter provides the
estimate x̂(k|k) of the state x(k), the Kalman predictor yields only the prediction
x̂(k|k−1) of this state. In a mathematical point of view, the 昀椀lter equations are

K(k) = AP (k|k − 1)CT
(
CP (k|k − 1)CT +Qv

)−1

x̂(k + 1|k) = Ax̂(k|k − 1)Bu(k) +K(k)(y(k)− Cx̂(k|k − 1))

P (k + 1|k) = (A−K(k)C)P (k|k − 1) (A−K(k)C)T +Qw +K(k)QvK(k),
(2.12)

where P (k|k−1) is the prediction error covariance matrix related to the predic-
tion error e(k|k−1) = x(k)−x̂(k|k−1). It has been proved that the Kalman
predictor has the same properties of the standard Kalman 昀椀lter. Obviously, in
a computational point of view the predictor is less onerous than the 昀椀lter since
the estimation step is not performed. However due to the estimation step loss,
the prediction generated by the Kalman predictor is usually worse than the esti-
mation obtained by the Kalman 昀椀lter. In conclusion it is well known that when
the pair (A,C) is observable than the Kalman 昀椀lter reaches a convergence state
characterized by the steady-state covariance matrix

P = lim
k→∞

P (k + 1|k). (2.13)

Furthermore, the resulting constant matrix P is independent from the initializa-
tion value P (0|0) used to initialize the 昀椀lter. As a consequence, the steady state
formulation of the Kalman gain given in eq. (2.10) is

K = PCT (CPCT +Qv)
−1. (2.14)

2.2 The State Estimation Process: a Distributed
Perspective

Before diving within the fault tolerant estimation problem from a distributed
perspective it is convenient to introduce 昀椀rst the distributed estimation problem.
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Consider the LTI dynamical system (2.1) and suppose that the state of the
system is monitored by a network of m sensors, each of which receives a partial
measurement of the state at every time step. Speci昀椀cally, the i-th sensor has
access to a measurement of the state, given by1

yi(k) = Cix(k), (2.15)

where yi(k) ∈ R
nyi and Ci ∈ R

nyi
×nx . The aggregate output vector can be

de昀椀ned as follows
y(k) = Cx(k). (2.16)

where C =
[
CT
1 , . . . , C

T
m

]T is the aggregated output matrix. These sensors are
associated to nodes of an underlying communication graph G := (V, E ,A), which
governs the information 昀氀ow between the sensors. Speci昀椀cally, V := {1, . . . ,m}
is the set of nodes, E ⊆ V × V the set of edges, and A := [aij ] ∈ R

m×m is
the adjacency matrix whose elements satisfy aii = 0 and aij > 0 if and only if
(i, j) ∈ E . The matrix L ∈ R

m×m is the Laplacian matrix of G. Through this
work the following assumption is made

Assumption 1. The communication graph G is an undirected connected graph.

As a consequence of Assumption 1, the Laplacian matrix L, is positive semi-
de昀椀nite and with exactly one zero eigenvalue. Furthermore, the Laplacian matrix
of an undirected graph is symmetric. Therefore, a unitary matrix Θ always exist
such that

blkdiag(λ1 = 0, λ2, . . . , λm) =








0 0 . . . 0
0 λ2 . . . 0
...

... . . . ...
0 0 . . . λm







= ΘTLΘ, (2.17)

where λi for i = 1, . . . ,m are the eigenvalues of L. For each node i, the set
of its neighbors is denoted as Vi := {j | (i, j) ∈ E} and its cardinality is ni :=
card(Vi). Each node is capable of exchanging information with its neighbors
and performing computational tasks. With the above ingredients it is possible
to state the following distributed estimation problem.

Problem 2.2.1. (Distributed Estimation Problem)[58]: Consider system
(2.1) and a network of sensors (2.15). For each node i = 1, . . . ,m construct an
estimate x̂i(k) of the entire system state x(k) based on its respective (limited)
state measurements and the information obtained from neighbors.

Problem 2.2.1 hides several challenges. Speci昀椀cally, to avoid trivial solution
it is assumed that the entire network enjoys only the joint observability property
i.e., observability of the pair (A,C). Note that the joint observability property
does not imply local observability i.e., the pairs (A,Ci) for i = 1, . . . ,m may
be not observable. As a consequence, centralized solutions are not feasible in

1In this section systems with noiseless dynamics are considered for clarity of exposition.
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this context. Solving Problem 2.2.1 requires the de昀椀nition of a set of state
estimate update and information exchange rules that enables the single nodes
to cooperate in the reconstruction of the entire state. Formally, it is required to
design a distributed observer.

De昀椀nition 2.2.1. (Distributed Observer)[58]: A set of state estimate update
and information exchange rules is called a distributed observer if limk→∞∥x̂(k)−
x(k)∥ = 0, i.e., the state estimate maintained by each node asymptotically con-
verges to the true state of the plant.

2.3 Faults
This dissertation adopts the terminology de昀椀ned by the IFAC Technical Com-
mittee: SAFEPROCESS in [74]. Speci昀椀cally, a fault means an unpermitted
deviation of at least one characteristic property or parameter of a system from
the acceptable/usual/standard condition. It is the result of a defect in a compo-
nent or subsystem which degrade the function and performance of the system.
A very related term is failure which is a permanent interruption of the system’s
ability to perform a required function under speci昀椀ed operating conditions. Usu-
ally, failure means a complete breakdown of a component, whereas fault is the
only deviation from normal characteristics, but a permanent fault may result in
a failure. From the viewpoint of the mathematical model, faults can be mod-
eled as external inputs or parameter deviations which change the behavior of
the process. Like faults, disturbances and uncertainties can also be modeled
as external inputs, and they may have similar e昀昀ects on the process. However,
compared to faults, disturbances and uncertainties are present even during the
normal operation of the process, so they should be taken into consideration in
the controller design. By contrast, faults are considered as more severe changes
and their e昀昀ects cannot be overcome by a 昀椀xed controller. Thus, it is necessary
to detect the fault so as to prevent any serious consequences. Faults can be
classi昀椀ed in several ways based on the components they a昀昀ect, the behaviors of
the faults and the way they are modeled. In this work the focus is on sensor
faults.

2.3.1 Sensor Faults
Sensor faults represent the deviations between the measured and the actual
value of a plant’s output variable. In closed-loop systems, the measurements
obtained by sensors are used to generate the control inputs. So, any fault in
sensors can cause operating points far from the nominal ones, and then result in
degradation in the performance of the system. Therefore, it is very important
to detect these faults. Typical examples of sensor faults are listed in [75], [76]:
bias, drift, performance degradation (or loss of accuracy), sensor freezing, and
calibration error, as illustrated in Figure 2.1. Solid lines show the actual values
whereas the dotted lines show the measured values. In this dissertation the the
model based fault classi昀椀cation [78] is used:
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Figure 2.1: Common types of sensor faults: (a) bias, (b) drift, (c) performance
degradation (or loss of e昀昀ectiveness/accuracy), (d) sensor freezing, and (e) cali-
bration [77].

• Additive sensor faults are modeled by an additive term that is injected
directly into the output of the system. For a linear time invariant sys-
tem, the corresponding output a昀昀ected by a bias fault can be expressed as
follows:

y(k) = Cx(k) +Dbb(k), (2.18)

where b(k) ∈ R
nb is the bias term and Db ∈ R

m×nb is the bias input matrix;

• Multiplicative faults are modeled as changes in the parameter matrices
C. As a consequence the faulty output of the system can be expressed as
follows

y(k) = ∆(µ(k))Cx(k), (2.19)

where ∆(µ(k)) = diag(µ1(k), . . . , µm(k)) is a diagonal matrix and the pa-
rameters µi(k) for i = 1, . . . ,m represent the e昀昀ectiveness of the sensors.

Multiplicative faults on the output matrix C propagate uncertainty to both the
state transition and gain matrices of the observer/昀椀lter. By considering the
system output (or the innovation) as an input to the observer/昀椀lter, the gain
matrix K can be treated as an input matrix. Linear Parameter-Varying (LPV)
systems provide a powerful framework for modeling such time-varying systems.
In the following, a general introduction to Linear Parameter-Varying (LPV)
system is provided.

2.3.2 Linear Parameter Varying Systems
The foundation for Linear Parameter-Varying (LPV) systems was laid in the
late 1980s (see [79], [80]) to provide a rigorous framework for gain-scheduling
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control strategies. Both continuous and discrete-time LPV systems have been
extensively studied in the literature. In this work, the focus is on discrete-time
polytopic LPV systems (hereafter referred to as LPV systems for simplicity),
which can be de昀椀ned as follows [81]:

De昀椀nition 2.3.1. (Linear Parameter-Varying (LPV) system): A discrete
time LPV system is a possibly time-varying linear system

x(k + 1) = A(µp(k))x(k) +B(µp(k))u(k), (2.20)

where A(µp(k)) and B(µp(k)) are matrices depending linearly on a possibly time
varying parameter µp(k) constrained a-priori to lie in some known bounded real
set2.

De昀椀nition 2.3.2. (Politopyc LPV system) A discrete-time LPV systems is
said to be polytopic when the system matrices have the following structure

[A(µ(k)), B(µ(k))] =

nl∑

i=1

µpi(k)[Ai, Bi], (2.21)

where [Ai, Bi], i = 1, . . . , nl are the outmost realizations of the plants’ family and
the parameter vector µp(k) = [µp1(k), . . . , µpnl

(k)]T belongs to the nl-dimensional
unit simplex

Dnl
:=

{

µp(k) ∈ R
nl

∣
∣
∣
∣
∣

nl∑

i=1

µp(i) = 1, µpi(k) ≥ 0 i = 1, . . . , nl

}

. (2.22)

Note that the above de昀椀nition does not impose any speci昀椀c assumptions on
the parameter behavior. This implies that, in principle, there is no assumed
dependence between the current value of µp(k) and its future evolution.

While this general approach o昀昀ers 昀氀exibility, it may not be convenient for
modeling certain classes of time-varying or nonlinear systems. In many practical
applications, the parameter µp(k) represents slowly varying quantities such as
environmental conditions, physical parameters, or unmodeled nonlinearities. To
e昀昀ectively model these systems, it is necessary to introduce dependencies or
constraints on the future evolution of the parameter vector, thereby re昀椀ning the
LPV model. The most natural way is the introduction of the so-called bounded
parameter variation property:

De昀椀nition 2.3.3. (Bounded parameter LPV system) A discrete-time poly-
topic LPV system is said to be subject to bounded parameter variations if µ(k)
belongs to the following possibly time-varying polytopic set

{µp(k) ∈ Dnl
| |µpi(k)− µpi(k − 1)| ≤ ∆µpi, i = 1, . . . , nl } . (2.23)

2By using similar notations γp(k) and γ(k) for the LPV parameter and the multiplicative
fault parameter, the idea is to emphasize the direct relationship between these two entities.
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2.4. Condition Rank as Sensor Selection Metric

As previously discussed, LPV descriptions di昀昀er from uncertain plant rep-
resentations due to the parameter which is supposed to be known (measurable
or computable) at each time instant k. In order to describe all the information
available at time k the information vector xa(k) is introduced

xa(k) := [x(k)T , µp(k)
T ]T . (2.24)

This de昀椀nition is convenient because in general, at each time step k, all system
decision variables (i.e. the manipulable input u(k)) can be chosen accordingly
to the whole information vector. It is possible to distinguish between two classes
of dependence, namely:

• Time-Invariant Control Laws: when the control law does not depend on k,
i.e.

u(xa(k)) = u(x(k), µp(k)); (2.25)

• Time-Varying Control Laws when the control law does depend on k, i.e

u(xa(k), k) = u(x(k), µp(k), k). (2.26)

The information vector xa(k) acts as a sort of augmented state for the system.
Starting from this consideration, model (2.20) subject to bounded parameter
variations (2.23) can be rewritten as follows

[
x(k + 1)
µp(k + 1)

]

=

[∑nl

i=1 µpi(k) (Aix(k) +Biu(xa(k)))
µp(k)

]

+

[
0
I

]

∆µp(k), (2.27)

where ∆µp(k), the variation on µp(k), can be regarded as an appropriate ex-
ogenous persistent disturbance which acts in such a way that the parameter
variation constraints (2.23) are satis昀椀ed.

2.4 Condition Rank as Sensor Selection Metric
In previous sections, the observability was introduced as a structural property
of a system. Note that, the observability matrix (2.3) is not useful for solving
the sensor selection problem, since it only provides a binary “on/o昀昀” indication
and does not contain any information about the quality of the Observability
property. To consider a more appropriate observability performance criterion,
the Gramian matrix

W =

nx−1∑

i=1

(
AT

)i
CTCAi. (2.28)

can be studied instead. Several metrics that leverage the observability Gramian
as a tool for the de昀椀nition of an optimization index for sensor selection tasks
have been proposed in literature. In this research the focus is on a particular
metric known as condition number [82]

K(W ) :=







λ(W )
λ(W ) λ(W ) > 0

∞ λ(W ) = 0 and λ(W ) > 0

0 W = 0,

(2.29)
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2.4. Condition Rank as Sensor Selection Metric

where λ(W ) and λ(W ) are respectively the largest and the smallest singular
values of the observability Gramian. Note that, the eigenvalues/eigenvectors of
the observability Gramian W provide much information about the quality of the
state reconstruction error as a function of sensor placement and selection. In
particular, the minimum eigenvalue of this matrix is critical and should not be
too small to avoid large reconstruction errors. The intuition that inspired prefer-
ring (within the scope of this research) the condition number over other metrics
is based on the following observation: “the condition number of the Gramian
matrix measures how balanced the observability is among all modes. It grows
unbounded if the system is unobservable.” [15]. In other words, by minimizing
this metric it is possible to reduce the ratio between the maximum and minimum
singular values of the Gramian matrix W . Therefore, its optimizing within a
sensor selection algorithm can help avoid selecting sensors whose targeted fail-
ure could severely compromise system performance, a feature that is particularly
useful within a fault-tolerant state estimation scheme. Additionally, the recent
study [17] suggests using the condition number as performance sensor selection
criterion, since it usually leads to a smaller number of selected sensors than other
criteria, such as the trace or rank of W .

Moving the focus on the optimization of the condition number, it is well-
known that the condition number function is Lipschitz continuous near any
positive de昀椀nite matrix [82]. However, the minimization of K(·) might be a chal-
lenging task since it cannot be performed by using classical nonlinear program-
ming algorithms. The fundamental difficulty lies in that K(·) is both nonconvex
and not everywhere di昀昀erentiable. In Chapter 3 this problem is addressed by
leveraging the Simulated Annealing heuristic to reach a compromise between
optimality of the determined solutions and computational complexity.
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Centralized Sensor Reconciliation
Design 3

This Chapter addresses the sensor reconciliation problem from a centralized per-
spective introducing a novel Luenberger observer-based approach. Before diving
into the details of the architecture, the centralized sensor reconciliation design
problem is introduced and formally de昀椀ned. Speci昀椀cally, the observer design
problem is tackled by using LMIs. Furthermore, the fundamental question of
how to select sensors for accurate and reliable state estimation is addressed as
well. To overcome this issue a preliminary solution is proposed that makes use
of an observability-based sensor selection optimization problem and a simulated
annealing-based algorithm for its resolution. The Chapter is organized as fol-
lows: Section 3.1 introduces the centralized sensor reconciliation design problem,
Section 3.2 provides the details of the architecture, Section 3.3 discusses, in a
preliminary way, the sensor selection problem and presents a solution that uses
a simulated annealing algorithm, Section 3.4 provides numerical results derived
by the application of the architecture to the traffic 昀氀ow estimation problem. In
this regard the traffic model is presented and several simulated and experimental
results are discussed.

3.1 Problem Statement
Lets consider a system whose dynamics is described by the following state-space
representation:

x(k + 1) = Ax(k) +Bu(k) +Bww(k)

y(k) = ∆(µ(k))Cx(k) +Dbb(k),
(3.1)

where: A ∈ R
nx×nx , B ∈ R

nx×nu , C ∈ R
m×nx , Bw ∈ R

nx×nw and Db ∈ R
m×nb

are constant matrices. Moreover, x(k) ∈ R
nx is the system state, u(k) ∈ R

nu is
the known input, w(k) ∈ R

nw is the unknown input (i.e. a disturbance signal),
y(k) ∈ R

m is the measurable plant output provided by physical sensors, possibly
a昀昀ected by bias b(k) ∈ R

nb and loss of e昀昀ectiveness faults modeled by the time-
varying gain matrix ∆(µ(k)) = diag(µ1(k), . . . , µm(k)). In addition, the state
vector is considered to be restricted to the following set:

X := {x ∈ R
nx : x ≤ x ≤ x} . (3.2)
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3.1. Problem Statement

It must be pointed out that fault-free condition is characterized by ∆(µ(k)) =
Im and b(k) = 0nb

(global healthy condition), while in general b(k) ̸= 0nb
and

∆(µ(k)) ̸= Im with µ(k) that belongs to the polytope ∀k

Z ⊆ {µ : 0m ≤ µ ≤ 1m} , (3.3)

where the notation 1m and 0m is used to denote vectors of dimension R
m consist-

ing of all ones and zeros, respectively. To ensure the system’s reliability in the
P
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Figure 3.1: Fault-tolerant sensor reconciliation architecture.

event of sensor failures, it is assumed that the set of available sensors comprises
redundant units. More in detail, let S∗ be the sensor selection solution of an
optimization problem (e.g. an observability based sensor selection procedure as
discussed later in the Chapter). To ensure uninterrupted monitoring of a system
(e.g. a traffic network) and mitigate the risks of sensor failures, it is essential to
include an additional set of redundant sensors (SR) as backup sensors for fault
tolerance. Consequently, an extended set of sensors (Sa = S∗ ∪ SR) with cardi-
nality |Sa| = |S∗|+

∣
∣SR

∣
∣ = m must be determined to minimize the degradation

of observability of the entire network link 昀氀ow due to failures. In selecting the
sensors, the following mild assumption should be addressed

Assumption 2. (Observability condition): At each time instant k, the values
assumed by the e昀昀ectiveness parameters µ(k) are such that the observability of
system (3.1) is never compromised.

Assumption 2 requires that at each time instant there are always enough
“working” sensors (i.e. sensors whose associated e昀昀ectiveness µi(k) > 0) for the
state x(k) being fully reconstructible. Note that it is reasonable to suppose that
Assumption 2 is veri昀椀ed in practice when a safety degree of sensor redundancy
is considered.

Remark 3.1.1. It is important to note that considering the time varying nature
of system (3.1) assuming that the observability matrix O is full rank for each
time instant does not guarantee observability. A simple counterexample would
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3.2. The Virtual Sensor Design

be A =

[
0 1
1 0

]

and C = I2. In that case, the system is observable with a

single sensor. However, the system is not observable if the two sensors fail
alternatively. Formally, Assumption 2 requires that system (3.1) is “total” or
“uniform” observable [83], [84].

By considering that Assumption 2 holds true, the following sensor reconcili-
ation problem needs to be solved:

Problem 3.1.1. (Centralized Sensor Reconciliation Design Problem):
Given system (3.1) with reference to Figure 3.1, let y(k) be the output vector
that can be a昀昀ected by faults and disturbances. Develop a sensor reconciliation
procedure that can hide corrupted measurements when generating state estimates
based on the input signal u(k) and the output signal y(k).

The solution of Problem 3.1.1 provides the possibility to compute an estimate
x̂(k) of the system state x(k) even with unknown input w(k) and occurrence of
errors on the output signal y(k). In the following section, details on how to
derive a centralized sensor reconciliation architecture are given.

3.2 The Virtual Sensor Design
Solving Problem 3.1.1 necessitates the development of a comprehensive fault-
hiding architecture that incorporates a “virtual sensor” unit. The virtual sensor
mainly consists of a Luenberger Observer and Reconciliator Unit which is in
charge of:

• calculate the estimate of the system state x(k), the bias term b(k), and
the matrix ∆(µ(k));

• mitigate the e昀昀ects of fault occurrences on state estimates thanks to a
polytopic embedding approximation of the system output and observer
gain matrices.

Figure 3.1 depicts the graphical representation of the structure of the centralized
sensor reconciliation architecture.

3.2.1 Luenberger Observer and Reconciliator Unit Design
The core idea of the strategy is to merge together the observer, for the estimation
of the system’s internal state, and the reconciliator unit, for fault detection and
mitigation. To achieve this objective, a self tuning LPV observer is derived for
an augmented system that takes into account the faulty parameter and their
dynamics. The following augmented state, which accounts for the bias fault b(k)
and the multiplicative fault µ(k), is used to design the Luenberger observer

xa(k) = [x(k), b(k), µ1(k), . . . , µm(k)]T . (3.4)
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3.2. The Virtual Sensor Design

As a consequence, the corresponding augmented model can be de昀椀ned as follows

xa(k + 1) = Āxa(k) + B̄u(k) + B̄ww(k) + D̄b∆b(k) + B̄γ∆µ(k)

ȳ(k) = C̄γ(k),x(k)xa(k),
(3.5)

where
∆b(k) = b(k + 1)− b(k)

∆µ(k + 1) = µ(k + 1)− µ(k),

Ā =





A 0 0
0 I 0
0 0 I



 , B̄ =





B

0
0



 ,

B̄w =





Bw

0
0



 , D̄b =





0
I

0



 , B̄γ =





0
0
I



 ,

C̄γ(k),x(k) =

[
∆(µ(k))C Db 0

0 Db diag(Cx(k))

]

. (3.6)

Note that the fault signal µ(k), the bias term b(k) and, thus, their corresponding
increments ∆b(k), and ∆µ(k) are assumed to be bounded in the sense of the l2-
norm.

Let µ̂(k) and x̂(k) be the estimates of the multiplicative fault µ(k) and the
system state x(k) at each time k, respectively. Then it is possible to de昀椀ne a
state observer for the augmented system (3.5) as

{

x̂a(k + 1) = Āx̂a(k) + B̄u(k) +Kγ̂(k),x̂(k)(ȳ(k)− ŷ(k))

ŷ(k) = C̄γ̂(k),x̂(k)x̂a(k).
(3.7)

De昀椀ning the error of the state estimate as e(k) := xa(k)−x̂a(k), the following
relation emerges for the error dynamics

e(k + 1) = (Ā−Kγ̂(k),x̂(k)C̄γ̂(k),x̂(k))e(k) + B̄ww(k) + D̄b∆b(k)+

+ B̄γ∆µ(k) +Kγ̂(k),x̂(k)(C̄γ̂(k),x̂(k) − C̄γ(k),x(k))xa(k)
︸ ︷︷ ︸

d(k)

, (3.8)

where d(k) might be considered as a disturbance term. Speci昀椀cally, the magni-
tude of d(k) is not a昀昀ected by its historical values (d(k − 1), d(k − 2) ...) but it
is directly related to the quality of the estimated state and e昀昀ectiveness values.
In case of perfect estimation C̄γ̂(k),x̂(k) = C̄γ(k),x(k) resulting in a zero added dis-
turbance error. If the additive terms in (3.8) are bounded, i.e. ∆b(k) and ∆µ(k)
remain bounded and the x ∈ X , then the boundedness of the estimation error
depends on the evolution of the following simpli昀椀ed time varying system

e(k + 1) = (Ā−Kγ̂(k),x̂(k)C̄γ̂(k),x̂(k))e(k) + B̄ww(k). (3.9)

Moved by the above consideration, the design procedure considers the hy-
pothesis that the system (3.8) is characterized by uncertainty with respect to µ

and x, and attempts to determine an LPV gain that can be tuned online using
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only the estimates µ̂(k) and x̂(k) of the true µ(k) and x(k). In this context, R
denotes the set of real numbers. It is possible to de昀椀ne a generic ball in a Eu-
clidean nx-space R

nx as Bϵ := {x ∈ R
nx : |x|2 ≤ ϵ}. Furthermore, the following

polytopic embedding approximation is assumed for the matrix C̄γ̂(k),x̂(k) given
by

C̄ρ =

nl∑

i=1

ρi(µ̂, x̂)C̄
v
i , (3.10)

where matrices C̄v
i , i = 1, . . . , nl are the polytope vertices and ρi : I×X ∼ Bϵ →

R is a continuous function of µ̂ and x̂. Moreover, by introducing the following
auxiliary normalized functions:

κ1(µ̂)
(j1) =

µ̂(j1)(k)− µ̂(j1)

µ̂
(j1)
− µ̂(j1)

, κ2(x̂)
(j2) =

x̂(j2)(k)− x̂(j2)

x̂
(j2)
− x̂(j2)

, (3.11)

j1 = 1, . . . ,m; j2 = 1, . . . , nx;

the scheduling parameter ρi(µ̂, x̂) can be de昀椀ned as






ρ1(µ̂, x̂) = Πj1,j2κ1(µ̂)
(j1)κ2(x̂)

(j2)

...
ρnl

(µ̂, x̂) = Πj1,j2(1− κ1(µ̂)
(j1))(1− κ2(x̂)

(j2)).

(3.12)

Note that
∑nl

i=1 ρi(µ̂, x̂) = 1 and 0 ≤ ρi(µ̂, x̂) ≤ 1.
Then one attempts to design a discrete-time self-tuning LPV observer whose

matrix gain Kγ̂,x̂(k) is such that:

• stabilizes the error dynamics (3.8) despite the occurrence of system faults
and disturbances;

• it can be tuned in real-time by exploiting an estimate µ̂(k), x̂(k) of the
true µ(k), x(k).

Subsequently, the goal is to design an LPV observer gain (by solving a suitable
LMI optimization problem) as

Kρ =

nl∑

i=1

ρi(µ̂, x̂)Ki, (3.13)

where the gains Ki, i = 1, . . . , nl are properly designed so that the error dynamics

e(k + 1) = (Ā−KρC̄ρ)e(k) +Bw̄w̄(k), (3.14)

with

Bw̄ :=
[
B̄w D̄b B̄γ I

]
, (3.15)

w̄(k) :=
[
w(k)T ∆b(k)T ∆µ(k)T d(k)T

]T
, (3.16)

23



3.2. The Virtual Sensor Design

converges to zero for k →∞. In this respect, by de昀椀ning the performance output
as

ze(k) = C̄ρe(k) (3.17)

the observer gains can be obtained by minimizing the following H∞ performance
index

J := sup
w̄∈l2, ρ:I×X∼Bϵ→R

∥ze∥2
∥w̄∥2

. (3.18)

In this context, Proposition 3.2.1 provides a convex optimization strategy to
solve the aforementioned observer gain design problem.

Proposition 3.2.1. With reference to our case of study, the observer gain design
problem can be solved if the following LMI optimization problem in the unknown
matrices P = P T > 0 and Yi, i = 1, . . . , nl

min
P, Yi, α

³2 (3.19)






P PĀ− YiC̄
v
i PB̄w̄ 0

∗ P 0
(
C̄v
i

)T

∗ ∗ ³2I 0
∗ ∗ ∗ ³2I






> 0, i = 1, . . . , nl (3.20)

admits a solution. Then, the observer gains to be used in (3.13) are given by
Ki = P−1 Yi, i = 1, . . . , nl.

Proof. Consider the following discrete-time state-space representation

e(k + 1) = (Ā−KρC̄ρ)e(k) + (Bw̄ −KρDd)w̄(k)

ze(k) = C̄ρe(k) +Ddw̄(k),
(3.21)

and the dissipation inequality

V (e(k + 1))− V (e(k)) ≤ s(w̄(k), ze(k)), ∀k ∈ N, (3.22)

where:

• V : R
(nx+nb+m) → R is a storage function that generalizes the energy

function for a dissipative system;

• s : R(nw+nx+nb+m) × R
2m → R is a supply function representing the rate

at which the system absorbs energy.

Starting from the de昀椀nition of H∞ norm it is possible to write

∥ze(k)∥2
∥w̄(k)∥2

< ³→ ∥ze(k)∥2 < ³ ∥w̄(k)∥2 . (3.23)

The supply function s(w̄(k), ze(k)) can be de昀椀ned as

s(w̄(k), ze(k)) = ³2w̄T (k)w̄(k)− ze(k)
T ze(k), (3.24)
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that, by considering the state-space representation (3.21) and eqs. (3.10)-(3.15),
can be rewritten as

s(w̄(k), C̄v
i e(k) + B̄w̄w̄(k)) = ³2w̄T (k)w̄(k)−

−
[
C̄v
i e(k) +Ddw̄(k)

]T [
C̄v
i e(k) +Ddw̄(k)

]
, ∀i. (3.25)

The storage function related to the supply function s(w̄(k), ze(k)) can be de昀椀ned
as V (e(k)) = eT (k)Pe(k), P = P T > 0. It can be viewed as a Lyapunov
candidate function. Consequently, it is possible to compute

∆V (e(k)) = V (e(k + 1))− V (e(k))

= e(k + 1)TPe(k + 1)− e(k)TPe(k).
(3.26)

Then, by replacing (3.21) in (3.26), it is possible to obtain

∆V (e(k)) = [M1e(k) +M2w̄(k)]
T P [M1e(k) +M2w̄(k)]− e(k)TPe(k), ∀i,

(3.27)
where M1 = (Ā−KiC̄

v
i ) and M2 = (B̄w̄−KiDd) are matrices whose dependency

by the index i as been omitted for simplicity. By substituting equations (3.27)
and (3.25) in (3.22), the following inequality is obtained

[M1e(k) +M2w̄(k)]
T P [M1e(k) +M2w̄(k)]+

+
[
C̄v
i e(k) +Ddw̄(k)

]T [
C̄v
i e(k) +Ddw̄(k)

]
−

− e(k)TPe(k)− ³2w̄T (k)w̄(k) < 0, ∀i. (3.28)

Equation (3.28) can be also compacted in the following form
[
e(k)
w̄(k)

]T [
M11 M12

M21 M22

]

︸ ︷︷ ︸

M

[
e(k)
w̄(k)

]

< 0, ∀i, (3.29)

where:

• M11 = (Ā−KiC̄
v
i )

TP (Ā−KiC̄
v
i )− P +

(
C̄v
i

)T
C̄v
i ;

• M12 = (Ā−KiC̄
v
i )

TP (B̄w̄ −KiDd) +
(
C̄v
i

)T
Dd;

• M21 = MT
12;

• M22 = (B̄w̄ −KiDd)
TP (B̄w̄ −KiDd) +DT

d Dd − ³2I.

From inequality (3.29) it is evident that M < 0. Moreover the matrix M can be
decomposed as the sum of two matrices

M =

[
MT

1 PM1 − P MT
1 PM2

∗ MT
2 PM2 − ³2I

]

+

[
(
C̄v
i

)T

DT
d

]

[
C̄v
i Dd

]
< 0 (3.30)
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Then, by applying the Schur complement to (3.30) it is possible to obtain




MT
1 PM1 − P MT

1 PM2

(
C̄v
i

)T

∗ MT
2 PM2 − ³2I DT

d

∗ ∗ −I



 < 0 (3.31)

that, by choosing Dd equal to the zero matrix of appropriate dimensions and by
introducing Yi = KiP , is equivalent to (3.20) on the basis of the Discrete-Time
Bounded Real Lemma [85], [86]. ■

Remark 3.2.1. The stability of the overall architecture was here established
using a common Lyapunov function for all polytope vertices. This approach
although e昀昀ective might be conservative. Alternatively, stability could be achieved
by de昀椀ning speci昀椀c operating conditions, each with its own Lyapunov function.
Faults could then be mitigated by switching between these conditions. Stability in
this switching scheme can be guaranteed by ensuring that the system evolve on
the selected mode for a “long enough” time. Such a time is commonly referred
in literature as “dwell time”. A similar approach is explored in a distributed
context to prove the stability of the Distributed Sensor Reconciliation Architecture
proposed in Chapter 4.

3.3 Observability Based Sensor Selection Procedure
To delve deeper into the closely related topic of sensor selection, the process of
selecting an appropriate set of sensors that guarantees observability while ensur-
ing a desired level of redundancy is going to be explored as well. In this section
a preliminary result about the selection of sensors is discussed. In particular the
sensor selection problem is formulated as a constrained optimization problem
and solved using the simulated annealing heuristic.

3.3.1 Sensor Selection Problem
Let S denote the set of all nx possible sensor positions, where each element
si ∈ S represents the i-th sensor position. The task is to create a process for
selecting sensors that allows to choose a minimal sub-group of r sensors from m

sensor positions. The aim is to optimize the performance criterion (2.29) whilst
ensuring that the observability of the road network system is maintained.

The goal of the sensor selection procedure is, given a generic LTI system, to
select a subset J ⊆ S of r sensors from the set of m potential sensors to optimize
a measure of observability. Therefore, the following mixed-integer constrained
optimization problem can be used to describe the solution to the observability-
based sensor selection problem in terms of the observability Gramian [87]

min
h

K[W (h)]

s.t.

n∑

i=1

hi = r

hi ∈ {0, 1} , i = 1 . . . ,m,

(3.32)
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where K[·] is a scalar measure of the observability Gramian (i.e. the condition
number) [87] and the budget constraint in (3.32) dictates that exactly r sensors
must be selected. In addition, it should be emphasized that for the problem of
sensor selection considered here:

• the following output equation is considered with respect to the model (3.1)
when the system evolve in a healthy condition

y∗(k) = C(J )x(k), (3.33)

where C(J ) ∈ R
r×nx indicates the components of the state selected as

measurement output. It has r rows extracted from the nx × nx identity
matrix in accordance to the index set J = {s1, . . . , sr};

• the observability Gramian (see Chapter 2 eq. (2.28) for a formal de昀椀nition)
is reformulated as

W (h) =

nx
∑

i=1

hi

nx−1
∑

j=1

(AT )jC(J )TC(J )Aj , (3.34)

where hi with i = 1, . . . , nx, are binary “activation variables” whose mean-
ing can be summarized by the function

f(J ) =

{

hi = 1, sensor si is selected

hi = 0, sensor si is NOT selected.
(3.35)

It is important to remember that the optimization problem (3.32) is a non-linear
non-convex integer programming problem. It involves 昀椀nding a 昀椀nite number
of sensor locations that satisfy prede昀椀ned constraints. Exhaustive search (also
known as brute force strategy), which methodically lists all potential candidate
solutions and determines whether each one satis昀椀es the problem’s statement, is
one approach that could be used to solve this problem. However, the exhaus-
tive search is NP-hard [88], and the evaluation of each combination becomes
unpractical for large networks [89]. To solve (3.32) and obtain an adequate set
of sensors S∗ ⊆ S with |S∗| = r, suboptimal strategies can be used, such as
the heuristic method proposed in this work. It is important to recall that the
exhaustive search approach allows the discovery of a global mathematical opti-
mum Sopt. In contrast, heuristic methods are not always guaranteed to reach
the optimal selection S∗ = Sopt.

Since the optimization problem (3.32) is a nonlinear and non-convex mixed-
integer programming problem [17], a global optimization solver must be used.
Among many others, the ability of the Simulated Annealing (SA) and Genetic
Algorithm (GA) search heuristics to 昀椀nd a suitable solution is investigated here.
These solutions are then compared to the solution of the brute force enumeration
approach. In particular, the focus of this work is on the SA algorithm. However,
in the 昀椀nal section, the results of all three methods: SA, GA and brute force;
are compared.
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3.3.2 Simulated Annealing Techniques
The focus within the scope of this research is on the Simulated Annealing (SA)
algorithm. This heuristic enable 昀椀nding a trade o昀昀 between optimality of and
computational burden of the algorithm. Speci昀椀cally, SA is a local search method
that, in particular when working with discrete search spaces, seeks to 昀椀nd a
global optimum in a large search space. The name is a reference to the metallur-
gical process of annealing, in which materials are heated and cooled in a carefully
controlled manner. SA attempts to avoid being trapped in a local optimum by
occasionally accepting to increase the cost by moving to a neighboring position
[90], unlike traditional local search algorithms (e.g., the descendant algorithm)
whose disadvantage is that the local minimum reached may be far from any
global minimum. When applied to a discrete optimization problem, the values
of two solutions (the current solution and a newly selected solution) are compared
at each iteration of a SA procedure. Improving solutions are always accepted,
while some of the non-improving (inferior) solutions are accepted in the hope
of getting out of the local optimum in the search for a global optimum. The
probability that non-improving solutions are accepted depends on a temperature
parameter that usually decreases with each iteration of the procedure.

The following statements are introduced for the formal description of the SA
algorithm:

• the solution space Ξ (i.e., the set of all possible solutions):

Ξ = {J ⊆ S : rank(W (h)) = nx; h = f(J )} ; (3.36)

• the objective function K[W (h)] de昀椀ned on the solution space.

The objective consists in 昀椀nding a global minimum, S∗, i.e., S∗ ⊆ Ξ, such that
K[W (h∗)] ≤ K[W (h)] for all J ∈ Ξ. De昀椀ne f ′(J ) as the neighborhood set for J .
Therefore, for each solution J ∈ Ξ there are neighboring solution J ′ ∈ f ′(J )
that can be reached in a single iteration of a local search algorithm. The SA
algorithm starts with an initial solution J ∈ Ξ. A neighboring candidate solution
J ′ ∈ f ′(J ) is generated either randomly or according to a given rule. SA follows
the Metropolis acceptance criterion [90], which shows how a thermodynamic
system changes from the current solution (state) J ∈ Ξ to a candidate solution
J ′ ∈ f ′(J ), where the energy content is minimized. The candidate solution J ′

is accepted as the current solution based on the following acceptance probability:

fp
(

J ′
)

=

{

exp(−(¶/ti)) if ¶ > 0
1 otherwise,

(3.37)

where ¶ = K[W (h′)]−K[W (h)] and ti is the temperature parameter at iteration
i, such that

ti :=

{

ti > 0, ∀i, lim
i→∞

ti = 0

}

. (3.38)
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SA PSEUDO-CODE
INPUT: r
OUTPUT: S∗
OBJECTIVE FUNCTION TO BE MINIMIZED: K[W (h)]

1: Select an initial solution J ∈ Ξ and de昀椀ne h = f(J )
2: Select the temperature change counter i = 0
3: Select a temperature cooling schedule, ti
4: Select an initial temperature T = t0 ≥ 0
5: Select a repetition schedule, cmax, that de昀椀nes the number of iterations

executed at each temperature, ti
6: do
7: Set repetition counter crep = 0
8: do
9: Generate a solution J ′ ∈ f ′(J )

10: De昀椀ne h′ = f(J ′)
11: Compute ¶ = K[W (h′)]−K[W (h)]
12: if ¶ ≤ 0 then
13: J = J ′

14: h = h′

15: else
16: J = J ′

17: h = h′

18: with probability exp(−¶/ti)
19: end if
20: crep ← crep + 1
21: while not crep == cmax

22: i← i+ 1
23: T ← ti
24: while not |J | == r

25: S∗ = J

Remark 3.3.1. It is important to emphasize that the described procedure only
allows optimal sensor placement, but not the de昀椀nition of a sensor con昀椀guration
that enable fault-tolerant characteristics. To this end, it is necessary to develop
an ad hoc procedure that, by using a redundant set of sensors, is able to mitigate
the e昀昀ects of the loss of sensor e昀昀ectiveness and the occurrence of faults. In
this regard, it is possible to extend the sensor subset S∗ provided by the SA
algorithm by considering an alternative feasible sensor subset that can be used as
backup sensors in case of failures. In this respect, the selection of backup sensors
can be done by analyzing the network con昀椀guration, looking for backup sensors
that guarantee the observability of the system. Another possible solution is to
consider the fault combinations among the most fault-prone sensors and then try
to 昀椀nd the location of the redundant sensors by searching for them in alternative
solutions provided by SA or other any sensor selection methods (e.g. GA) [91]
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3.4 Numerical Examples
To evaluate the efficacy of the centralized sensor reconciliation architecture, sim-
ulations and experiments were conducted within a simulated urban network.
This section outlines the traffic model employed for numerical tests and presents
the results of numerical simulations. The observer used to derived the virtual
sensor is constructed on the base of the sensors selected using the simulated an-
nealing algorithm. Additionally, an experimental validation is conducted using
a realistic simulator to further assess the architecture’s performance.

3.4.1 Model De昀椀nition
A traffic network can be thought of as a WSN in which a collection of sensors
(such as motion sensors, cameras, radar, etc.) is responsible for reporting data
on traffic volumes in each segment of the monitored road network. Moreover,
the dynamic 昀氀ow of vehicles within the urban network can be modeled as a
compartmental model as proposed in [92]. The structure of the compartmental
model is not complex from a conceptual point of view: the system is divided
into homogeneous compartments and the 昀氀ow between these compartments is
traced. To keep the discussion more general, reference can be made to the Figure
3.2, which shows a simple example of a traffic compartmental system. In this
Figure, the compartments (road sectors) are represented by boxes and the 昀氀ows
by arrows. Also, ui is the number of vehicles entering the i-th road segment,
while yi is the number of vehicles exiting the i-th road segment (i = 1, . . . , 5).
Note also that some of the vehicles leaving the i-th road sector may represent
the input of the j-th road sector - e.g., y3 becomes an input of R4 - (i = 1, . . . , 5,
j = 1, . . . , 5, j ̸= i).
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R#
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y#
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Figure 3.2: An example of traffic compartmental system in a real world sce-
nario.

The compartmental system can be conceptualized also as a direct graph in
which the compartments are the vertices and the 昀氀ows between them are the arcs.
This similarity is also evident in Figure 3.2, which shows the structural aspect
of the system. Referring to the road network model de昀椀nition, the number of
vehicles within the i-th compartment can be denoted as xi(k). Furthermore, it
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is assumed that the following condition is satis昀椀ed for each compartment:

xi(k) ≥ 0, ∀k ≥ 0. (3.39)

The 昀氀ow from the i-th to the j-th compartment is assumed to be proportional
to xi(k) according to a non-negative constant splitting ratio aji

fji = ajixi(k), j ̸= i, aji ≥ 0. (3.40)

More speci昀椀cally, when several roads (e.g. R1, R2, R4 and R5 in Figure 3.2)
intersect, not all vehicles in a given section Ri are forced to move towards a
single road section, say Rj . As a consequence, the splitting ratio aji denotes
the fraction of vehicles that moves from section Ri towards section Rj . In addi-
tion, it is important to note that the model does not take into account certain
compartments, which are conventionally referred to as the singular “virtual”
compartment 0. This compartment is known as the “external world”, and the
昀氀ow from it to the compartment i serves as the system input. Conversely, the
昀氀ow from compartment i to the external world is modeled as f0i = a0ixi(k).

Given a region of interest T , the set of all road sectors contained therein
can be de昀椀ned as R̃ = {R1, . . . , Rnr}. It is important to note that not all road
segments belonging to T are of equal importance. For example, the online vector
map databases (e.g. OpenStreetMap - OSM) 1 provide a comprehensive ranking
of roads grouped into di昀昀erent importance categories. In the following, seven
categories of roads are considered, with the least important ones rated ci = 1
and the most important ones rated ci = 7. Furthermore, road sections with low
relevance for traffic monitoring applications (e.g. cul-de-sacs) can be excluded
from the initial set R̃. This reduces the initial set R̃ to the set of main roads
R = {R1, . . . , Rnx} ∈ R̃, nx ≤ nr. For each road sector Ri ∈ R:

1. the OSM online vector maps provide the importance category;

2. P represents the set of road sectors connected to the outside world;

3. the matrix G is de昀椀ned, whose elements are given as follows:

gji =

{

1 if Ri → Rj

0 otherwise,
(3.41)

where Ri → Rj means that vehicles can travel from road Ri to road Rj .
Note that G is not symmetric in general because of the existence of possible
one-way streets.

Then the compartmental road network can be modeled as an LTI system [17],
where:

• the state x(k) ∈ R
nx is de昀椀ned such that the quantity xi(k) indicates the

actual traffic 昀氀ow (number of vehicles per time unit) on the road sector
Ri;

1OpenStreetMap, https://www.openstreetmap.org
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• the splitting ratios de昀椀ned according to the importance rank of the roads
are the elements of the state matrix A ∈ R

nx×nx . In particular, the o昀昀-
diagonal elements aji with i ̸= j can be de昀椀ned as follows

aji =



















cj∑

l:Ri→Rl

cl+ci
if Ri → Rj & Ri /∈ P

cj∑

l:Ri→Rl

cl+2ci
if Ri → Rj & Ri ∈ P

0 otherwise,

(3.42)

while the diagonal components aii are computed as

aii = 1−



a0i +
∑

j ̸=i

aji



 (3.43)

where
a0i =

c0
∑

l:Ri→Rl
cl + 2ci

(3.44)

is the splitting ratio of the traffic 昀氀ow from the i-th road sector Ri to the
external world.

• The 昀氀ow of traffic from the external world into the road sector Ri is de昀椀ned
as the i-th entry of the system input. As a consequence, the input matrix
is a diagonal matrix B ∈ R

nx that as a 1 on the i-th diagonal term if Ri is
connected with the external world;

• y(k) ∈ R
nx is such that yi(k) denotes the number of vehicles leaving the

road sector Ri.

The relation expressed in eq. (3.42) implies that the 昀氀ow from Ri to Rj is
proportional to the importance of Rj , normalized w.r.t. the importance of all
other roads connected to Ri (and Ri itself). In addition, if Ri ∈ P , the 昀氀ow
towards the external world, whose importance score is by convention equal to
that of Ri itself, should be considered as well.

3.4.2 Simulation Results
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Figure 3.3: Example of a traffic compartmental system. Road schematic
around the University of Calabria. Ri denote 21 potential sensor locations, ui
and yi the vehicles entering and leaving the i-th link, respectively.

The objective of this section is to illustrate the applicability of the proposed
estimation procedure using a traffic network composed of R = {R1, . . . , R21}
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road segments (see Figure 3.3). Simulative tests have been performed on a work-
station equipped with 2 × Intel® Xeon® Gold 5218 Processor 16-Core 2.3GHz
and 12 × 32GB PC4-23400 2933MHz DDR4 RAM. The 昀椀rst step was to deter-
mine the road network model. In this context, the system matrices (3.45) and
(3.46) were calculated. Note that the rows of the input matrix that refer to the
road sectors that are not connected to the external world (i.e., R6, R9, R10, R16)
are null.

A =







































































0.13 0.33 0 0 0 0 0 0.27 0.27 0 0

0.30 0.30 0 0 0 0 0 0.23 0.17 0 0

0 0 0.85 0 0 0 0 0 0.15 0 0

0 0 0 0.85 0 0 0 0 0.15 0 0

0 0 0 0 0.23 0.2 0.23 0 0.14 0 0.2

0 0 0 0 0.14 0.09 0.17 0 0.01 0.14 0.09

0 0 0 0 0.19 0.05 0.45 0 0.01 0 0.30

0.42 0.21 0 0 0 0 0 0.36 0.01 0 0

0.15 0.16 0.15 0.15 0.10 0.01 0.01 0.14 0.01 0 0.12

0 0 0 0 0 0.1 0 0 0 0.27 0

0 0 0 0 0.34 0.15 0.14 0 0.08 0 0.29

0 0 0 0 0 0.10 0 0 0 0 0

0 0 0 0 0 0.20 0 0 0 0 0

0 0 0 0 0 0.10 0 0 0 0.06 0

0 0 0 0 0 0 0 0 0 0.05 0

0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0.11 0

0 0 0 0 0 0 0 0 0 0.10 0

0 0 0 0 0 0 0 0 0 0.10 0

0 0 0 0 0 0 0 0 0 0.08 0

0 0 0 0 0 0 0 0 0 0.09 0

0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0.10 0.20 0.06 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0

0 0 0.10 0.05 0 0.11 0.1 0.1 0.1 0.07

0 0 0 0 0 0 0 0 0 0

0.90 0 0 0 0 0 0 0 0 0

0 0.80 0 0 0 0 0 0 0 0

0 0 0.84 0 0 0 0 0 0 0

0 0 0 0.95 0 0 0 0 0 0

0 0 0 0 1.00 0 0 0 0 0

0 0 0 0 0 0.89 0 0 0 0

0 0 0 0 0 0 0.90 0 0 0

0 0 0 0 0 0 0 0.90 0 0

0 0 0 0 0 0 0 0 0.90 0.02

0 0 0 0 0 0 0 0 0 0.91







































































(3.45)

B =







































































1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1







































































(3.46)

The road network system observability is then ensured by selecting a minimal
subset of r sensors from a collection of m potential sensor distributions. In this
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respect, a solution to the sensor selection problem was achieved by appropriately
adapting the built-in MATLAB functions simulannealbnd for integer/discrete
optimization. This is achieved by truncating the generated 昀氀oating-point num-
bers within meaningful integral windows [93]. The problem with nx = 21 is still
tractable and it is possible to 昀椀nd the minimal subset S∗

sa of S which guarantees
the complete observability of the system, that is

rank(O(A,C(S∗
sa))) = 21. (3.47)

In particular, the following results were obtained as a solution to the sensor
selection problem

• Computation time: 94.5[sec];

• Cardinality |S∗
sa| = 6;

• K(W ) = 4.1102× 103;

• S∗
sa = [s3, s13, s15, s17, s19, s20].

Further tests were carried out to investigate whether the solution obtained
through the SA process represents the minimum sensor set required for the
system to be observable. The basic idea is to 昀椀nd possible alternative sensor
con昀椀gurations useful to build a redundant sensor set. In this regard, two types
of procedures were considered: 1) GA sensor selection procedure as in [17]; 2)
brute force search (exhaustive). Using the GA procedure, following results have
been obtained:

• Computation time: 89.6[sec];

• Cardinality
∣

∣S∗
ga

∣

∣ = 7;

• K(W ) = 7.6840× 104;

• S∗
ga = [s3, s5, s12, s15, s17, s19, s20].

On the other hand, the exhaustive search provides the results reported in Table
3.1. It can be stated that:

• the exhaustive search returns 12 sets of sensors that allow the observability
of the system;

• the obtained solutions are characterized by di昀昀erent values of the condition
number (2.29);

• The third sensor set corresponds to the solution produced by the SA
procedure, and possesses the lowest condition number value (K(W ) =
4.1102× 103).
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# Sensor sets K(W )

1 [s3, s13, s16, s17, s19, s20] 4.1208× 103

2 [s3, s12, s16, s17, s19, s20] 4.1509× 103

3 [s3, s13, s15, s17, s19, s20] 4.1102× 103

4 [s3, s12, s15, s17, s19, s20] 4.1509× 103

5 [s3, s13, s15, s16, s19, s20] 4.1719× 103

6 [s3, s12, s15, s16, s19, s20] 4.1891× 103

7 [s3, s13, s16, s17, s18, s20] 4.2209× 103

8 [s3, s12, s16, s17, s18, s20] 4.3519× 103

9 [s3, s13, s15, s17, s18, s20] 4.1369× 103

10 [s3, s12, s15, s17, s18, s20] 4.1869× 103

11 [s3, s13, s15, s16, s18, s20] 4.4511× 103

12 [s3, s12, s15, s16, s18, s20] 4.1519× 103

Table 3.1: Sensor sets computed via exhaustive search.

The results show that both the SA and GA techniques can identify a set of
sensors that allow the system to be observable. They di昀昀er primarily in terms
of computational speed and in regards of the cardinality of the sensor set. It
can be seen that the SA approach 昀椀nds smaller sensor sets than those found
with GA, but requires slightly more computation time (GA). With respect to
our case study, this discrepancy could be considered acceptable; however, in
more extensive application scenarios where large number of sensors need to be
considered, the choice of an efficient local search heuristic may be crucial.

An exhaustive search process was conducted with the goal of 昀椀nding a pos-
sible alternative sensor set con昀椀guration with redundancy features. At the end
of the process, the following sensor set con昀椀guration was selected

• Cardinality
∣

∣Salt
∣

∣ = 6;

• Salt = [s3, s12, s16, s17, s18, s20].

It is observed that the set S∗
sa and Salt di昀昀er as follows:

(

S∗
sa ∪ Salt

)

\
(

S∗
sa ∩ Salt

)

= SR = [s12, s13, s15, s16, s18, s19] (3.48)

Then, the following augmented subset can be designed

Sa = S∗
sa ∪ SR = [s3, s12, s13, s15, s16, s17, s18, s19, s20] (3.49)

Note that the sensor triples [s13, s15, s19] and [s12, s16, s18] allows the de昀椀nition
of the redundant sensor con昀椀guration of interest.
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3.4.3 Fault-tolerant Sensor Reconciliation Architecture Test
This test is used to demonstrate the e昀昀ectiveness of the estimation architecture
depicted in Figure 3.1. The proposed method is studied considering the asymp-
totically stable LTI model (3.1) with the system matrices (3.45) and (3.46) and
the output matrix C de昀椀ned according to the set of redundant sensors (3.49).
To test the state reconstruction capabilities of the algorithm, it is also necessary
that the sensors s12, s15 and s18 are subjected to faults (loss of e昀昀ectiveness
µ(k)).

In addition, the system state that represents the number of vehicles per
unit time in each sector is assumed to be bounded according to the traffic 昀氀ow
speci昀椀ed in UNI11248 (Appendix C) rules2. This consideration is exploited
to de昀椀ne the Luenberger observer and reconciliator unit discussed in Section
3.2.1. In this respect, the system vector is considered to be bounded within the
polytope

X := {x : 0 ≤ x ≤ 15} , (3.50)

considering that the accounting street sector is classi昀椀ed as a local street. More-
over, it is also assumed that µ is con昀椀ned within the polytope

Z := µ :
[

µ(1), µ(2), µ(3)
]T

≤ µ ≤
[

µ(1), µ(2), µ(3)
]T

(3.51)

with µ(1) = µ(2) = 0, µ(3) = 0.1, µ(j) = 1, j = 1, 2, 3. As far as the numerical
complexity of the method is of interest, observe that, for the presented case of
study, it was necessary to calculate 224 vertices, derived from the combination
of those associated with µ̂ (comprising 23 vertices) and those associated with x̂

(comprising 221 vertices). Solving the optimization problem (3.19)-(3.20), which
determines the observer gains (3.13) for the given simulation scenario, it required
an execution time of 805.81 [sec] with our hardware (workstation equipped with 2
× Intel® Xeon® Gold 5218 Processor 16-Core 2.3GHz and 12 × 32GB PC4-23400
2933MHz DDR4 RAM) However, it should be noted that the observer gains
are calculated o昀툀ine, while only the interpolation procedure (which requires
extremely few computational resources) is performed in real-time. Assuming
that the known signals shown in Figure 3.4 are used as input u(k) and the
unknown input w(k) is a Gaussian white noise with zero mean and Qv = 0.1,
the ability of the proposed method to correctly reconstruct the system state even
when sensor errors occur will be veri昀椀ed.

To make the estimation problem harder, it is also assumed also that a bias
error b(k) is present on the physical sensors s12, s15 and s18 that consists of the
following pro昀椀le

b(k) = 1.5sin(0.3k). (3.52)

In addition, gain faults a昀昀ect the same sensors as shown in Figure 3.8. Figures
3.6-3.5 demonstrate the e昀昀ectiveness of the proposed sensor reconciliation pro-
cedure. In particular, Figures 3.6 and 3.8 show the ability of the estimation
architecture to estimate the bias error and the loss of e昀昀ectiveness parameters.
On the other hand, Figure 3.5 shows the performance of the whole architecture

2https://store.uni.com/uni-11248-2016
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Figure 3.4: Simulative Test - Known signals used as traffic inputs ui(k), i =
1, . . . , 21.

in terms of state reconstruction. In particular, the proposed sensor reconciliation
scheme was compared with the state-of-the-art fault-hiding approach proposed
in [94], where a recon昀椀guration unit is designed via a fuzzy Luenberger state ob-
server. Figure 3.5 shows the comparison of the state reconstruction performance
of the above mentioned estimation methods. In particular, the red dashed line
(labeled as x) represents the evolution of the system state while its estimations
are represented by the blue (proposed approach - x̂) green (fault hiding approach
proposed in [94] - x̂TS) and yellow (Luenberger approach - x̂std) lines.

The results show that the Luenberger observer perform poorly in reducing
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Figure 3.5: Simulative Test - State observer performance - System state (x12,
x15, x18 - dashed red line) compared to its estimates (x̂12, x̂15, x̂18). Comparison
of the proposed estimation architecture (blue line) with the Luenberger observer
(yellow line) and the TS fuzzy approach (green line).

the e昀昀ects of bias b(k) and uncertain input w(k), while the proposed estimation
strategy and the TS approach provide better performance in terms of state
reconstruction error. On the other side, Figure 3.9 reports an evaluation of the
mentioned estimation methods in terms of the Mean Absolute Error (MAE).
In this respect, the green (eTS) blue (e) and yellow (estd) bars refers to the
fault-hiding [94], the proposed and the standard Luenberger approaches. The
presented results show how the proposed sensor reconciliation scheme is able to
outperform the other approaches in terms of state reconstruction MAE error.

3.4.4 Experimental Validation
To validate experimentally the presented approach, further studies have been
undertaken by using the simulation framework software Aimsun Next3, which
is a traffic simulation software designed for modeling and analyzing transporta-
tion systems. Developed by TSS-Transport Simulation Systems, Aimsun Next
allows microsimulations, network modeling, traffic demand modeling, dynamic

3https://www.aimsun.com/
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Figure 3.6: Simulative Test - Bias fault b(k) (red dashed line) and its estimation
b̂(k) (blue line).
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Figure 3.7: Experimental validation using Aimusun Next software: roundabout
(a) and intersection (b) designed for experimental validation.

traffic assignment, simulation output and analysis, calibration and validation,
and so on. In particular, Aimsun Next is widely used by transportation engi-
neers, planners, and researchers to simulate and evaluate the performance of
traffic networks [95]–[99]. Regarding our case study, the Aimsun Next software
has been used to create a realistic road network infrastructure (Figure 3.7(a)-(b))
and run simulations at a microscopic level by de昀椀ning and considering the routes
of each single cars. By exploiting all functionalities of the Aimsun Next frame-
work it was possible to implement a sort of “digital twin” of the road and traffic
scenario depicted in Figure 3.3. Two main steps were undertaken to generate
the simulations. First, an identi昀椀cation procedure has been undertaken to iden-
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Figure 3.8: Simulative Test - Evolution of the loss of e昀昀ectiveness parameters
µ(j) (dashed red line) compared to its estimate µ̂(j), j = 1, 2, 3 (blue line).

tify the traffic model corresponding to the traffic pattern generated by Aimsun
Next. The identi昀椀cation activity has been performed by using the Prediction
Error Minimization (PEM) algorithm provided by the Matlab System Identi昀椀-
cation Toolbox. More speci昀椀cally, the PEM algorithm was used to update the
initial model de昀椀ned by the system matrices (3.45)-(3.46). In the second step,
the SA procedure and the exhaustive search method have been used to 昀椀nd an
augmented sensors subset Sa. Interestingly enough, the same sensor subset Sa

obtained in Section 3.4.2 has been found. The validation process included a test
accounting for a collection of 12 hours of traffic data. Moreover, as in the simula-
tion presented in Section 3.4.3, it was assumed that the physical sensors s12, s15,
and s18 are subject to gain fault e昀昀ects as shown in Figure 3.11. The validation
test results are presented in Figures 3.10-3.11 and Table 3.2. In particular, Fig-
ure 3.10 compares the proposed estimation architecture with the Aimsun Next
data, while Figure 3.11 shows the ability of the observer to estimate the loss of
e昀昀ectiveness parameters. Finally, Table 3.2 reports the Mean Absolute Errors
computed over the 12-hour test period. The obtained results indicate that the
proposed estimation architecture performs well also in this case.
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Figure 3.9: Simulative Test - Mean absolute errors computed for each estima-
tion approach (eTS , e, estd).

e1 e2 e3 e4 e5 e6 e7
2.6 1.6 0.01 0.7 2.0 5.1 3.2
e8 e9 e10 e11 e12 e13 e14
1.9 2.3 6.6 0.1 0.9 0.5 0.6
e15 e16 e17 e18 e19 e20 e21
0.9 1.2 0.7 0.3 3.7 0.01 9.6

Table 3.2: Experimental validation - Mean absolute errors.
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Figure 3.10: Experimental validation. State observer performance - Compar-
ison of proposed estimation architecture ( x̂12, x̂15, x̂18 - red dashed line) with
the Aimsun Next data (x12,aimsun, x15,aimsun, x18,aimsun - blue line).

42



3.4. Numerical Examples

0 100 200 300 400 500 600 700

0.5

1

0 100 200 300 400 500 600 700

0.2
0.4
0.6
0.8

1

0 100 200 300 400 500 600 700

Time (sec)

0.4

0.6

0.8

Figure 3.11: Experimental validation. Evolution of the loss of e昀昀ectiveness
parameters µ(j) (dashed red line) compared to its estimate µ̂(j), j = 1, 2, 3 (blue
line).
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3.5 Conclusions
This Chapter has presented a fault-tolerant sensor reconciliation architecture
that enables reliable WSNs. An LPV Luenberger observer and a reconciliation
unit were used to develop the virtual sensor concept that form the foundation
of the proposed solution. In particular, the overall architecture has allowed the
reconstruction of the state of the system by hiding potentially corrupted mea-
surements caused by sensor failures. The e昀昀ectiveness of the proposed strategy
was demonstrated by means of realistic simulation tests designed on the basis of
a real infrastructure, using Aimsun Next as traffic load simulator. The proposed
scheme also provides some methodological novelties to “fault-hiding” observer
design problems. It is fair to point out that the proposed scheme has some
limitations in its current level of development. A primary limitation is that the
solution is centralized, in the sense that all data are collected to a central sta-
tion where the computation are undertaken. For this reason the performance,
in terms of computational complexity, of this scheme deteriorates in response to
growing areas to be monitored and/or growing number of sensors. This issue is
addressed in the next Chapter where a distributed architecture is presented.
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Distributed Sensor Reconciliation
Design 4

This Chapter investigates the sensor reconciliation problem from a distributed
perspective. As a solution of the distributed state estimation problem, a Dis-
tributed Sensor Reconciliation (DSR) architecture is proposed that is grounded
in a decomposed steady-state Kalman Filter (KF). The Chapter provides per-
formance analysis of the architecture alongside proofs of its theoretical stability.
To assess the performance of the DSR architecture, numerical simulations are
presented and discussed. This Chapter is structured as follows: Section 4.1
introduces the DSR problem. Section 4.2 delves into the DSR design process,
analyzing the steady-state centralized Kalman Filter and its decomposed formu-
lation. The distributed 昀椀lter is then used as foundation for the design of the
distributed fault tolerant estimation architecture. As follow up, Section 4.3 dis-
cusses the architecture’s stability. Numerical examples in Section 4.4 are used to
evaluate the strategy’s performance. Concluding remarks are o昀昀ered in Section
4.5.

4.1 Problem Formulation
Lets consider the following discrete-time LTI system

x(k + 1) = Ax(k) +Bu(k), (4.1)

where: k ∈ N, x(k) ∈ R
nx is the system state and u(k) ∈ R

nu a known exogenous
input. A network consisting of m sensors is monitoring the above system. The
measurement from each sensor i ∈ {1, . . . ,m} is given by

yi(k) = Ci(µi(k))x(k) +Diu(k) + bi(k) + vi(k), (4.2)

where yi(k) ∈ R is a scalar, Di ∈ R
1×nu is a known row vector and vi(k) is a

Gaussian measurement noise. In a MAS context, each sensor can be considered
as a node where all local computation take place for such a sensor. It is assumed
that each sensor i is only able to communicate with a subset of other neighboring
sensors and may be a昀昀ected by sensor faults modeled by the nx-dimensional row
vector

Ci(µi(k)) = µi(k)C
h
i ∈ R

1×nx (4.3)
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4.2. Design of the Distributed Sensor Reconciliation Architecture

where Ch
i is the healthy output matrix of sensor i and µi ∈ [0, 1] is its e昀昀ectiveness

(multiplicative fault). On the other hand, the scalar bi(k) models additive faults
(bias). It is assumed that sensors cannot regain their e昀昀ectiveness over time;
therefore, µ(k) is monotonically non-increasing. It is clear that if sensors are
not a昀昀ected by faults one would have µi(k) = 1 and bi(k) = 0 for i = 1, . . . ,m
(global healthy condition). By stacking the measurement equations the following
aggregated output is calculated

y(k) = C(µ(k))x(k) +Du(k) + b(k) + v(k), (4.4)

where

y(k) :=







y1(k)
...

ym(k)






, D :=







D1
...

Dm






, b(k) :=







b1(k)
...

bm(k)






,

µ(k) :=







µ1(k)
...

µm(k)






, C(µ(k)) :=







C1(µ1(k))
...

Cm(µm(k))






,

(4.5)

and v(k) = [v1(k) . . . , vm(k)]T is a zero-mean independent and identically dis-
tributed (i.i.d) Gaussian noise with covariance Qv ≥ 0. This enables one to
assume that despite potential fault occurrences, the observability of the system
is preserved i.e. (A,C(µ(k))) is observable ∀k > 0.

Please note that the local observability of (A,Ci(µi(k))) is not guaranteed.
In other words, a single sensor may not be capable of observing the entire state
space, or it may not be functioning at all (µi(k) = 0). To avoid any loss of
observability, redundant sensors are typically considered to ensure that each
component of the state is measured by multiple sensors. It is also assumed
perfect estimation of the multiplicative fault, enabling one to utilize the fault
parameter µ(k) as a known quantity. While these assumption may not re昀氀ect
real-world scenarios, similar or more restrictive assumptions are not uncommon
in the literature [68]. Nevertheless, to address this limitation, existing estimation
schemes [100], [101] are currently being investigated and will be the focus of
future research. The main Distributed Sensor Reconciliation Design problem
can be stated as follows:

Problem 4.1.1. (DSR Design Problem): Given system (4.1), despite the
presence of unknown additive faults b(k), known multiplicative faults µ(k) and
the disturbance v(k), calculates the state estimate x̂(k) locally at each time k ≥ 0
and for each sensor i = 1, . . . ,m relaying only on the local measurement yi(k)
and neighboring data.

4.2 Design of the Distributed Sensor Reconciliation
Architecture

This work is inspired by the distributed decomposition of a steady-state Kalman
昀椀lter proposed in [63] for LTI autonomous systems. However, direct application
of this decomposition to our problem is not feasible for two main reasons: (i)
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system (4.1) is non-autonomous; and (ii) it does not account for additive and
multiplicative faults. To address the 昀椀rst issue, considering that the input u(k)
is known, the idea it to decompose the state x(k) into its natural component
xn(k) and its forced component xf (k) [102] as

x(k) = xn(k) + xf (k), (4.6)

and employ the distributed Kalman 昀椀lter to estimate solely the natural com-
ponent of the state. Consequently, the output can also be decomposed into a
natural and forced component, calculated from the real output as

yf (k) = C(µ(k))xf (k) +Du(k) (4.7)
yn(k) = y(k)− yf (k). (4.8)

The overall state is reconstructed by adding the natural component to the forced
component, which is calculated using information derived from the known input
as

xf (k) =
k−1
∑

τ=0

Ak−τ−1Bu(Ä), k > 0. (4.9)

Finally, the system used to design the distributed Kalman 昀椀lter is

xn(k + 1) = Axn(k) (4.10)
yn(k) = C(µ(k))xn(k) + b(k) + v(k). (4.11)

4.2.1 Centralized Kalman Filter
Before presenting the decomposed 昀椀lter, let’s analyze the impact of multiplicative
faults µ(k) on the 昀椀lter design from a centralized perspective. Given the extended
operation duration of typical sensor networks, it’s reasonable to assume that the
Kalman 昀椀lter operates in a steady state condition, resulting in a steady-state
Kalman 昀椀lter with a 昀椀xed gain [103]

Kγ(k) = Pγ(k)C
T
γ(k)(C

T
γ(k)Pγ(k)Cγ(k) +Qv)

−1, (4.12)

Pγ(k) represents the steady-state error covariance of the estimate provided by
the Kalman 昀椀lter. To simplify notation the terms Cγ(k) = C(µ(k)) and Kγ(k) =
K(µ(k)) have been used.

Remark 4.2.1. It’s important to note that (4.12) holds if µ(k) remains constant
until the Kalman 昀椀lter reaches its steady-state condition.

Accordingly, the optimal Kalman estimate is computed recursively as

x̂n(k + 1) = Ax̂n(k) +Kγ(k)(y
n(k + 1)− Cγ(k)Ax̂n(k)) (4.13)

= [A−Kγ(k)Cγ(k)A]x̂n(k) +Kγ(k)y
n(k + 1). (4.14)

It is clear that the system matrices of the Kalman estimate are closely connected
to the e昀昀ectiveness µ(k), resulting in a linear time-varying dynamical system.
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To estimate the state xn(k) while taking into account µ(k) the main idea is to
develop a switching Kalman 昀椀lter whose switches are determined by the value
of the multiplicative fault µ(k). De昀椀ne the quantized e昀昀ectiveness q(k) as

q(k) := fq(µ(k)), (4.15)

where fq(·) is a quantizer which is static and time-invariant. The set of (distinct)
quantized levels is

O := {0, ρq, 2ρq, . . . , (no − 1)ρq} ∪ {1}, (4.16)

where ρq is the quantization step and no = card(O) is the number of quantized
levels. Each quantization level is associated to a segment, such that the quantizer
maps the entire segment to that speci昀椀c quantization level. Moreover, these
segments collectively form a partition of the interval [0, 1], indicating they are
disjoint and their union equals [0, 1]. The set of all possible faulty conditions,
i.e. all combinations with repetition of the quantized levels in O in m values, is

Q :=
{

q̄1, . . . , q̄nq

}

, (4.17)

where nq = card(Q) and q̄i ∈ R
m for i = 1, . . . , nq, characterize the possible

faulty con昀椀gurations. A family of parameterized Kalman gains and the associ-
ated faulty output matrix are then calculated as

K̄ := {K̄1, . . . , K̄nq
} (4.18)

C̄ := {C̄1, . . . , C̄nq
}, (4.19)

where K̄i = K(q̄i) and C̄i = C(q̄i) are the Kalman gain and the faulty output
matrix related to the faulty condition q̄i for i = 1, . . . , nq. As a result, the
following gain scheduling Kalman 昀椀lter is formulated

x̂n(k + 1) = [A− K̄σ(k)C̄σ(k)A]x̂n(k)

+ K̄σ(k)y
n(k + 1) + ϵq(k),

(4.20)

where Ã : N → I, with I := {1, . . . , nq}, is the switching signal that selects, at
each time k, the Kalman gain and the output matrix associated to the current
value of the quatized e昀昀ectiveness q(k) and ϵq(k) is the quantization error.

4.2.2 Filter Decomposition
In this Section, the main steps and concepts related to the decomposition of
the Kalman 昀椀lter are brie昀氀y discussed. Given that the closed-loop matrices of
the 昀椀lters A − K̄lC̄lA are asymptotically stable ∀l ∈ I, it is always possible to
昀椀nd a set of matrices {Λl | ∀l ∈ I}, where Λl ∈ R

nx×nx is a strictly stable, non-
derogatory Jordan matrix with the same characteristic polynomial of A−K̄lC̄lA.
Furthermore, it has been proved in [63] that the pair (Λl, 1nx

) is controllable 1.
11nx

denotes the column vector in R
nx whose elements are all ones.
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As a consequence, it is always possible to calculate matrices F i
l ∈ R

nx×nx with
i = 1, . . . ,m, such that the following equalities hold:

F i
l Λl = (A− K̄lC̄lA)F i

l

F i
l 1nx

= K̄i
l ,

(4.21)

where K̄l =
[

K̄1
l , . . . , K̄

m
l

]

. To guarantee the stability of the local 昀椀lters when
the matrix A has unstable eigenvalues the following matrices are introduced

Sl = Λl + 1nx
´T
l , ∀l ∈ I, (4.22)

where the vectors ´l ∈ R
nx are computed so that the matrices Sl have the same

unstable eigenvalues of A, while the stable eigenvalues are freely chosen but
cannot coincide with those of Λl. Note that if A is strictly stable, ´l can be
chosen as a zero vector. The following family of triplets is computed

F := {(Fl, Sl, ´l) | ∀l ∈ I} , (4.23)

where Fl =
[

F 1
l , . . . , F

m
l

]

∈ R
nx×mnx . The set F stores, for each value l ∈ I

and hence for each faulty con昀椀guration, the associated matrices Fl, Sl and the
vectors ´l computed as in (4.21) and (4.22).

Finally, the centralized Kalman 昀椀lter can be decomposed into m local 昀椀lters
(one for each output yi(k)) whose dynamics are given by

zi(k) = yni (k + 1)− ´σ(k)ξ̂i(k)

ξ̂i(k + 1) = Sσ(k)ξ̂i(k) + 1nx
zi(k),

(4.24)

where zi(k) ∈ R is a local residual and ξ̂i(k) is the estimated decomposed local
state. Just like in (4.20), the same switching signal Ã(k) is utilized to pick the
active triplet from F to recon昀椀gure and mitigate the impact of a “meaningful”
change on µ(k). In conclusion, the estimated state can be calculated by summing
the decomposed state as follows

x̂n(k + 1) =
m
∑

i=1

F i
σ(k)ξ̂i(k + 1) = Fσ(k)ξ̂i(k + 1). (4.25)

The proof that (4.24) and (4.14) share the same input-output relationship, zi(k)
is bounded and (4.25) holds can be found in [63].

4.2.3 Synchronization Algorithm
The output of each sensor is collected by a node that computes the estimate
ξ̂i(k) using a local 昀椀lter, whose dynamics are outlined in (4.24). The inter-
actions among nodes are modeled by means of an undirected weighted graph
G := (V, E ,A) where V := {1, . . . ,m} is the set of nodes, E ⊆ V × V the set
of edges, and A := [aij ] ∈ R

m×m is the adjacency matrix whose elements sat-
isfy aii = 0 and aij > 0 if and only if (i, j) ∈ E . The matrix L ∈ R

m×m

is the Laplacian matrix of G, which is positive semi-de昀椀nite and with exactly
one zero eigenvalue. For each node i, the set of its neighbors is denoted as
Vi := {j | (i, j) ∈ E} and its cardinality is ni := card(Vi).
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Remark 4.2.2. From a practical point of view, sensors spatially close to each
other can be associated to a single augmented node composed by duplicated virtual
nodes running on the same hardware and thus sharing the same communication
links.

To compute the local state estimate x̌i(k), each node i uses neighborhood
data to acquire ξ̂j(k) for all j ∈ V . This is accomplished by introducing the
aggregated state

ηi(k) :=
[

ηTij(k), . . . , η
T
im(k)

]T
∈ R

mnx , (4.26)

where ηij(k) is the inference that node i makes on ξ̂j(k) and updating it by
means of the following synchronization algorithm

ηi(k) = S̃σ(k)ηi(k) + L̃izi(k) + B̃gi(k), ∀i ∈ V , (4.27)

where2: S̃σ(k) = Im ⊗ Sσ(k), L̃i = emi ⊗ 1nx
and B̃ = Im ⊗ 1nx

. Note that,
at each instant k, the synchronization algorithm uses the same matrix Sσ(k)

selected in (4.24), thus preserving coherence between the inference ηii(k) and
the decomposed state ξ̂i(k). The (consensus) input gi(k) is designed as

gi(k) =
m
∑

j=1

aij(∆j(k)−∆i(k)), (4.28)

where the vector ∆i(k) := Γ̃σ(k)ηi(k) ∈ R
m for i ∈ V is the message that sensor i

sends at time k to its neighbors. The matrices Γ̃l = Im⊗Γl for l ∈ I are selected
from an additional set T := {Γl|∀l ∈ I} and each element of the set is computed
by solving the modi昀椀ed Riccati inequality (4.30).

Lemma 4.2.1. For a constant switching signal Ã(k) = l, systems (4.27) reach
consensus under the action of the consensus input (4.28) with Γl computed as
follows

Γl =
2

λ2 + λm

1Tnx
PlSl

1Tnx
Pl1nx

∈ R
1×nx , (4.29)

where λ2 and λm are, respectively, the second smallest and largest eigenvalues
of L. Moreover, Pl = P T

l > 0 is the solution of the following modi昀椀ed algebraic
Riccati inequality

Pl − ST
l PlSl + (1− ζ2)

ST
l Pl1nx

1Tnx
PlSl

1Tnx
Pl1nx

> 0, (4.30)

with ζ satisfying
∏

j |λ
u
j (Sl)| < ζ−1 ≤ 1+λ2/λm

1−λ2/λm
, where λu

j (Sl) are the unstable
eigenvalues of Sl.

2
e
m
i denotes the i-th canonical basis vector in R

m and ⊗ is the Kronecher product.
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Proof. This proof follows from the proof given in [63] and the fundamental steps
are here reported for completeness. Analyze a generic vertex l. For any j ∈
{2, . . . ,m}, let one denote ζj =

1−2λj

λ2+λm
≤ ζ. Since (Sl, 1nx

) is controllable ∀l,
there exist some matrices Pl > 0, which solve (4.30). Together with , (4.29) it
holds that

(Sl − λj1nx
Γl)

T Pl (Sl − λj1nx
Γl) (4.31)

= ST
l PlSl − (1− ζ2)

ST
l Pl1nx

1Tnx
PlSl

1Tnx
Pl1nx

− Pl < 0 (4.32)

≤ ST
l PlSl − (1− ζ2)

ST
l Pl1nx

1Tnx
PlSl

1Tnx
Pl1nx

− Pl < 0, ∀l ∈ I. (4.33)

The above inequalities hold for each vertex l, thus concluding the proof. ■

In virtue of Lemma 4.2.1, under the action of (4.28), for constant switching
signals the switching systems (4.27) exponentially achieve consensus in the mean-
square sense, i.e., there exist c > 0 and p ∈ (0, 1) such that

E
[

∥ηi(k)− η̄(k)∥2
]

< cpk ∀i ∈ V . (4.34)

where E [·] denotes the expected value and η̄(k) is the average value at time k of
the aggregated states ηi(k) for i = 1, . . . ,m.

In conclusion, each agent i calculates a local estimate x̌ni (k) by

1

m

m
∑

i=1

x̌ni (k) = mFσ(k)ηi(k) = x̂n(k), ∀k > 0, (4.35)

It is 昀椀nally worth pointing out that the average of all local estimates coincides
with the optimal Kalman estimate [63].

4.2.4 Estimation of Additive Faults
Additive faults are closely linked to the signal b(k). Speci昀椀cally, when bi(k) > 0,
the output of sensor i is a昀昀ected by an additive fault. To address this type of
fault, the idea is to utilize the sensor output yi(k) to compute an estimate of
bi(k) and employ such an estimated value, say b̂i(k), to mitigate the faulty action.
The estimation of the bias signal is performed by a batch least-mean-squares
approach [104] within a windowed data processing strategy. This method detects
constant or slowly-varying additive faults. By estimating the local value b̂i(k)
for each sensor, our aim is to determine a scalar b̂i(k) such that the estimated
output ŷ(k) closely matches the measured signals of the plant over the last N

time steps. It is assumed that the last N samples of both the physical outputs
y(k) and the state estimation x̂(k) of the system are available at the current time
step k. Under the equivalence hypothesis x̂(k) = x(k), the following consistency
equations can be established:

yni (k + 1− j) = Ci(µi(k))Ax̂
n(k − j) + b̂i(k + 1) j = 0, . . . , N − 1. (4.36)
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As a consequence, b̂(k+1) is computed by solving the unconstrained optimization
problem

b⋆ = arg min
p

1

2

N−1
∑

j=0

|yni (k + 1− j)− Ci(µ(k + 1− j))Ax̂n(k − j)− p|22, (4.37)

where N > 0 is the estimation interval and b̂i(k+1) = b⋆. As the rate of change
of b(k) over time decreases, the estimation of the bias b(k) at time k becomes
more accurate for higher values of N .

4.2.5 Distributed Sensor Reconciliation Architecture

Plant

Communication Graph

Local Filter

Quantizer

Synchronization

System

Distributed Sensor 

Reconciliation Unit

Bias

Estimator

Distributed Sensor 

Reconciliation Unit

Distributed Sensor 

Reconciliation Unit

Figure 4.1: Distributed Sensor Reconciliation architecture.

Figure 4.1 provides a visual representation of the DSR architecture. Each
sensor i is linked to a DSR unit consisting of four essential components:

• A local 昀椀lter that employs eq. (4.24) to estimate the locally observable
components of the state;

• A synchronization module that combines local information with data com-
ing from neighboring units (represented in Figure 4.1 with the generic
quantity ∆j(k)) to reconstruct the local state estimation x̌i(k) by means
of eq. (4.27);

• An estimator responsible for solving the optimization problem (4.37) and
thus determine an estimation of the bias value bi(k);
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• A quantizer that calculates the quatized e昀昀ectiveness q(k) based on the
current value of µ(k).

The algorithm of the DSR architecture comprises an o昀툀ine phase and an
online phase. During the o昀툀ine phase, the sets of matrices F and T are com-
puted. The matrices Sl, Fl, Γl, and the vectors ´l are determined by following
the procedure outlined in Sections 4.2.2 and 4.2.3.

During the online phase, the forced component of the state xf (k + 1) is
calculated as shown in (4.9) and used to calculate the natural component of the
output. Subsequently, each sensor i utilizes the estimated value b̂i(k + 1) to
compensate for the actual bias a昀昀ecting the output.

It is worth point out that the most computational demanding tasks (compu-
tation of the set F and T ) are completed during the o昀툀ine phase. The detailed
procedure is presented in Algorithm 1.

Algorithm 1: Distributed Sensor Reconciliation

1: Estimate b̂(k + 1) by solving (4.37) and compute q(k) = f(µ(k)) and update the
local estimate by

zi(k) = (yni (k + 1)− b̂i(k + 1))− ´σ(k)ξ̂i(k)

ξ̂i(k + 1) = Sσ(k)ξ̂i(k) + 1nx
zi(k),

(4.38)

2: Compute ∆i(k) = Γ̃σ(k)ηi(k), collect ∆j(k) from neighbors and execute the consen-
sus algorithm as

ηi(k + 1) = S̃σ(k)ηi(k) + L̃izi(k) + B̃

m
∑

j=1

aij(∆j(k)−∆i(k)), (4.39)

where S̃σ(k) = Im ⊗ S̃σ(k) and Γ̃σ(k) = Im ⊗ Γσ(k).
3: Update the fused estimate as

x̌i(k + 1) = mFσ(k)ηi(k + 1) + xf (k + 1).

4: Transmit the new state ∆i(k + 1) to neighbors.

where ηi(0) = 0mnx
, ξi(0) = 0nx

for all i = 1, . . . ,m.

Remark 4.2.3. Adding redundant sensors increases the computational overhead
of the DSR approach. Speci昀椀cally, virtual nodes representing local redundancy
increase only local computational complexity, whereas redundant physical nodes
introduce additional communication overhead.

4.3 Stability Analysis
The dynamics that characterize a DSR unit (eqs. (4.38) and (4.39)) exhibit
switching behaviors. In fact, whenever a new multiplicative fault con昀椀guration
is detected, a new operative mode is selected in order to adapt the set-up to
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the new faulty condition. In this Section, leveraging the assumption that sensor
cannot recover e昀昀ectiveness over time, the stability of the overall architecture is
proven. Without loss of generality, let the system matrix be partitioned as

A =

[

Au

As

]

, (4.40)

where Au ∈ R
nu
x×nu

x and As ∈ R
ns
x×ns

x , such that the eigenvalue of Au lies on
or outside the unit circle while the eigenvalues of As are strictly within the unit
circle. The state and the output matrix C(µ(k)) can be accordingly rearranged
as x(k) = [xs(k), xu(k)] and C(µ(k)) = [Cs(µ(k)), Cu(µ(k))]. As a consequence,
also the output matrices in C̄ can be rearranged in a similar way. De昀椀ne the
following matrices for l = 1, . . . , nq

Lδ :=

[

Im −
1

m
1m1Tm

]

⊗ Imnx
Lη (4.41)

Aδ̃
l := blkdiag(S̃l, S̃l − λ2B̃Γ̃l, . . . , S̃l − λmB̃Γ̃l) (4.42)

Aϵ
l := −(Im ⊗ 1nx

)C̄s
l A

s, (4.43)

with Lη := blkdiag(L̃1, . . . , L̃m). With the above notions, it is possible to give
the following proposition.

Proposition 4.3.1. Suppose that
∏

j |λ
u(Sl)| <

1+λ2/λm

1−λ2/λm
for all l ∈ I. Then,

Algorithm 1 guarantees that the estimation error ěi(k) for each sensor i is bounded
at any time k.

Proof. Lets consider the estimation error for each sensor i

ěi(k) := x̌i(k)− x(k)

= (x̌i(k)− x̂(k)) + (x̂(k)− x(k))

= ēi(k) + ê(k),

(4.44)

where ê(k) is the estimation error of the Kalman 昀椀lter and ēi(k) is an additional
error caused by the synchronization algorithm. Lets study the boundedness of
the two errors individually. The synchronization error can be expressed as

ēi(k) = mFσ(k)(ηi(k)− η̄(k)) = mFσ(k)¶i(k), (4.45)

where ¶i(k) represents the consensus state deviation for sensor i. Stacking the
errors ēi(k) from all sensors, it is found that

ē(k) = (Im ⊗mFσ(k))¶(k), (4.46)

where ¶(k) = col(¶1, . . . , ¶m). The evolution of the aggregated state deviation
can be expressed as

¶(k + 1) =
[

Im ⊗ Sσ(k) − L(B̃Γ̃σ(k))
]

¶(k) + Lδz(k), (4.47)
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Recall that the Laplacian matrix of an undirected graph is symmetric. Therefore,
a unitary matrix Θ always exist such that

blkdiag(0, λ2, . . . , λm) = ΘTLΘ. (4.48)

Finally, the following quantity can be introduced3

¶̃(k) = (Im ⊗Θ)¶(k). (4.49)

Then, the boundedness of ēi(k) is related to the stability of system




¶̃(k + 1)
ϵ(k + 1)
xs(k + 1)



 = Hσ(k)





¶̃(k)
ϵ(k)
xs(k)



+ d1(k), (4.50)

where d1(k) collects all those quantities related to the measurement noise v(k),
ϵ(k) is an additional state component that models the evolution of the bounded
residual z(k) and Hσ(k) is given below

Hσ(k) =







Aδ̃
σ(k) Lδ̃(Im ⊗ ´σ(k)) Lδ̃C̄

s
σ(k)A

s

Im ⊗ Λσ(k) Aϵ
σ(k)

As






. (4.51)

A detailed procedure on how to derive (4.50) is reported in [63] (see Appendix
F). Furthermore, in [63] it is proven that if

∏

j |λ
u(Sl)| <

1+λ2/λm

1−λ2/λm
for all l ∈ I,

solutions of (4.30) exist ∀l ∈ I and every mode of the switching system (4.50) is
stable. Recalling that the e昀昀ectiveness µi(k) of sensor i cannot increase over time,
it’s straightforward to demonstrate that the number of switches is 昀椀nite. In fact,
after each switch, the number of possible faulty con昀椀gurations q(k) decreases.
Consequently, if faults persist, the system will eventually reach a state where no
other faulty con昀椀gurations are possible, i.e., the worst faulty condition. Thus,
the number of potential switches is 昀椀nite. Considering that the trajectory of an
LTI switched system with stable modes cannot escape to in昀椀nity in 昀椀nite time
[105], [106], it is possible to conclude that system (4.50) will ultimately stabilize
on a stable mode that may represent an intermediate faulty con昀椀guration or the
worst faulty feasible con昀椀guration without loss of observability.

The same procedure can be followed for ê(k). The evolution of the state is

xn(k + 1) = Axn(k) (4.52)
yn(k + 1) = C(µ(k))Axn(k) + v(k + 1), (4.53)

and the observer equations are

x̂n(k + 1) = Ax̂n(k) +Kσ(k)(y
n(k + 1)− ŷn(k + 1)) (4.54)

ŷn(k + 1) = C̄σ(k)Ax̂n(k) + b̂(k + 1). (4.55)

3
⊗ denotes the Kronecker product.
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The estimation error is

ê(k + 1) := xn(k + 1)− x̂n(k + 1) (4.56)
= Ae(k) + K̄σ(k)y

n(k + 1)−Kσ(k)C̄σ(k)Ax̂n(k)

+ K̄σ(k)b̂(k + 1)
(4.57)

= Ae(k) + K̄σ(k)C(µ(k))Axn(k)− K̄σ(k)C̄σ(k)Ax̂n(k)

+ K̄σ(k)v(k + 1) + K̄σ(k)(b(k + 1)− b̂(k + 1)).
(4.58)

Considering that

C(µ(k)) = C(µ(k)) + C̄σ(k) − C̄σ(k) (4.59)
= C̄σ(k) + (C(µ(k))− C̄σ(k)) (4.60)
= C̄σ(k) + dq(k). (4.61)

Substituting (4.61) in (4.58) the error equation becomes

ê(k + 1) = (A− K̄σ(k)C̄σ(k)A)ê(k) + d2(k + 1), (4.62)

where d2(k) is

d2(k + 1) := K̄σ(k)v(k + 1) + K̄σ(k)dq(k)Ax
n(k)

+ K̄σ(k)(b(k + 1)− b̂(k + 1)), (4.63)

that is bounded if the bias estimation error is bounded. Every mode of the
switching system (4.62) is stable. Therefore, noting that (4.62) and (4.50) share
the same switching signal Ã(k), the considerations discussed previously applies
to (4.62). As a consequence, the switching systems (4.62) and (4.50) are stable
concluding the proof. ■

It is worth remarking that global exponential stability for a switching system
can be inferred by the asymptotic stability of each system only for “slow” enough
switching signals Ã(k) [105]–[107]. As a consequence, if faults do not occur
slowly over time the estimation performance will inevitably deteriorate (without
compromising the stability of the strategy) until the overall network does set on
a faulty condition.

4.4 Simulative Results
This concluding Section provides two numerical examples to illustrate the effi-
cacy of the Sensor Reconciliation Architecture. The initial example employs a
simpli昀椀ed model to illuminate interesting features of the architecture, whereas
the second example utilizes the compartmental traffic model introduced in Chap-
ter 3 for a more realistic application.
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4.4.1 First Scenario
A scenario where 昀椀ve sensors work together to estimate the state of a plant is
considered. The system parameters are:

A =

[

0.4 0.6
0.3 0.3

]

, Ch =

[

1 0 1 0 −1
0 1 1 2 0

]T

, (4.64)

tc = 0.1s,B = Inx
, D = 0nx

, (4.65)
Qv = 1× 10−3Im, N = 5, (4.66)

where Ch = C(1m) is the healthy output matrix and tc is the sample time. Two
exogenous inputs u1(k) = sin(k), u2(k) = cos(k) are considered. In this example
multiple faults occur during the simulation:

• Degradation of the e昀昀ectiveness of sensors 1 and 2 leading to the complete
loss of both sensors;

• Drop of the e昀昀ectiveness of sensor 3 to the value 0.5;

• Additive faults (bias) on sensors 1 and 3 with

b1(k) = sin (2πk/T ) , b3(k) = sin (2πk/T ) , (4.67)

where T = 16sec is the simulation time.

The topology of the network of sensors is a ring with weight 1 for each edge. Fi-
nally, a quantization step ρq = 0.3 is selected. Figure 4.2 illustrates the estima-
tion process without the sensor reconciliation architecture. After the occurrence
of the 昀椀rst faults at k = 4s, the estimation procedure becomes ine昀昀ective and
the agents are unable to accurately reconstruct the state evolution. In contrast,
when the simulation is repeated with the sensor reconciliation units enabled,
the estimation performance is improved and the architecture is able to compen-
sate both multiplicative and additive faults. More in details, the e昀昀ectiveness
of sensors 1 and 2 start decreasing at k = 4s leading to the complete loss of
both sensors at k = 15s. On the other hand, the e昀昀ectiveness of sensor 3 drops
abruptly to 0.5 at k = 8s. All DSR units are able to recon昀椀gure themselves
in order to better adapt to the new faulty con昀椀gurations. A graphic evolution
of the e昀昀ectiveness parameters and their quantized values is provided in Figure
4.4. Moreover, the bias signals b1(k) and b3(k) appear on the outputs of sen-
sors 1 and 3 at k = 6s. As shown in Figure 4.5, they are correctly estimated
and compensated preserving the capability of the nodes to reach consensus and
successfully estimate the state. It is worth noting that as e昀昀ectiveness drops
rapidly, the estimation of the bias becomes less accurate. This is evident when
comparing the estimated values of b1(k) and b3(k) where sensor 1 experiences a
gradual decrease in e昀昀ectiveness over time, whereas sensor 3 encounters a sudden
drop.
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Figure 4.2: State estimation with DSR architecture disabled.
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Figure 4.3: State estimation with DSR architecture enabled.
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Figure 4.4: Evolution of the e昀昀ectiveness parameters and their quantized val-
ues.
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Figure 4.5: Estimation of the bias signals.
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4.4.2 Second Scenario
In this 昀椀nal example, the performance of the distributed architecture is investi-
gated in a more realistic setting. The compartmental model, previously intro-
duced in Chapter 3 as a testbed, is monitored by a network of N = 6 sensors.
Their spatial distribution is illustrated in Figure 4.6. This system represents a
road network composed of nx = 21 compartments.
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Figure 4.6: Location and interconnection of the nodes used for distributed
traffic monitoring.

In Figure 4.6, the monitoring nodes are represented as green circles, while
communication links are illustrated as black dashed lines. In this simulation,
each sensor is assigned to a single node with the following sensor-node arrange-
ment:

• Node 1 monitors section 1;

• Node 2 monitors section 3;

• Node 3 monitors section 12;

• Node 4 monitors section 15;

• Node 5 monitors section 16

• Node 6 monitors section 18.

Based on this information, the healthy output matrix is

Ch =











(enx

1 )T

(enx

3 )T

(enx

12 )
T

(enx

15 )
T

(enx

16 )
T

(enx

18 )
T











. (4.68)

To maintain realism, the communication network is de昀椀ned based on geographi-
cal node locations, avoiding long-distance links. As a consequence, the resulting
communication graph is a list. Sensors have been selected in order to guarantee
observability and some degree of analytical redundancy. The sampling time is
tc = 1min, the quantization step is ρq = 0.3 and the overall simulation time is
T = 180min.

The following faults occurs during the simulation:
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• Degradation of the e昀昀ectiveness of sensors 1 and 2 leading to the complete
loss of both sensors;

• Drop of the e昀昀ectiveness of sensor 3 to the value 0.5;

• Additive faults (bias) on sensors 2 and 3 with

b2(k) = sin (2πk/T ) , b3(k) = sin (2πk/T ) . (4.69)

Figure 4.7 shows the evolution of the e昀昀ectiveness parameters for sensors as-
sociated to nodes 1, 2, 3 that monitor states 1, 3 and 12 respectively. The

0 20 40 60 80 100 120 140 160 180
0

0.5

1

0 20 40 60 80 100 120 140 160 180
0

0.5

1

0 20 40 60 80 100 120 140 160 180

0.6

0.8

1

Figure 4.7: Evolution of the e昀昀ectiveness parameters.

progression of multiplicative faults exhibits a pattern similar to the preceding
example. In this instance, nodes 1 and 2 experience a complete loss of sensing
capability after 150 minutes, whereas the efficacy of sensor 3 diminishes to half
its original level.

As shown in Figure 4.8, the bias signals for sensors 2 and 3 are accurately esti-
mated. Interestingly, the sudden decrease in sensor 3’s e昀昀ectiveness also impacts
the bias estimation for node 3 without compromising the overall distributed esti-
mation performance. In conclusion, Figure 4.9 shows the evolution of the states
component x1, x2 and x3 to graphically evaluate the estimation performance.
All the nodes are able to estimate the evolution of the entire state despite the
occurrences of unpredictable sensor faults. For a more comprehensive analysis
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Figure 4.8: Estimation of the bias signals.

Table 4.1 reports the mean square errors associated to the estimation performed
by each node for each state component.
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Figure 4.9: Evolution of three state components and their respective estimated
values.
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State
Node

1 2 3 4 5 6

x1 1.018 0.080 0.063 0.048 0.016 0.045
x2 0.078 0.011 0.010 0.009 0.006 0.009
x3 0.008 0.007 0.008 0.008 0.008 0.007
x4 0.079 0.019 0.020 0.017 0.012 0.016
x5 0.349 0.061 0.084 0.046 0.020 0.044
x6 0.713 0.212 0.418 0.157 0.066 0.152
x7 0.036 0.010 0.012 0.009 0.007 0.009
x8 0.350 0.033 0.028 0.022 0.010 0.021
x9 2.228 0.304 0.325 0.233 0.108 0.212
x10 0.428 0.399 0.517 0.261 0.130 0.282
x11 0.142 0.028 0.037 0.022 0.011 0.021
x12 0.021 0.014 0.051 0.012 0.009 0.011
x13 0.018 0.009 0.014 0.008 0.006 0.008
x14 0.023 0.017 0.024 0.013 0.008 0.013
x15 0.014 0.014 0.015 0.010 0.009 0.012
x16 0.014 0.013 0.014 0.010 0.006 0.010
x17 0.013 0.013 0.014 0.010 0.008 0.011
x18 0.007 0.007 0.007 0.006 0.006 0.006
x19 0.007 0.007 0.007 0.006 0.006 0.006
x20 0.006 0.006 0.006 0.006 0.006 0.006
x21 0.044 0.043 0.056 0.026 0.012 0.029

Table 4.1: Mean square errors for each sensor and for each state.
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4.5 Conclusions
This Chapter addressed the distributed state estimation problem by implement-
ing a Distributed Sensor Reconciliation architecture, which relied on steady-state
Kalman 昀椀lter as its core. This approach facilitated the full reconstruction of the
central system’s state, even when multiplicative and unexpected additive sensor
faults were present. Additionally, the stability of the local estimators was ex-
amined and veri昀椀ed. To demonstrate the e昀昀ectiveness of the proposed scheme,
two numerical example involving two di昀昀erent models have been presented. In
particular, the application of the distributed sensor reconciliation to a realistic
traffic 昀氀ow monitoring problem was discussed. Moving forward, future work will
concentrate on the distributed estimation of the multiplicative fault parameters.
This remains a crucial point to make the proposed architecture independent from
external modules.
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Sensor Selection and Observer Design
Strategy for Positive Systems 5

This Chapter tackles the sensor selection problem, proposing a joint strategy to
simultaneously select sensors and design an optimal L1 observer. Speci昀椀cally, the
focus is on positive systems, a class of systems that presents unique challenges,
necessitating the design of a positive observer to ensure positive estimated values.
The Chapter is structured as follows: Section 5.1 introduces the sensor selection
problem for positive systems; Section 5.2 presents the proposed solution and
its theoretical guarantees; Section 5.3 demonstrates the strategy’s e昀昀ectiveness
through numerical simulations; and 昀椀nally, Section 5.4 o昀昀ers concluding remarks.

5.1 Problem description
Consider the following discrete-time LTI state-space realization

Σ :

{

x(k + 1) = Ax(k) +Bu(k) +Bww(k)

y(k) = Cx(k) +Du(k) +Dww(k),
(5.1)

where: k ∈ N, A, B, C, D, Bw, Dw are matrices of appropriate dimensions,
x(k) ∈ R

nx is the system state, u(k) ∈ R
nu the system input, w(k) ∈ R

nw the
disturbance and y(k) ∈ R

m the measured output. It is worth recalling that the
following statements about positive discrete-time systems (5.1) are equivalent
[108]:

1. System (5.1) is said to be positive if for all u(k) ≥ 0, w(k) ≥ 0, x(0) ≥ 0
the system state x(k) ≥ 0 and the system output y(k) ≥ 0, ∀k ≥ 0;

2. System (5.1) is positive if and only if all entries of A, B, C, D, Bw, Dw

are non-negative.

With reference to the sensor selection problem, in order to allow one to con-
veniently select a particular sensor from the set of all available sensors, the
following vector of binary variables is introduced

h = [h1, . . . , hm]T ∈ {0, 1}m, (5.2)

where the variable hi, i = 1, . . . ,m, indicates if the i-th sensor is selected or
not. In particular, hi = 1 means that the i-th sensor is used for measurement
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whilst hi = 0 means that the i-th sensor is excluded. Moreover, the quantity
ha = {hi1 , . . . , hir} is used to represent the sub-set of r ≤ m sensors that have
been selected and are active (hi1 = · · · = hir = 1). Then, a sensor selection
matrix H(ha) can be obtained from the diagonal matrix

H(h) := diag (h1, . . . , hm) (5.3)

by eliminating the rows corresponding to non-active sensors. Speci昀椀cally, H(ha)
is a binary r ×m matrix with r ≤ m.

Then, the quantity H(ha) can be used in the state-space representation 5.1)
for indicating the sensors that have been selected and are usable for measurement.
This brings to the de昀椀nition of the following system

Σ+ :







x(k + 1) = Ax(k) +Bu(k) +Bww(k),

y(k) = Cx(k) +Du(k) +Dww(k),

yha
(k) = H(ha)y(k),

zp(k) = Czx(k),

(5.4)

with yha
(k) ∈ R

r that identify the system output that corresponds to the active
sensors. An auxiliary variable zp(k) was also de昀椀ned by introducing an additional
output matrix Cz of arbitrary dimensions. This variable serves as a performance
metric for observer design.

Given system (5.4), the joint sensor selection and observer design problem
can be solved via an optimization problem whose aims can be summarized as
follows:

• use the smallest possible number of sensors;

• design a suitable positive L1 optimal Luenberger observer for full state
reconstruction from inputs and active sensor measurements only;

• trade-o昀昀 between number of selected sensors and the state reconstruction
error with respect to a speci昀椀c reconstruction metric;

Moving from these premise, for any choice ha, the interest is on designing a
positive L1 optimal Luenberger observer of the form

O+ :







x̂(k + 1) = Ax̂, (k) +Bu(k) +K(ya(k)− ŷa(k)),

ŷa(k) = H(ha)(Cx̂(k) +Du(k)),

ẑp(k) = Czx̂(k),

(5.5)

where K ∈ R
nx×r is the observer gain to be determined. By de昀椀ning the state

reconstruction error as e(k) = x(k) − x̂(k) and introducing the performance
index z̃p(k) = zp(k)− ẑp(k), the state reconstruction error dynamics is governed
by the following equations:

e(k + 1) = (A−KH(ha)C)e(k) + (Bw −KH(ha)Dw)w(k),

z̃p(k) = Cze(k),
(5.6)
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5.2. Joint Sensor Selection and Observer Design Problem

with K determined by minimizing the ∞-norm of z̃p(k). Notice that if Cz = Inx
,

the observer will be designed to 昀椀lter w(k) from the full state x(k).
With all these elements, it is possible to state the joint sensor selection and

observer design problem of interest as:

Problem 5.1.1. (Joint Sensor Selection and Observer Design): Find a
minimal number of sensors and a corresponding observer gain K for (5.5) such
that:

• the observer (5.6) is positive, i.e. the matrices (A − KH(ha)C), (Bw −
KH(ha)Dw) and Cz are non-negative for the selected sensors ha;

• the state reconstruction error dynamics (5.6) is asymptotically stable;

• the observer gain minimizes the following L1 performance index

J := sup
w∈l∞

∥z̃p∥∞
∥w∥

∞

, (5.7)

where l∞ denotes the vector space of bounded vector-valued sequences with
∥w∥∞ = supk

∑

i |wi(k)|, being wi(k) the i-th component of the vector
w(k).

It is important to point out that through this Chapter the inequalities are
meant to be component wise and the notations R+ and R++ identify the set of
non negative and positive real numbers respectively.

5.2 Joint Sensor Selection and Observer Design
Problem

Before proceeding to discuss of an optimization procedure for Problem 5.1.1, the
existence conditions of a solution are rigorously analyzed.

Proposition 5.2.1. (L1 Optimal Positive Observer Characterization):
Given the state-space representation (5.4), the observer (5.5), the state recon-
struction error dynamics (5.6) and a sensor selection ha, the following statements
are equivalent:

(i) System (5.6) is positive and asymptotically stable and an observer gain K

exists such that
sup
w∈l∞

∥z̃p∥∞
∥w∥

∞

< α, α ≥ 0;

(ii) There exists a copositive matrix P ∈ R
nx

++ and a positive scalar α ∈ R+

such that the following component wise inequalities

P T (Acl − I) + 1TmCz < 0
P TBcl − α1Tnx

< 0,
(5.8)
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5.2. Joint Sensor Selection and Observer Design Problem

where Acl = A−KH(ha)C and Bcl = Bw −KH(ha)Dw, are feasible and
such that the following component wise inequalities

P T (A− LH(ha)C) ≥ 0
P T (Bw − LH(ha)Dw) ≥ 0,

(5.9)

holds true. Moreover, under a positive observer (5.5), the error dynamics
(5.6) is positive.

Proof. The proof relies on the dissipativity theory for non-negative systems [109].
Consider the discrete-time state-space representation (5.6), the copositive linear
storage function V (e(k)) = P T e(k) with P ∈ R

nx

++ and the dissipation inequality

V (e(k + 1))− V (e(k)) ≤ s(w(k), z̃p(k)), ∀k ∈ N, (5.10)

where:

• V : Rnx → R is a storage function that generalizes the energy function for
a dissipative system;

• s : Rnw × R
m → R is a supply function representing the rate at which the

system absorbs energy.

Then, according to dissipativity theory, if the left side of (5.10) decreases along
the trajectories of the system (5.6), then the system is dissipative with respect
to the supply rate s(w(k), z̃p(k)), and the L1-gain is bounded from above by α.
Furthermore, because P > 0, the asymptotic stability of the system also follows.
Starting from the de昀椀nition of the L1 norm it is possible to write

sup
w∈l∞

∥z̃p(k)∥∞
∥w(k)∥

∞

< α→ ∥z̃p(k)∥∞ < α ∥w(k)∥
∞
∀w(·) ∈ l∞. (5.11)

The supply function s(w(k), z̃(k)) < 0, ∀k, can be de昀椀ned as

s(w(k), z̃p(k)) = α ∥w(k)∥
∞

− ∥z̃p(k)∥∞ =

= α1Tnx

w(k)− 1Tmz̃p(k), α > 0,
(5.12)

that, by accounting for the state-space representation (5.6), can be rewritten as

s(w(k), Cze(k)) = α1Tnx

w(k)− 1Tm [Cze(k)] . (5.13)

The storage function V (e(k)) = P T e(k) that is related to the supply function
s(w(k), z̃p(k)) can be viewed as a Lyapunov candidate function. Consequently,
it is possible to compute

∆V (e(k)) = V (e(k + 1))− V (e(k))
= P T e(k + 1)− P T e(k).

(5.14)

Then, by replacing (5.6) in (5.14), it is possible to obtain

∆V (e(k)) =
[
P T (A−KH(ha)C)− P T

]
e(k)+

+P T (Bw −KH(ha)Dw)w(k).
(5.15)

71



5.2. Joint Sensor Selection and Observer Design Problem

By substituting eqs. (5.15) and (5.13) in (5.10), the following component wise
inequality is obtained

[
P T (A− LH(ha)C)− P T + 1TmCz

P T (Bw − LH(ha)Dw)− α1Tnx

]T [
e(k)
w(k)

]

≤ 0, (5.16)

that 昀椀nally becomes
[
P T (Acl − I) + 1TmCz

P T (Ecl − I)− α1Tnx

]T [
e(k)
w(k)

]

≤ 0 (5.17)

by denoting Acl = A−KH(ha)C and Bcl = Bw−KH(ha)Dw. Because sequences
e(k) and w(k) are non-negative, then ∆V (e(k)) is negative on R

nx

+ if and only
if the left factor in (5.17) is negative or equivalently if the conditions (5.8) hold
true. Furthermore, since P > 0 and in accordance with eq. (5.9), it follows that
Acl ≥ 0 and Ecl ≥ 0. ■

Proposition 5.2.2. (Sensors Selection and Observer Design): With ref-
erence to sensors selection and L1 optimal positive observer design problem, the
observer gain, if it exists, can be computed as L = X∗−1U∗ by solving the follow-
ing multi-objective mixed-integer semi-de昀椀nite optimization problem:

[X∗, U∗, h∗a, α
∗] = arg min

X, U, h, α
a1 · cTh+ a2α (5.18)

[
1Tnx

1Tm

]T [
X(A− I)− UC XBw − UDw − α1Tnx

Cz 0

]

≤ 0, (5.19)

X ∈ R
nx×nx is diagonal, X1nx

> 0, (5.20)
α > 0, h = {0, 1}m, (5.21)
Φν1(U, Y, h) ≤ ν2, (5.22)
m∑

i=1

hi ≥ r. (5.23)

Proof. It follows from proof of Proposition 5.2.1. Note that, for sensors selection
and observer design purpose, in what follows H(ha) is replaced by H(h) and
consequently inequality (5.16) can be rewritten as

[
P TA− P TKH(h)C − P T + 1TmCz

P TBw − P TKH(h)Dw − α1Tnx

]T [
e(k)
w(k)

]

≤ 0. (5.24)

By performing the change of variables 1Tnx

X = P T , with X ∈ R
nx×nx diagonal,

and Y = XK one gets
[
1Tnx

XA− 1Tnx

Y H(h)C − 1Tnx

X + 1TmCz

1Tnx

XBw − 1Tnx

Y H(h)Dw − α1Tn

]T [
e(k)
w(k)

]

≤ 0. (5.25)

Notice that term Y H(h) in (5.25) is nonlinear being the product of the slack vari-
ables Y and H(h). However, by applying the McCormick relaxation procedure
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[110], it is possible to relax condition (5.25) into a linear inequality. This refor-
mulation can be achieved by introducing the new matrix variable U := Y H(h).
Speci昀椀cally, assume that Y could be bounded so that Y ≤ Y ≤ Y . Then, the
McCormick’s relaxation allows one to write the inequalities (5.25) as

[
1Tnx

XA− 1Tnx

UC − 1Tnx

X + 1TmCz

1Tnx

XE − 1Tnx

UF − α1Tnx

]T

︸ ︷︷ ︸

M

[
e(k)
w(k)

]

≤ 0. (5.26)

From inequality (5.26), it is evident that M < 0, in a component wise fashion,
because e(k) and w(k) are non-negative sequences. Moreover, M can be written
again as

[
1Tnx

1Tm

]T [
X(A− I)− UC XBw − UDw − α1Tn

Cz 0

]

≤ 0, (5.27)

U = Y H(h), Y ≤ Y ≤ Y . (5.28)

Following the same procedure reported in [111], conditions (5.28) can be rewrit-
ten as

Φν1(U, Y, h) ≤ ν2. (5.29)

Now, by focusing on conditions (5.28), it can be observed that U = Y H(h) is
equivalent to U(i,j) = Y(i,j)h for all i, j since H(h) is a diagonal matrix. Then,
the following equivalence holds

U(i,j) = Y(i,j)hj ⇔ U(i,j) =

{
Y(i,j), if hj = 1,

0, if hj = 0,
(5.30)

where Y(i,j) ∈
[

Y (i,j), Y (i,j)

]

for all i, j. The transformation of (5.30) into a
mixed-integer semi-de昀椀nite optimization problems is carried out through the
application of the McCormick’s relaxation, the rationale of which can be eluci-
dated as follows. First of all, it must be highlighted that all terms (Y (i,j)−Y(i,j)),
(Y(i,j) − Y (i,j)), (1− hj) and hj are nonnegative. Moreover, by considering that
U(i,j) = Y(i,j)hj , the following inequalities straightforwardly results







(Y (i,j) − Y(i,j))(1− hj) ≥ 0,

⇔ U(i,j) ≥ Y(i,j) + Y (i,j)(hj − 1),

(Y (i,j) − Y(i,j))hj ≥ 0 ⇔ Y (i,j)hj ≥ U(i,j),

(Y(i,j) − Y (i,j))(1− hj) ≥ 0,

⇔ −U(i,j) ≥ −Y(i,j) + Y (i,j)(1− hj),

(Y(i,j) − Y (i,j))hj ≥ 0 ⇔ U(i,j) ≥ Y (i,j)hj .

(5.31)

Then, by noting that hj ∈ {0, 1}, when hj = 1 is used in (5.31), one has

Y(i,j) ≥ U(i,j) ≥ Y(i,j)
Y (i,j) ≥ U(i,j) ≥ Y (i,j)

}

⇒ U(i,j) = Y(i,j), (5.32)
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while, for hj = 0, one obtains

0 ≥ U(i,j) ≥ 0

Y (i,j) ≥ Y(i,j) ≥ Y (i,j)

}

⇒ U(i,j) = 0. (5.33)

Because conditions (5.32)-(5.33) hold for all i, j, then (5.30) and (5.31) are equiv-
alent. Now, it is possible to introduce the following terms

σ1 = [1, −1, 1, −1]T , σ2 = [−1, 1, 0, 0]T , (5.34)

Ψ = Ω′ ⊘ [Im ⊗ 14nx
] , Ω′ = [vec(Ω)× vec(Ω)]

︸ ︷︷ ︸

mtimes

, (5.35)

Ω =








ω(1,1) ω(1,2) . . . ω(1,m)

ω(2,1) ω(2,2) . . . ω(2,m)
...

... . . . ...
ω(nx,1) ω(nx,2) . . . ω(nx,m)







, ω(i,j) :=







−Y (i,j)

Y (i,j)

−Y (i,j)

Y (i,j),






, (5.36)

ψ = vec(Ω)⊘
(

1nxm ⊗ [1, 1, 0, 0]T
)

, (5.37)

Where ⊘ is the Hadamard product and ⊗ is the Kronecker product. Then, for
all i, j it is possible to rewrite (5.31) as

[Inxm ⊗ σ1|Inxm ⊗ σ2|Ψ]
[
vec(U)T , vec(Y )T , hT

]T
≤ ψ. (5.38)

Finally, by combining (5.38) with Y ≤ Y ≤ Y , it is possible to obtain (5.22)
where

Φ := blkdiag([Inxm ⊗ σ1|Inxm ⊗ σ2|Ψ] , Inxm,−Inxm), (5.39)

ν2 :=
[
ψT , vec(Y )T , −vec(Y )T

]
, (5.40)

ν1(U, Y, h) :=





[
vec(U)T , vec(Y )T , hT

]T

vec(Y )
vec(Y )



 . (5.41)

■

Remark 5.2.1. It should be emphasized that, provided system (5.1) is observable,
the mixed integer problem formulated in Proposition 5.2.2 is always feasible. In
fact, in the worst case scenario, it might be necessary to select m sensors, where
m is the maximum number of sensors available. Notice also that it is feasible to
trade o昀昀 between the observer’s optimality and the minimization of the number
of activated sensors in the multi-objective index of (5.19)-(5.23). Speci昀椀cally,
to construct such a trade-o昀昀, the constants a1 ∈ R+ and a2 ∈ R+ are utilized.
Moreover, each sensor hi is given a weight via the vector cT , which can be utilized
to add more preference knobs to further alter the solution. It is also important
to note that weights a1 and a2 have a slight e昀昀ect on the solution, and e昀昀ective
solutions can be obtained with a wide variety of values. All that matters is
that the two terms in the cost must be di昀昀erent than zero. In fact, tests have
suggested that solutions that guarantee Observability are obtained by using a set
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of sensors whose cardinality surpasses the minimum when a1 is selected near to
0. Conversely, minimal sensor sets that cannot ensure Observability result from
selecting a2 too small or equal to 0. Finally, a sensor budget constraint (5.23)
is present for enforcing a lower bound r on the number of sensors that must be
selected.

Remark 5.2.2. Although the constraints in Problem (5.19)-(5.23) are formu-
lated as component-wise inequalities, they can be easily expressed in SDP form
by de昀椀ning a diagonal matrix where each diagonal element corresponds to the
left-hand side of the each (component-wise) inequality. The component-wise
constraints are then imposed as semi-de昀椀nite conditions on the diagonal matrix
[112].

5.3 Numerical Simulations
In this Section the performance and efficacy of the proposed strategy are as-
sessed by applying the joint sensor selection and observer design strategy to
road network systems modeled as positive compartmental models.

5.3.1 First Scenario
In this initial illustrative example, the strategy is employed to construct a mon-
itoring system for a compact road network.

A =





























0.36154 0.27273 0 0 0 0 0 0.25 0.15

0.07692 0.081818 0 0 0 0 0 0.0833 0.05

0 0 0.4 0 0 0 0 0 0

0 0 0 0.4 0 0 0 0 0.1

0 0 0 0 0.3 0.1875 0.23077 0 0.15

0 0 0 0 0.26667 0.4 0.30769 0 0.2

0 0 0 0 0.06667 0.0625 0.053846 0 0.05

0.15385 0.18182 0 0 0 0 0 0.233 0.1

0.30769 0.36364 0.5 0.5 0.2667 0.25 0.30769 0.333 0.1





























; (5.42)

B =





























1 0 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0 0

0 0 1 0 0 0 0 0 0

0 0 0 1 0 0 0 0 0

0 0 0 0 1 0 0 0 0

0 0 0 0 0 1 0 0 0

0 0 0 0 0 0 1 0 0

0 0 0 0 0 0 0 1 0

0 0 0 0 0 0 0 0 0





























; (5.43)

Consider the discrete-time LTI model (5.1) characterized by the system ma-
trices (5.42)-(5.43) and describing the road network depicted in Figure 5.1. In
a similar way to that seen in Chapter 3, this network is modeled as a positive
compartmental system, where the system state represents the traffic 昀氀ows (vehi-
cles per unit time) in speci昀椀c sections of the road network. As shown in Figure
5.1, the compartments (or road sectors) are illustrated as boxes, with the 昀氀ows
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Figure 5.1: Case study - traffic network. Ri denote 9 potential sensor locations,
ui and yi the vehicles entering and leaving the i-th road sector, respectively.

between them represented by arrows. Additionally, ui and yi denote the vehicles
entering and leaving the i-th road sector, respectively. Note that in all tests, sig-
nals representing varying traffic conditions in the network were used as inputs.
Additionally, the error signal w(k) is used to introduce a sort of ‘bias’ error made
by the sensors in measuring the correct vehicle 昀氀ows. More in detail, w(k) has
been modeled as a pulse train with amplitude of 2, period of 10 seconds, and a
duty cycle of 5%.

Test a1 a2 c Cz Hopt |Hopt| αopt

1 1 0.1 cS11 In [h3, h9] 2 0.1394

2 0.1 1 cS11 In [h4, h9] 2 0.1267

3 1 0.1 cS12 In [h4] 1 0.1267

4 0.01 1 cS12 In [h3, h4] 2 0.1130
5 1 0.1 cS11 H(ha)C [h3, h7] 2 0.0225

6 0.1 1 cS11 H(ha)C [h3, h7] 2 0.0225

7 1 0.1 cS12 H(ha)C [h4] 1 0.0121

8 0.01 1 cS12 H(ha)C [h4, h7] 2 0.0235

Table 5.1: Solution to the optimization problem (5.18)-(5.23): objective function
(5.18) weighting parameters (a1, a2, c), objective vector matrix (Cz), optimal
sensor set (Hopt), optimal sensor set cardinality (|Hopt|), bound of the optimal
L1 norm (αopt).

Several tests have been performed and the optimization problem (5.18)-(5.23)
has been solved for di昀昀erent values of the weight parameters a1, a2 and c. The
choice of the parameters a1 and a2 allows one to put more emphasis on 昀椀nding a
solution with a minimum number of sensors than preferring to reduce the state
reconstruction error and vice versa (e.g., choosing a1 > a2 means that the focus
is on putting more emphasis on determining the minimum number of sensors).
In addition, the parameters vector c can be used to assign a “priority” to such
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Figure 5.2: Figures (a) and (c): System state evolution (x1(k) and x3(k) -
blue line) and system state estimates provided by the proposed L1 observer
(x̂1,L1(k) and x̂3,L1(k) - red dashed line) and H2 observer (x̂1,H2(k) and x̂3,H2(k)
- green line). Figures (b) and (d): state reconstruction error evolutions (e1,L1(k),
e1,H2(k), e3,L1(k), e3,H2(k)).

system output where it is desirable to allocate the sensors (e.g. for easiness or
cost-e昀昀ectiveness of the installation in environmental monitoring application).
The eight tests were divided into two groups based on the de昀椀nition of the
performance output zp(k): the 昀椀rst four (Tests 1-4) employed Cz = Inx

, while
the last four (Tests 5-8) employed Cz = H(ha)C. Table 5.1 shows the value of
the parameters taken into account for the tests under consideration. Note that
the tests have been performed by considering, alternatively, the following values
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for the vector c:

cS11 = 19,
cS12 = [0.4 0.4 0.5 0.4 0.5 0.4 0.4 0.5 0.5] .

(5.44)

Notice that cS12 assigns a di昀昀erent priority to each system output while cS11
provides an instance where the preference is uniform.

According to the results depicted in Figure 5.2 and shown into Table 5.1, it is
possible to con昀椀rm that the procedure proposed in this study has a satisfactory
performance both in terms of sensor selection and state reconstruction error.

The efficacy of the proposed method has also been assessed by comparisons
with a H2 Luenberger observer, especially with regard to system state recon-
struction. In particular, the H2 observers was built utilizing the available sensor
set Hopt = [h4], taking into account the outcomes of Test 7. The outcomes are
displayed in Figure 5.2. In particular, Figures 5.2(a)-(c) report a comparison
between the system state evolution and system state estimates provided by the
proposed L1 observer and the H2 observer. Moreover, Figures 5.2(b)-(d) report
the evolution of the state reconstruction error, estimated by the proposed L1 ob-
server and the H2 observer. The outcomes unequivocally show that, even with
the identical sensor set Hopt, the suggested L1 observer performs better than the
H2 observer in the scenario of interest. For the remaining tests listed in Table
5.1 - which are omitted for the purpose of conciseness - similar outcomes were
obtained.

5.3.2 Second Scenario
The 昀椀nal simulative scenario is devoted to illustrate the use of the proposed
methodology for solving the joint sensor selection and observer design problem
for traffic monitoring in a realistic and wider urban road network. The road
network model used for the simulations is the one discussed in Chapter 3 (com-
posed of nx = 21 compartments/states). Several tests have been considered with
the aim at 昀椀nding the minimum number of traffic sensors to be placed in a few
speci昀椀c road segment that still allows the correct full state reconstruction in all
segments of the road network. The simulations have been undertaken via MAT-
LAB R2022b running on a 64-bit Windows 10 with 3.5GHz Intel(R) Xeon(R)
W-2265 CPU and 64 GB of RAM. The optimization problem (5.18)-(5.23) via
the YALMIP’s [113] BnB algorithm along with the MOSEK’s [114] SDP solver.
In this case as well, the optimization problem (5.18)-(5.23) was solved for various
values of the weight parameters a1, a2, and c. The introduction of the weight
parameters is particularly useful when designing a urban smart architecture, for
example, a smart lighting system that adjusts lamp brightness based on traffic
information provided by sensors or cameras [115]. In fact, this design approach
helps to trade o昀昀 technological costs with performance criteria e昀昀ectively. Table
5.2 shows the value of the parameters taken into account for the tests under
consideration. Note that, the tests have been performed by accounting, alterna-
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tively, the following values for the vector c:

cS21 = [0.5 0.5 0.5 0.4 0.5 0.6 0.5 0.4 0.7 0.6
0.4 0.6 0.4 0.4 0.5 0.1 0.1 0.6 0.1 0.7 1.0] ,

cS22 = 121.
(5.45)

Furthermore, notice that cS21 assigns di昀昀erent priority to each road segment while,
on the other hand, cS22 provides an instance where the preference is uniform.
Eight tests were conducted, divided into two groups based on the de昀椀nition of
the performance output zp(k): the 昀椀rst four (Tests 1-4) used Cz = Inx

, while
the last four (Tests 5-8) employed Cz = H(ha)C. This means that in Tests 1−4
the aim was at 昀椀nding a solution that guarantees homogeneous performance on
all state components while in Tests 5−8 one is more interested in ensuring good
performance on the road segments where are allocated the sensors. Table 5.2
summarizes the results related to all tests. In details, it reports the weighting
parameters (a1, a2, c) used to solve the optimization problem (5.18)-(5.23), the
chosen objective vector matrix (Cz), the computed optimal sensor set (Hopt),
the optimal sensor set cardinality (|Hopt|), the achieved bound on the L1 norm
(αopt) and the execution time (τ).

It is worth remarking that in all tests an additional error signal acting as
“bias” sensor error w(k) on the sensors has been considered. Note that, the
following considerations can be made on w(k):

• it represents the error accomplished by the sensors in determining the
correct number of vehicles in the road sector;

• it has been modeled as a pulse train with amplitude equals to 2, period
equals to 10 sec and duty cycle equals to 5%w(k).

Further comparative studies have been conducted to evaluate the performance
of the positive L1 Luenberger observer (5.5), which was designed by solving the
optimization problem (5.18)-(5.23), in terms of state error reconstruction. For
this purpose, a conventional H2 Luenberger observer has been designed as well
on the basis of the same sets of sensors Hopt achieved as solutions in Tests 1-8
and used for comparisons. The same disturbance sequence w(k) was used in the
comparative tests.

Figures 5.3 - 5.4 report the system state (x4 and x13) evolutions, where the
blue line represents the state, the red dashed line the state estimate x̂L14 pro-
vided by the proposed L1 observer and the green dashed line the state estimate
x̂H2
4 provided by the standard H2 observer. Moreover, Figures 5.5 - 5.6 report

the state reconstruction error evolutions (e4(k), e13(k)) for k ∈ [2900, 3000] [sec].
Note that in this latter 昀椀gures, the blue line refers to the reconstruction error
obtained by using the proposed L1 positive observer while the green line refers
to the reconstruction error obtained by using the standard H2 observer. Fur-
thermore, it is worth pointing out that Figures 5.3 - 5.6 refers to Test 1 (i.e.
Hopt = [h4, h13, h16, h17, h19] ). Comparable results were achieved for Tests 2-8,
which are omitted here for the sake of brevity.

According to the results depicted in Figures 5.3-5.4 and those results shown
into Table 5.2, where the last two rows (for each test) report the ∞-norms of

79



5.3. Numerical Simulations

Test 1 2 3 4
a1 1 0.1 10−4 1
a2 0.1 1 0.1 1

c cS21 cS21 cS22 cS22
Cz Inx

Inx
Inx

Inx

Hopt [h4, h13, h16,

h17, h19]

[h4, h13, h16,

h17, h19, h21]

[h3, h4, h12,

h13, h15, h16,

h17, h18, h21]

[h1, h3, h5,

h6, h7, h11,

h13, h14, h15,

h16, h19, h21]

|Hopt| 5 6 9 12
αopt 0.4146 0.3287 0.0148 0.0140
τ 12.34[sec] 7.12[sec] 1.05[sec] 0.38[sec]

∥e∥L1
∞

0.1762 0.0610 0.0680 0.0584

∥e∥H2
∞

1.5155 1.1645 1.2602 0.9771

Test 5 6 7 8
a1 10 0.1 2 1

a2 0.1 10 1 2

c cS21 cS21 cS22 cS22
Cz H(ha)C H(ha)C H(ha)C H(ha)C

Hopt [h4, h13, h16,

h17, h19]

[h3, h13, h15,

h16, h17, h19]

[h3, h12, h15,

h17, h18, h20]

[h3, h12, h14,

h15, h16, h17,

h18]

|Hopt| 5 6 6 7

αopt 0.0671 0.647 0.0031 0.0026

τ 0.30[sec] 0.28[sec] 0.34[sec] 0.3531[sec]

∥e∥L1
∞

0.0967 0.0966 0.1124 0.1123

∥e∥H2
∞

1.3720 1.5649 1.7796 1.8638

Table 5.2: Simulative results obtained trough the proposed approach (solution
to the optimization problem (5.18)-(5.23)): objective function (5.18) weighting
parameters (a1, a2, c), objective vector matrix (Cz), optimal sensor set (Hopt),
optimal sensor set cardinality (|Hopt|), bound of the optimal L1 norm (αopt),
execution time (τ), ∞-norm of the state reconstruction error for the L1 observer
(∥e∥L1

∞
) and ∞-norm of the state reconstruction error for the H2 observer (∥e∥H2

∞
).

the state reconstruction error for the L1 and H2 observers, it is possible to
con昀椀rm that the L1 positive observer proposed in this study shows better state
reconstruction error performance than the standard H2 observer for the same
set Hopt achieved in every Test 1-8. Further analyses have been performed to
contrast the proposed procedure with the following alternative approaches:

1. Simulated annealing sensor selection procedure introduced in Chapter 3;

2. Genetic algorithm sensor selection procedure proposed in [17];
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Figure 5.3: System state evolution: system state x4 (blue line), system state
estimate x̂L14 (red dashed line) provided by the proposed L1 observer and system
state estimate x̂H2

4 (green dashed line) provided by the standard H2 observer.

Also for these further analyses the disturbance sequence (w(k)) was considered.
Speci昀椀cally, two Luenberger observers have been developed by considering the
sensor sets obtained through the sensor selection process using SA and GA tech-
niques and the results have been summarized in Table 5.3. This Table reports
the computed optimal sensor set (Hopt) and the optimal sensor set cardinality
(|Hopt|), the selection procedure execution time (τ) and the ∞-norm of the state
reconstruction error (∥e∥H2

∞
) for both sensor selections determined by the SA

and GA procedures. The results suggest that the proposed L1-based approach
outperforms a standard H2 Luenberger observer that considers the sensor sets
obtained through a heuristic procedure.

From the obtained results it is evident that the proposed strategy:

• remarkably reduces the execution times w.r.t. SA and GA algorithms;

• allows the achievement of better solutions in terms of both sensor set car-
dinality and state reconstruction error compared to the sensor selection
procedure based on a combination of mixed-integer programming and H2

observer design (see the results reported in Tables 5.2 and 5.3). Further-
more, from Tables 5.2 and 5.3, it is evident that the approach based on H2

principles is comparable in terms of sensor set cardinality to the proposed
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Figure 5.4: System state evolution: system state x13 (blue line), system state
estimate x̂L113 (red dashed line) provided by the proposed L1 observer and system
state estimate x̂H2

13 (green dashed line) provided by the standard H2 observer.

Test Hopt |Hopt| K[W (h)] τ ∥e∥H2
∞

SA [h4, h12, h15, h17, h19] 5 4.1002× 103 95.6[sec] 3.623

GA [h1, h4, h12, h15, h16, h19] 6 7.584× 104 89.5[sec] 3.255

Table 5.3: Simulative results obtained trough the alternative approaches (simu-
lated annealing (SA) and genetic algorithm (GA) procedures): optimal sensor
set (Hopt), optimal sensor set cardinality (|Hopt|), execution time (τ) and ∞-
norm of the state reconstruction error (∥e∥H2

∞
).

approach only in Test 5. However, this solution requires more execution
time.
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Figure 5.5: State reconstruction error evolution for k ∈ [2900, 3000] [sec]:
eL14 (k) (blue line) and eH2

4 (k) (green line).

83



5.3. Numerical Simulations

2900 2920 2940 2960 2980 3000

Time [sec]

0

0.05

0.1

0.15

0.2

S
ta

te
 e

s
ti

m
a

ti
o

n
 e

rr
o

r 
e

v
o

lu
ti

o
n

Figure 5.6: State reconstruction error evolution for k ∈ [2900, 3000] [sec]:
eL113 (k) (blue line) and eH2

13 (k) (green line).
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5.4 Conclusions
In this Chapter, the joint sensor selection and L1 positive observer design prob-
lem was formulated for positive systems via mixed-integer semi-de昀椀nite opti-
mization leveraging system Observability. In order to reduce the error in state
reconstruction, a crucial performance metric for positive observers was the use
of L1 optimality. The theoretical background of positive L1 optimum observer
design techniques for positive systems was 昀椀rst examined. Essential criteria to
ensure the asymptotic stability of the observer, along with establishing a bound
on the state reconstruction error were established. To validate the efficacy of the
proposed method, simulations have been conducted and comparisons with the
results achieved by a classical H2 observer and genetic and simulated annealing
algorithms have been also reported.

Finally, future e昀昀orts will focus on applying the proposed procedure to traffic
昀氀ows monitoring for smart lighting system applications. A smart lighting system
is a technological framework designed to automatically adjust the brightness of
street lamps based on real-time vehicular movement in designated areas, thereby
enhancing energy efficiency. Moreover, it is noteworthy that our approach, in
the context of traffic management, places emphasis on the creation of a traffic
昀氀ow estimation model that is efficient and requires fewer monitoring equipment.
By lowering the number of sensors required, this method provides an economical
yet e昀昀ective way to enhance system efficiency while maintaining accurate traffic
situation assessments.
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This dissertation has investigated the fault tolerant estimation problem through
a two-dimensional perspective: (i) design of reliable estimation schemes based
on the Sensor Reconciliation methodology suitable for both centralized and dis-
tributed scenarios; (ii) investigation and implementation of procedures for the
selection of the optimal number/locations of sensors to efficiently execute a reli-
able estimation task. On this regard, the main contributions are here listed and
directions for future research are provided as well.

6.1 Conclusions
The main contributions of this thesis with respect to the existing literature
on fault-tolerant estimation schemes and sensor selection methodologies are as
follows:

• Centralized Sensor Reconciliation: Chapter 3 introduced a central-
ized Sensor Reconciliation architecture that merges traditional Observer
and Reconciliator Units into a single block. This uni昀椀ed approach lever-
ages solely system input and output information to estimate internal state
and faulty parameters. The estimated parameters are then utilized within
a self-tuning technique to mitigate the impact of faults and ensure reliable
output. The architecture further exploits physical or analytical redun-
dancy to enhance reliability. To address the sensor section problem, a sen-
sor selection methodology based on an Observability optimization problem
and a heuristic solution was discussed. The architecture’s e昀昀ectiveness was
demonstrated through extensive simulations and experimental scenarios,
including its application to a road network modeled as a compartmental
system for reliable traffic data estimation.

• Distributed Sensor Reconciliation: Chapter 4 presented a Distributed
Sensor Reconciliation methodology, derived from a decomposed centralized
steady-state Kalman Filter. This approach enables distributed state esti-
mation of a Linear Time Invariant plant in the presence of unpredictable
sensor faults. The scenario considered involved individual local measure-
ments that may not individually guarantee system observability, but col-
lectively did. To address this challenge, the proposed DSR scheme aimed
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at masking faulty sensor measurements within local state estimates, en-
suring convergence to the true system state. This was accomplished by
fusing local measurements with communicated estimates from a subset of
neighboring agents at each site. By leveraging sensor redundancy, the
estimation scheme enhanced robustness against both multiplicative and
additive sensor faults. Theoretical stability guarantees were provided, and
simulation examples, including its application to a road network modeled
as a compartmental system for reliable traffic data estimation, were dis-
cussed to illustrate the scheme’s e昀昀ectiveness.

• Sensor Selection: Chapter 5 presented a uni昀椀ed approach for sensor se-
lection and observer design for positive systems. By leveraging positive
system properties and algebraic relaxing methods, a convex Mixed Integer
Quadratic Optimization problem was formulated. Solving this problem
yields both the optimal set of sensors for estimation and the subsequent
optimal L1 observer. The problem was structured to prioritize either min-
imizing the number of sensors or reducing the estimation error of the L1

observer. The feasibility of the optimization problem was analyzed, and
the optimality of the solutions was proven. In conclusion, the methodol-
ogy’s e昀昀ectiveness was extensively demonstrated through simulations.

6.2 Future Research
Although the results underling this research thesis has achieved the main goal
of proposing a centralized and a distributed sensor reconciliation scheme and a
sensor selection methodology some issues remain unsolved and a lot of room for
future applications and extensions do exist:

• A real-world application of the centralized sensor reconciliation scheme
to on-昀椀eld traffic data estimation would serve as a crucial validation step
towards realistic applications and hopefully industrial acceptance. In this
context, e昀昀orts are currently being made to integrate such a scheme into
a smart lighting architecture.

• While external distributed units can be employed to estimate multiplica-
tive faults, a signi昀椀cant advancement for the distributed sensor reconcilia-
tion architecture would involve the ability to autonomously estimate these
parameters. Ongoing e昀昀orts are focused on achieving this objective;

• Future e昀昀orts regarding the joint sensor selection and observer design
methodology will focus on applying the proposed procedure to a realistic
scenario of traffic 昀氀ow monitoring for smart lighting system applications.
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