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Introduction

The spread of Internet of Things (IoT) devices and their full in-
tegration into everyday life is one of the major factors defining
the current technology landscape. With the embedding of com-
putational power and persistent connectivity to the Internet, an
ever-increasing number of everyday objects are now IoT devices
and created new levels of automation, efficiency, and convenience.
[oT devices are being used in a wide range of applications and
ecosystems, including smart homes, healthcare, transportation, in-
dustrial settings, and daily living. By gathering and transmitting
data, smart objects are enabling new possibilities for innovation
and improvement. Considering their constant use and the access
they have to our data, ensuring that these devices are safe is an
urgent concern, exacerbated by the fact that they still lack of ade-
quate security and safety measures, resulting in frequent disastrous
security breaches and jeopardized privacy. The reason behind this
concern is that while our world has become deeply interconnected

with IoT devices, our ability to protect them from malicious soft-
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ware, known as malware, and security attacks of various types has
not kept pace. The tools and techniques we use to perform security
analysis and assessment have lagged behind the rapid expansion
of the IoT ecosystem.

[oT devices are indeed extremely appealing to attackers for sev-
eral factors, rooted in the their resource limitations, their complex
nature, and the diversity of technologies involved within the IoT
paradigm. IoT devices are often designed with constrained com-
putational capabilities, short battery life and modest memory re-
sources. These characteristics are primarily dictated by the need
to minimize device costs and energy consumption. As such, tra-
ditional security techniques, conceived and implemented for sys-
tems with wide computational power and memory, are unsuitable
for IoT devices. For instance, cryptographic operations integrated
into security protocols, can be computationally demanding and,
consequently, resource-intensive. Adapting these mechanisms to
[oT devices without compromising their functionality poses major
challenges. This implies that resource efficiency is a factor to be
taken into account when devising security solutions for IoT. The
lack of standardized security measures in the IoT domain, com-
bined with the inherent limitations of IoT devices, creates a fer-
tile ground for for malicious actors, who see them as low-hanging
fruits. To address this pressing issue, it is imperative to find inno-
vative ways to adapt and enhance existing security analysis and

assessment methods specifically for IoT environments.
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When it comes to ensuring the security of an IoT system, we
end up colliding with a vast landscape of technical challenges and
responsibilities. System security cannot be treated as an individ-
ual and isolated facet, but rather as an intricate array of inter-
connected elements, each of which demands meticulous attention.
[oT systems are complex ecosystems comprising many different
hardware and software parts, each of which presents potential
vulnerabilities. At the core of the IoT architecture lies the hard-
ware layer, including sensors, actuators, and communication de-
vices, which are susceptible to various forms of attacks, including
physical tampering and eavesdropping. The software layer, which
includes embedded firmware, operating systems, and application
software, plays a central role in the security of IoT systems. Vul-
nerabilities in software can expose the system to a wide array
of threats, such as remote code execution and malware injection.
Ensuring software security requires following rigorous coding prac-
tices, program analysis, and the application of security patches to
mitigate vulnerabilities. Every program running within the system
necessitates rigorous analysis and testing to assess its safety and
identify potential vulnerabilities. Nevertheless, enhancing software
security is often compounded by the unavailability of source code,
frequently not provided by developers. Hence, binary code anal-
ysis assumes a pivotal role in this context. Securing communica-
tion networks and protocols, which enable data transmission and

command propagation, is also a task of paramount importance.
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Security breaches at this layer may result in eavesdropping, man-
in-the-middle attacks, and data leaks. Securing communications
requires the deployment of robust encryption mechanisms, strin-
gent authentication protocols, and the implementation of secure
communication standards. The combination of all these compo-
nents in IoT systems leads to a significantly large attack surface.
Hence, in order to ensure the overall security of an IoT system, it
is imperative to secure the integrity of each individual component
comprising the system, but also considering the interactions among
them. The complexity of the IoT ecosystem is further exaggerated
by the diversity in the types of device components provided by
different developers, with different protocols, frameworks, operat-
ing/file systems, and hardware architectures.

The IoT ecosystem involves indeed a wide range of diverse
technologies. A plethora of specialized, resource-constrained de-
vices exist, ranging from tiny microcontrollers to powerful single-
board computers. These devices often employ diverse and custom-
tailored operating systems and hardware platforms to cater to the
specific demands of their respective applications. For instance, a
wearable fitness tracker may utilize a real-time operating system
(RTOS) tailored for low-power operation, while a connected home
security camera may employ a unique combination of hardware
and firmware designed for real-time image processing.

In the realm of traditional systems, standardized security mea-

sures prevail due to the large use of a few operating systems (e.g.
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Windows, macOS, Linux) running on homogeneous hardware ar-
chitectures (x86 or x86-64) and standardized TCP/IP protocols,
along with commonly recognized applications. On the contrary, the
Internet of Things presents an entirely distinct scenario, where a
profusion of innovative hardware architectures, operating systems,
and communication protocols complicates the security landscape.
In the IoT domain, we encounter a spectrum of hardware archi-
tectures, including ARM, MIPS, SuperH, and PowerPC, and a
new breed of operating systems such as FreeRTOS and VxWorks.
Moreover, communication technologies in the IoT domain tran-
scend traditional boundaries, encompassing ZigBee, BLE (Blue-
tooth Low Energy), SDR (Software Defined Radio), and NFC
(Near Field Communication). This variety of possible technologies
aggravates the challenge of defining standardized security tech-
niques, especially if compared to the more limited scope of tradi-

tional systems.

1.1 Contributions

The scope of this thesis is to present the comprehensive contri-
bution of my research conducted in the domain of loT security
throughout the doctoral program. In this regard, this thesis sum-
marizes a journey of exploring and analyzing the state-of-art of se-
curity techniques, pinpointing their limitations and possible gaps

when dealing with the IoT ecosystem, and subsequently conceiv-
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ing and experimenting with innovative approaches, which are also
herein presented [52, 46, 53, 51, 47, 17]. My research interest has
been moving across different aspects of security, but with a major
focus on the analysis of programs at the binary level. Within this
thesis, the issue of analyzing binaries running on IoT devices is
thoroughly examined from various perspectives. Specifically, code
obfuscation and its uses for both software protection and malicious
purposes is discussed, along with the importance of finding new
approaches to detect obfuscated code and malicious code within
programs, suitable in both traditional and IoT devices. Also, the
challenges of adapting traditional binary analysis techniques, such
as fuzzing, to loT environments are discussed along with the pro-
posal of an innovative approach.

Other aspects of IoT security are explored, such as that of at-
tack detection. Specifically, the problem of jamming detection in
wireless communication is addressed, besides that of Cross-Site

Request Forgery attacks.

1.2 Organization

The remainder of this thesis is structured in two parts. The first
part, which includes Chapters 2, 3, and 4 is centered on the anal-
ysis of programs at a binary level, in the realm of the detection
of obfuscated code, malicious code, and possible vulnerabilities.

Chapter 2 introduces the fundamental principles of code obfusca-
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tion and signature scanning, a technique traditionally employed
in malware detection. This chapter explains the inherent connec-
tion between obfuscated code and malicious code, highlighting the
correlations we can discern between the detection of obfuscated
code and that of malicious code, despite the presence of obfusca-
tion. Chapter 3 provides an exhaustive examination of contempo-
rary techniques prevalent in the scientific literature for code obfus-
cation detection. Additionally, it introduces a framework for the
analysis and detection of obfuscated code. The chapter expounds
upon the intricacies of this framework, emphasizing its potential to
advance the field of obfuscation detection. Chapter 4 delves into
a comprehensive overview of the traditional techniques applied
in the domain of malware detection, along with their constraints
when dealing with obfuscated code or IoT systems. Furthermore,
an innovative methodology is introduced to address and surmount
these limitations, paving the way for groundbreaking approaches
in the realm of malware detection. Chapter 5 introduces the fun-
damental concepts of static and dynamic analysis. This section
underscores the challenges inherent in applying dynamic analysis
techniques, such as fuzzing, within the context of the Internet of
Things (IoT), while also highlighting the limitations of current
solutions in addressing these challenges. Within this chapter, a
novel methodology designed to surmount these limitations is dis-
cussed. The second part of this thesis, which includes Chapter 6

and Chapter 7, concerns the detection of security attacks in specific
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scenarios. Chapter 6 presents an analysis of common approaches
employed for the detection of jamming attacks in wireless networks
and discusses a novel approach based on machine learning algo-
rithms to improve the detection of such attacks, proving its efficacy
in challenging scenario such as that of drone networks. Chapter 7
introduces Cross-Site Requests Forgery attacks and describes the
proposal of a deep learning-based approach for the detection of
vulnerabilities related to such attacks. Finally, Chapter 8 brings
together the key ideas portrayed in the previous chapters, offering

a synthesis of insights and reflections.
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Code Obfuscation and Malware

Analysis
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Code obfuscation

Malware, short for malicious software, refers to computer pro-
grams specifically crafted to perform malicious actions on comput-
ers, networks, and electronic devices. These actions may include
unauthorized access, data theft, and system disruption. The con-
sequences of malware infections can range from data breaches and
financial losses to the compromise of critical infrastructure sys-
tems. It follows that the detection of malware is a priority in any
digital system, whether it is traditional or [oT. Nevertheless, tradi-
tional security solutions, which are primarily designed for standard
computing platforms, often fall short in effectively identifying mal-
ware specifically tailored for IoT devices. In order to address this
emerging threat landscape, it is imperative to invest in the devel-
opment of cross-device malware detection systems. However, the
diverse range of IoT devices, each with its unique operating system
and hardware architecture, makes it difficult to develop universal
malware detection methodologies. It follows that IoT security so-

lutions should be designed to transcend the inherent differences in
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device types and architectures, enabling comprehensive protection

against malware attacks across the IoT spectrum.

The most popular technique employed to detect the presence
of malware within binaries is signature scanning. Signature scan-
ning, mainly employed by antivirus systems, involves the meticu-
lous search for specific invariant byte sequences within files or data
streams, with the intention of identifying patterns associated with
known threats or indicators of compromise. Specifically, anti-virus
systems collect and store signatures in a database, that are used as
a ground truth for new comparisons. When a user initiates a scan
or accesses a file, the anti-virus starts examining the code of the
program and its binary code, comparing it against the signatures
in the database. Although this methodology proves successful to
detect malware that has been seen before, its efficacy can be lim-
ited when dealing with binaries compiled for architectures other
than the one related to the signature, or when the code has been
obfuscated.

Code obfuscation is a software protection technique that is
meant to make a program harder to understand for an attacker. It
consists in applying a set of transformations that alter the form but
not the behavior of the program. The use of obfuscation makes the
process of reverse engineering significantly more difficult, thereby
offering a degree of protection for valuable code. However, it is

worth mentioning that obfuscation is not only used for code pro-
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tection but also for malicious purposes: generally it can be used
to hide malicious functionality within seemingly legitimate pro-
grams, but it is in the field of malware that obfuscation finds the
most fertile ground. By using obfuscating transformations, mal-
ware writers are able to create variations of their malware that
maintain the same functionality but have different forms and do
not contain the known malicious patterns, thus evading detection
by anti-virus programs based on signature scanning.

In this context, it is clear that detecting the presence of ob-
fuscation within software executables is extremely important. De-
termining whether an executable has undergone an obfuscating
transformation can help in detecting the presence of malicious
code. However, the task of obfuscation detection is not as straight-
forward as it may seem, especially when attempting to verify the
presence of obfuscation in a large number of binaries without ac-
tually executing them to avoid running malicious code. Moreover,
obfuscation detection is not only important for malware detection
but can also be used to evaluate the strength and stability of soft-
ware protection solutions.

The analysis presented involves automatically extracting static
features from binaries that are compiled using various compilers,
optimization levels, and obfuscated using distinct transformations.
Thanks to ML and XAI it is possible to dig deeper the effects of
obfuscation on binaries and to provide a way to easily and effec-

tively detect the presence of obfuscating transformations.
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The rest of this chapter is organized as follows: Section 2.1
provides basic background on code obfuscation and its transfor-
mations, while Section 2.2 provides an insight on how obfuscation
techniques have been employed by malicious actors for malware
writing, describing how obfuscating transformations have been in-

tegrated in well known malware code to perform evil tasks.

2.1 Notions of Code Obfuscation

Code obfuscation refers to the process of transforming the syn-
tax of a software without modifying its semantics, with the aim
of making it harder for a reverse engineer to analyze it, with the
goal of extracting information from it or altering its behaviour.
This process is typically carried out by an obfuscation tool, or
simply obfuscator. Given a program P, the obfuscator generates
an obfuscated program P’ by applying a set of transformations
T = {t1,1s, ..., t, } which make P’ much more harder for an adver-
sary to analyze than the original code. These transformations are
semantic-preserving: P’ will be syntactically different but seman-
tically equivalent to P. Most of the them consist in introducing
bogus dead code or adding complexity to the control-flow. An
obfuscator can manipulate the program before or after its compi-
lation from the source code to the executable, or even while it is
running. In the first two cases, the obfuscation is said to be static,

while in the other it is said to be dynamic. In the case of static
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obfuscation, transformations are applied before the actual execu-
tion of the program, while dynamic obfuscation implies that the
transformations are repeatedly implemented while the program is
running.

The transformations carried out by the obfuscator are not with-
out a cost, since they often lead may lead the resulting program to
be larger, slower, and with higher memory footprint. To limit the
cost raised by the obfuscation, one or more transformations may
be applied only to a limited piece of code or data, corresponding
to the information that needs protection. Following the taxonomy
proposed by Collberg et al. in [34], we can classify the code trans-
formations in layout transformations, control transformations, and

data transformations.

2.1.1 Layout Transformations

Layout obfuscation involves modifying the structural arrangement
of a program, such as by renaming identifiers or removing debug-
ging data, with the aim of reducing the informative content of
the software code for reverse engineers. Since these operations are
unidirectional, involving actions like substituting identifiers with
arbitrary symbols and removing comments, unnecessary functions,
and debugging information, the majority of layout obfuscations are
irreversible. Although layout obfuscations do not prevent reverse

engineers from deciphering the program through an examination
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of the obfuscated code, they do, nonetheless, raise the cost associ-

ated with the process.

2.1.2 Control Transformations

These transformations are designed to limit an attacker’s ability
to track a program’s control flow and construct analytical struc-
tures like control flow graphs. Control transformations encompass
actions such as inserting deceptive control flow instructions, con-
cealing the destinations of branch instructions, or flattening the

program to obscure any evidence of structured programming.

2.1.3 Data Transformations

Data structures within the source application are obscured through
a conversion process that transforms their original form into a
more complex representation, rendering them resistant to anal-
ysis. We can conceptualize a data transformation as a function
E() that converts a variable V' into an obfuscated representation.
Consequently, all potential values that V' can take on, along with
any valid operations the program may perform on V', must also be

translated into this novel representation.

Up to this point, code obfuscation has been presented as a
potent weapon against the reverse engineering or tampering of
malicious software. However, it is crucial to acknowledge that code

obfuscation comes with significant drawbacks. First and foremost,
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it does not constitute a definitive solution and, even if the program
has been sufficiently obfuscated, the attacker is expected to be
able to reverse engineer it eventually. Herein, it is fundamental
to underscore that the primary goal of code obfuscation is not to
permanently hinder reverse engineering, but rather to defer it as

much as possible.

2.2 Use of Code Obfuscation in Malware

Although code obfuscation was originally developed for intellectual
property protection of software, over time it became a precious
resource for virus writers. This is because, even if many differ-
ent detection strategies have been proposed, the most widespread
methodology used by nowadays antivirus software is signature
scanning [62]. A signature is an invariant sequence of bytes, most
of the times extracted from the application code or raw file con-
tent, that is useful in order to uniquely identify a specific malware.
In order to overcome this detection strategy, malware writers came
up with the idea of metamorphic viruses, i.e. applications that re-
shape themselves while infecting new targets, so that their new
variants will be able to perform the same tasks of the preceding
generations while having a different syntactic structure [169]. This
often complex task is performed with the aim of changing the
invariant patterns used as malware signatures and it is achieved

by means of a plethora of different code transformations, includ-
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ing, but not limited to: permutation, garbage insertion, expansion,
shrinking, register swaps, encryption [34]

Runtime packers (self-extracting archives that unpack them-
selves in memory when executed) and, especially, code obfuscation
techniques are used more and more in order to make malware hard
to analyze by a reverse engineer analyst and to detect by a signa-
ture scanner. In accordance to [13], more than 80% of malicious
software makes use of runtime packers, and 50% of new malware
samples are obtained by simply repacking existing malware. A sim-
ilar trend can be observed when dealing with obfuscation, where
many proposed approaches [44, 104, 125, 70| are able to success-
fully avoid antivirus detection based on signatures. From an histor-
ical point of view [169, 61], excluding packing, the first obfuscation
technique seen in the wild is encryption [137, 138, 163]. Malware
encryption works by encrypting the executable body that will be
decrypted at runtime by a decryptor. The cryptographic keys used
to encrypt the program are different at every infection, resulting
in an always different encrypted body. Cascade, Win95/Mad and
Win95/Zombie [151] are some of the first malwares relying on this
methodology, sometimes even stacking multiple encryption layers,
as in the case of Win32/Coke. It is important to notice that, even
if the body is always different at every infection, the decryptor
in most of the cases stays the same, so it is good place to search
for invariant patterns to be used as signature. This limitation led

to the birth of a new malware variety: polymorphic viruses [125].
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By leveraging a plethora of different strategies [163, 31, 80] poly-
morphism allows to apply transformations even to the decryption
routines, thus avoiding them to be an easy source of signatures.
Win95/Marburg and Win95/HPS are the first malware using a
real 32-bit polymorphic engine. In order to easily revamp non ob-
fuscated malware into polymorphic, several polymorphic engines
have been implemented, e.g. “The Mutation Engine” (MtE) [137].
Even if polymorphic viruses are quite effective in evading signa-
ture based antivirus scanners, they can easily be detected with
dynamic approaches, since the body of the virus will be unen-
crypted in memory at runtime and using sandboxing techniques for
controlled malware execution [137, 138] can lead to a convenient
analysis and signature identification. To avoid the execution in
controlled environments, different armoring techniques arose [137],
but many of them turned to be ineffective with the improvements
of sandboxing mechanism. An important milestone in malware
history has been reached with the advent of metamorphic viruses
[44, 70, 138, 163, 31, 80]. At each infection iteration, metamorphic
viruses transform their own body, by applying mostly syntactic
transformations, so that the resulting code is different from the
generating one while preserving its functionalities.

There are various techniques employed by metamorphic and

polymorphic malware, such as:

e Register swapping: while generating a new transformation of

a virus the registers used in various instruction are altered.
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It is a technique historically attributed to the malware writer
Vecna for his virus Win95/Regswap [163], that can be easily
dismantled by leveraging wildcard based signatures and regular
expression scans.

Instruction substitution refers to replacing certain instructions
or groups of instructions with others that have the same func-
tionality but are syntactically different [80].

Garbage instructions insertion involves adding instructions that
are not necessary for the execution of the program, with the
goal of varying the malware body[11, 163, 80]. These instruc-
tions can be single operations or sequences that do not affect
the state of the program, and may even be located in areas that
will never be executed (“dead-code”).

Transposition refers to various techniques for reordering in-
structions while maintaining the original flow of the program
[31]. One such technique involves randomly reordering some in-
structions and then using unconditional jumps to reconstruct
the original flow. Another approach is to isolate independent
groups of instructions and modify their order, eliminating the
need for unconditional jumps. However, finding independent
groups of instructions can be difficult, so developers often use
simpler techniques, such as reordering subroutines within the
malware. This approach was used by the Win32/Ghost mal-
ware and can result in up to n! different variants, where n is

the number of subroutines.



2.2 Use of Code Obfuscation in Malware 21

e (lode integration, one of the most sophisticated techniques used
in malware writing, was first used by the virus writer Zombie
in Win95/Zmist (Zombie Mistfall). It involves decompiling the
program to be infected, inserting malware code in between, and
then reassembling the original program and malware into a sin-

gle executable.
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Code obfuscation detection

Binary obfuscation techniques are commonly employed to protect
code against reverse engineering and piracy. Unfortunately, be-
sides being used for legitimate purposes, virus writers also resort
to obfuscation to evade antivirus detection mechanisms based on
signature scanning. The capability of detecting obfuscation within
software plays a crucial role in several scenarios, firstly and most
importantly that of the ongoing fight against malware. The detec-
tion of obfuscated programs can be the first step to recognize po-
tentially malicious software: obfuscation is indeed frequently em-
ployed by malware writers to make it more difficult for both se-
curity analysts and antivirus systems to understand and analyze
malware. Herein, obfuscated code can be symptomatic of the pres-
ence of malicious code and, its prompt detection can therefore let
researches to take the necessary actions, such as quarantining the
software or deleting it. Furthermore, the detection of obfuscated
programs can be a valid resource in the evaluation of software

protection. Obfuscation detection can indeed be the first step in
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the process of de-obfuscating a software. If a reverse engineer is
able to detect the application of obfuscating transformations over
the software, it can indicative of an inappropriate level of pro-
tection. Specifically, the detection of obfuscated code is crucial for
the evaluation of software protection, malware detection, and virus
scanner evaluation.

Detecting obfuscation is a task full of difficulties owing to the
wide range of possible obfuscation transformations and the in-
distinguishability of obfuscated code. Researchers have dedicated
significant effort to the development of methods for the detection
of obfuscated code in software. These methods aim to identify
instances of obfuscated code and classify the types of transforma-
tions applied to it. However, there is no standardized approach for
the detection of obfuscated code. For this reason, I gave my con-
tribution to this research field by proposing a new methodology,
based on Machine Learning (ML) and eXplainable Artificial Intel-
ligence (XAI), to explain the fundamental aspects that allow for
the identification of binary obfuscation, that lead to the publica-
tion of the article [52]. The rest of this Chapter is organized as fol-
lows: Section 3.1 provides a comprehensive state-of-the-art of sci-
entific literature on obfuscation detection. Section 3.2 introduces
background notions of eXplainable Artificial Intelligence (XAI).
Section 3.3 explains the methodology proposed by my co-authors
and I in [52] and Section 3.4 shows the results that we obtained.
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3.1 State of the art

Obfuscating transformations can be implemented on different pro-
gramming languages and applications. It follows that, the particu-
lar methods employed for obfuscation may vary based on the tar-
get program and the objectives of the obfuscation process. Since
almost all the academic research done on obfuscation detection
targets technologies such as Android, Javascript, and binary code,
the remainder of this section discusses scientific papers in these

three categories.

3.1.1 Android

All the scientific papers related to the application of obfuscation
detection to Android scenarios rely on the use of machine learning
and deep learning techniques. Jiang et al. [66] presented a hybrid
neural network model denoted as GCN-LSTM, generated from the
integration of the Grapgh Convolutional Network (GCN) with the
Long Short-Term Memory (LSTM) architecture. A dataset of Con-
trol Flow Graphs (CFGs), adjacency matrices, and basic blocks of
functions was employed to train the model. The model was able
to perform obfuscation detection in Android applications at both
function level and APK-level. To discern and classify the presence
of obfuscation in Android applications, Conti et al. [35] propose a
range of deep learning models, employing statically extracted byte-

code features. Besides using traditional machine learning methods,
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they leverage algorithms tailored for image recognition and nat-
ural language processing. Ultimately, through the amalgamation
of a hybrid model, they optimize the synergistic strengths of each
approach. Their primary focus revolves around four obfuscation
categories: class encryption, reflection, text encryption, and iden-
tifier renaming, culminating in promising outcomes. Bacci et al.
[10] use binary classification models such as Support Vector Ma-
chines (SVM), Random Forest (RF), and Multi-Layer Perceptron
(MLP) to perform obfuscation detection over a set of features stat-
ically obtained. The classifiers were used to detect specific obfus-
cating transformations such as changing package name, identifier
renaming, data encoding, call indirections, code reordering, and
junk code insertion. BLADE was presented by Sihag et al. [147]
as an obfuscation-resilient framework for malware detection from
opcode segments, based on machine learning. Algorithms such as
J48 and k-Nearest Neighborhood (kNN) were used to detect obfus-
cation and distinguish among several obfuscating transformations.
AndrODet, proposed by Mirzaei at al. [102], is a model based on
online learning algorithms, including Decision Tree, SVM, kNN
and Random Forest, trained over datasets of statically extracted
features. The proposed framework is able to identify obfuscating
transformations such as identifier renaming, string encryption, and
control flow obfuscation. Machine learning classifiers such as Ran-
dom Forest, AdaBoost, Extra Tree, and Linear SVM were used

by Park et al. [115] over a dataset of vectorized Java codes to
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detect obfuscation in Android applications at class-level. Dong et
al. [43] also used machine learning to detect obfuscating transfor-
mations such as identifier renaming, string encryption and Java
reflection. Another machine learning framework using SVM was
used by Wang et al. [159] to detect the obfuscator used to imple-
ment obfuscation choosing among ProGuard, Allatori, DashO and
others on Android APKs. The model was trained over a dataset
of strings extracted from the data section of the program byte-
code, including names of packages, classes, methods and fields.
OBFUSCAN [161] was developed by Wermke to detect obfuscat-
ing transformations applied by the ProGuard obfuscator, such as
name overloading, debug data obfuscation, annotation obfusca-
tion, string encryption, and DEX data encryption. Mohammadin-
odooshan et al. [103] introduced a Naive Bayes-based generative
classification approach, specifically tailored for the identification

of obfuscated strings.

3.1.2 Javascript

Choi et al. [30] present a tool for the detection of obfuscated strings
in Javascript codes. Statically extracted features such as n-gram,
entropy and word size were employed to compare regular and ma-
licious Javascript codes. JSObfuscDetector [67] is a framework for
the detection of obfuscated Javascript code, based on an ensem-
ble learning approach. The detection is performed by analyzing

notable changes either in lexical aspects and in the structure of
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code. Several papers [5, 105, 73, 19] discuss the use of features ob-
tained from the Abstract Syntax Tree representation of Javascript
codes as input for machine learning models. JSOD [5] is a static
JavaScript obfuscation detector that extracts semantic informa-
tion from the AST, Moog et al. [105] rely on features extracted
both automatically and manually from the AST augmented with
information related to control and data flow and tokens, while
NOFUS [73] employs features representing context and text of the
AST nodes. Finally, Blanc et al. [19] apply pattern matching to
compare the AST representation of code against subtrees repre-
senting obfuscating transformations. Sheneamer et al. [?] proposed
a machine learning-based framework for detecting Java code clones
and obfuscated code in target pairs of codes. Their framework re-
lies on the use of an ensemble of various state-of-the-art classi-
fication models, such as Naive Bayes, LibLinear SVM, Random
Forest, and others, fed with features derived from Java bytecode
dependency graphs (BDG), program dependency graphs (PDG)
and abstract syntax trees (AST). The framework was tested for
the detection of obfuscating transformations such as contraction,

expansion, loop transformation, and renaming.

3.1.3 Binary Code

While the scientific literature abounds with numerous papers ad-
dressing obfuscation detection in Android and JavaScript environ-

ments, the research on obfuscation detection in binary programs
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remains relatively underexplored. REDIR [148] is a framework
for static detection of anti-debugging obfuscating transformations
that relies on a rule engine sensemaking process with the aid of
intermediate representation. However, the choose of BAP as inter-
mediate language limits the efficiency of the proposal, due to the
inability of BAP to produce anti-debugging methods that gen-
erate cycles such as loops. Salem et al. [135] discuss the use of
Term Frequency Inverse Document Frequency (TF-IDF) features
to feed machine learning models, including Naive Bayes and De-
cision Tree. Tofighi-Shirazi et al. [154] present a framework based
on the combination of semantic reasoning and advanced machine
learning. Jiang et al. [66] use a hybrid neural network model called
GCN-LSTM, resulting from the combination of Graph Convolu-
tional Network (GCN) and Long Short-Term Memory (LSTM) to
detect obfuscation in x86 assembly code at function-level. Dyn-
ODet [78] is a dynamic obfuscation detection tool based on binary
instrumentation, able to distinguish six obfuscating transforma-
tions commonly found in benign code, such as self-modification,
section mislabel obfuscation, dynamically generated code, uncon-
ditional to conditional branch obfuscation, exception-base obfus-
cation, and overlapping code sequences, from obfuscation in mali-
cious code.

Various studies have tackled the issue of Binary Code Sim-
ilarity Analysis (BCSA), aiming to discern similarities between

code segments optimized at different levels and under obfuscation
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transformations. BCSA finds utility in several security-related do-
mains, such as detecting plagiarism and uncovering vulnerabilities.
Nonetheless, conducting novel research in this realm is challenging
due to the absence of easily interpretable machine learning tech-
niques and a scarcity of publicly available source code and datasets
in the existing literature. BCSA also can be employed the task of
obfuscation detection, as it allows for the comparison of obfus-
cated binary code from a program with a known, non-obfuscated
version of the same program. This enables the identification of dis-
crepancies that may arise as a consequence of obfuscation. TREX
[117] is a machine learning-based tool able to match functions sim-
ilar from a semantic perspective, by looking at the semantics of
their execution. TREX was trained on the execution semantics
of functions inferred from their dynamic traces. OFCI [122] en-
ables the identification of function clones in obfuscated binaries.
This framework examines execution traces to inspect the effect of
known function calls on function similarity. However, the frame-
work results show mixed precision and recall values. Kim et al.
[79] proposed TIKNIB, a BCSA utility that employs simple inter-
pretable models. The results achieved by TIKNIB resemble those
of state-of-the-art deep leatning-based tools. IFattn [65] is a tool
for binary code semantic similarity detection which merges basic

presemantic features yielding to more expressive semantic features.
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3.2 Explainable Artificial Intelligence

Making Al models understandable to human users is a major dif-
ficulty and has given rise to the important topic of Explainable
AT (XAI). It is especially pertinent in the field of cybersecurity,
where Al-based cybersecurity solutions may have an advantage
over conventional solutions in terms of performance, but may fall
short in terms of being able to explain and make sense of the out-
comes (ranging from detection and prediction to reasoning and
decision-making) to humans. A widely accepted taxonomy of XAl

techniques is as follows:

e Model Agnostic/Specific: If the interpretation technique is lim-
ited to a certain model, it is considered model-specific. Other-
wise, it is referred to as model-agnostic. Agnostic approaches
can make any machine learning model more interpretable, but
they may or may not have access to internal model data such
as weights and structural information.

e Intrinsic/Extrinsic: Models can be either interpretable in and
of themselves (intrinsic) or require interpretation techniques
to be applied after training in order to be made interpretable
(extrinsic). Intrinsic models include decision trees and other
straightforward models, while the application of interpretation
techniques post-training is extrinsic.

e Local/Global: Local interpretation refers to techniques that rep-

resent a single instance of a model’s behavior, while global
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interpretation refers to techniques that describe the complete

dataset.

3.2.1 Model Interpretability using SHAP

The SHapley Additive exPlanations (SHAP) method is an ap-
proach rooted in cooperative game theory and specifically in the
calculation of the Shapley value [145]. This value is a measure of
the influence of a player in forming coalitions. A coalitional game
in game theory is composed of a set of N players and a character-
istic function, v, which maps player subsets, S C 1,2,--- , N, to
a real value, v(5), that represents the collective payoff obtained
by the players in the subset when they cooperate. The Shapley
value is calculated as a weighted average of a player’s marginal
contributions to all possible player subsets, where the marginal
contribution, Awv(i,S), of player i with respect to coalition S is
defined as the additional value generated by the inclusion of player
¢ in the coalition. In the context of XAI, given a model prediction,
m(fi1, fa, -+, fa), features 1 through d can be viewed as players
in a game, where the payoff, v(5), with S C fi, fo, -+, fn, is a
scalar prediction calculated from a subset of feature values. The
calculation of the Shapley value, ¢;, of each feature can then be

seen as the contribution of the feature to the model prediction:

¢pi=» SCF \@'|S|!<‘F‘|;|!|S| — 1)Av(i, S) (3.1)
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where F'is the set of all features, S is a subset of F', and Av(i, S)
is the marginal contribution of feature 7, i.e., the difference between
the model prediction with feature ¢ and the model prediction with-
out feature i. Computing the exact Shapley value requires evalu-
ating the characteristic function a factorial number of times and
the algorithm has a computational complexity of O(2"), where n is
the number of features. This makes it computationally infeasible to
train a ML classifier on all possible feature subsets and to compute
the exact Shapley value. To address this issue, several approxima-
tion techniques for efficiently calculating the Shapley value have
been proposed in recent years. These methods differ in their as-
sumptions and computational methods for approximating m(i, S)
in Equation 3.1 with E[f(z)|zs], which is the expected value of

the function conditioned on a subset S of the input features.

3.3 Proposal

The methodology presented consists of a machine learning-based
approach for obfuscation detection with the application of XAl to
detect how features related to program properties were affected
from specific transformations. In order to conduct our study, two
different datasets were built of 8610 tuples and 12 features each,
combining non obfuscated and obfuscated programs. The method-
ology followed during the process of creation of the two datasets

is summarized in Figure 3.1. First of all, the GNU coreutils
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Fig. 3.1. Dataset generation

utilities' using both the GNU Compiler Collection? (GCC) versions
4.9.4, 5.5.0, 6.4.0, 7.3.0, and 8.2.0, as well as Clang® versions 4.0,
5.0, 6.0, and 7.0 were compiled. Compiler optimization too was
taken into account, since it plays a role resembling that of ob-
fuscation, by transforming the original code into a new form in
order to improve performance and/or code size at the expense
of compilation time and possibly the ability to debug the pro-
gram Five different optimization levels were used, ranging from
00 to 03, plus the code size optimization option Os. The reason
behind the choice of taking into consideration multiple optimiza-
tion levels is to empower the classification process by enhancing
the classification model to be able to distinguish between obfuscat-
ing transformations and optimization. Conversely, the obfuscated
binaries were generated by compiling the source code by means
of Obfuscator-LLVM [71]. For each dataset a distinct obfuscating
transformation was utilized: Control-Flow Flattening and Bogus

Control Flow. As the name implies, the Control Flow Flatten-

! https://www.gnu.org/software/coreutils/

2 https://gce.gnu.org/
3 https://clang.llvm.org/
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ing [158, 88] transformation completely flattens the control flow
graph of a program. M ore in detail, the connections between ba-
sic blocks, including both conditional and unconditional edges, are
redirected to a dispatcher node. The dispatcher node employs an
artificial variable to determine the subsequent block to which to
jump. This variable is updated at the conclusion of each individ-
ual basic block. The Bogus Control Flow transformation works
by modifying a function call graph by adding new basic blocks,
situated prior to the original basic blocks. This new basic blocks
incorporates an opaque predicate, followed by a conditional jump
to the original basic block. Additionally, the original basic block
is replicated, and randomly selected junk instructions are inserted
to fill the duplicated block. This method offers a modified func-
tion call graph, as the execution path is altered through the use
of the opaque predicate and the conditional jump. The utiliza-
tion of junk instructions in the replicated basic block serves to
further obfuscate the code. We implemented a feature extraction
script to obtain a set of 12 features, reported in table 3.1, includ-
ing the class label, representing relevant properties of the target
program. It is important to note that all the features are func-
tion related, since the chosen obfuscating transformation can be
applied to specific functions. The mechanism of feature extraction
utilized in this study is purely static in nature. This approach was
deemed necessary to simulate a realistic scenario where the exe-

cution of obfuscated code may result in the execution of malicious
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code. Hence, a static extraction methodology was employed with
the intention of eventually incorporating our approach into a de-
tection system so that alerts can be generated when obfuscating

transformations are identified.

Table 3.1. Extracted features

Feature Meaning
focyc_complex Cyclomatic complexity
fcycle_cost Function cycles cost
floop_count Loop count
fn_bb Number of basic block
f-n_locals Number of local variables
frarit Percentage of arithmetic instructions
flogic Percentage of logic instructions
f-control_flow Percentage of control flow instructions (e.g. jmp)
fostack Percentage of stack operations (e.g. push and pop)
frmemory Percentage of memory access operations
f-program_flow|Percentage of program flow instructions (e.g. call and ret)

Our datasets were preprocessed and fed into a XGBoost classi-
fier with a k-fold cross wvalidation step. The choice of XGBoost
came from its strengths, such as the ability to produce inter-
pretable models, as the algorithm is based on decision trees that
can be visualized and analyzed. This makes it easier to under-
stand the relationships between features and predictions, and to
provide explanations for individual predictions. Additionally, XG-
Boost has been integrated with various XAI techniques, such as

feature importance scores and partial dependence plots, which can
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help to provide further insights into the decision-making process
of the model. In our analysis, we use the SHapley Additive exPla-
nations (SHAP) [97] as a game theoretic approach to explain the
output of our machine learning model due to its several advan-
tages over other popular methods. One of the main advantages of
using SHAP is that it is an extrinsic technique, which makes it
suitable for ex-post analysis. SHAP is also model-agnostic, which
means that it can be used with a wide range of models, includ-
ing XGBoost. This is in contrast to other popular methods such
as Lime [127] and Anchors [128], which are local-based and have
limitations when it comes to being used with different models.
Additionally, while Gradient-weighted Class Activation Mapping
(GRAD-CAM) [140] and other gradient-based approaches are ex-
trinsic, they are model-specific and may not be suitable for all
models. The use of SHAP not only provides a local interpretation
of a prediction, but it also provides a global interpretation. This
means that it can provide a comprehensive understanding of how
a prediction was made, taking into account all of the features used
in the model. This is especially important for interpretability and
understanding the reasoning behind a prediction. In this paper, we
make use of a TreeExplainer [95], which is an efficient algorithm
for computing SHAP values for additive tree-based models such
as random forests and gradient boosting machines. The core idea
behind the algorithm is to estimate E[f(x)|zg] by observing the

proportion of training set samples that match the condition xg
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Table 3.2. Detection results

Control-Flow Flattening Bogus Control-Flow
Accuracy 0.996 0.984
Precision 0.997 0.985

Recall 0.974 0.888
F1-score 0.985 0.934

and fall into each leaf node. The major advantage of this method
is that it reduces the computational complexity of exact SHAP
value computation from exponential to low order polynomial for
trees and sums of trees (since the SHAP values of a sum of two
functions is the sum of the original functions” SHAP values)[96].
Finally, it is important to notice that SHAP does not rely on a

feature independence assumption.

3.4 Results

The results of the obfuscation detection task are presented in Ta-
ble 3.2. It can be observed that exceptional rates are achieved
in both datasets, reinforcing the hypothesis that obfuscation de-
tection can be effectively performed through a machine learning
(ML) based approach utilizing static features. Despite the robust
evidence of the quality and efficacy of the obfuscation detection
approach provided by the results, the focus of this study extends
beyond mere detection performance. Of greater interest is gain-
ing insights into the obfuscation process by analyzing how each

obfuscating transformation influences the features and using this
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Fig. 3.3. Global Feature Importance: Flattening Transformation

information to detect obfuscation or invariant features. Invariant
features, in particular, are valuable as they can be utilized to gen-
erate malware signatures that are resistant to obfuscation. As de-
picted in Figures 3.2, 3.4, 3.3 and 3.5, the features involved in
each obfuscating transformation are notably distinct and they of-

fer many points of reflection.
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It is extremely interesting, for example, to note how some fea-
tures are significative only when they assume a low or high value.
As an example, let us take into consideration the value of cyclo-
matic complexity (a measure of the number of linearly independent

paths through the function source code). In Figure 3.5 we can ob-
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f control flow

serve that when its value is high, then there are high chances that
the program has not been flattened, but we cannot state the in-
verse if the value is high. This outcome of the XAI procedure is
of great significance as it enables us, through examination of the
extracted features of a given sample, to determine which obfus-
cating transformation was applied. This information is extremely
valuable in the task of deobfuscation and reverse engineering. The
results of the correlation matrices in figures 3.6 and 3.7 gener-
ated using SHAP suggest that there is a low level of correlation

among the features in the datasets. We can observe that the simi-
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Fig. 3.7. Correlation Plot: Flattening Transformation

larity of the experiments, both related to control transformations,
is reflected on the similarity of the correlation matrices. The low
level of correlation indicates that the features in the datasets are
relatively independent and therefore likely to provide unique in-

formation about the transformations under investigation.
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Malware Detection

The proliferation of the Internet of Things (IoT) has given rise
to a significant issue in malware detection, whereby a substantial
portion of malware comprises repurposed versions of existing mal-
ware, recompiled to function on new architectures such as ARM
and MIPS. This poses a formidable challenge to signature-based
malware detection systems, as the compiled variants differ signif-
icantly due to the distinct instruction sets employed by IoT de-
vices. Consequently, virus authors easily achieve one of their pri-
mary objectives, namely, evading antivirus scanners through the
straightforward adaptation of their preexisting source code. To
address this problem, it becomes evident that a paradigm shift is
required. Instead of solely focusing on the generated code, a higher
level of comprehension must be embraced, wherein considerations
pertaining to the instruction set and architecture cease to be de-
cisive factors in categorizing a program as malicious or benign.
In this Chapter, the proposal of a novel approach for enhancing

signature scanning called SigIL [47] is discussed, along with an
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analysis of current state-of-the-art solutions and their main limi-
tations. The novelty of the proposal made by my co-authors and
I relies in a shift of the focus of analysis, from a binary level to
its intermediate representation. The rest of this Chapter is orga-
nized as follows: in Section 4.1 an overview of traditional malware
detection techniques is provided. Section 4.2 discusses current re-
search carried out in the realm of signature scanning and pattern
matching. Section 4.3 provides basic notions of Intermediate Rep-
resentation and Section 4.4 introduces SiglL and explains its inner

workings.

4.1 Traditional Malware Detection Techniques

The traditional approach to malware detection is primarily rooted
in the utilization of signatures and cryptographic hashes. A signa-
ture is an invariant sequence of bytes, most of the times extracted
from the application code or raw file content, that is useful in order
to uniquely identify a specific malware. More formally, following
the definition in [20], Let P represent the set of software programs,
and let M C P be the set of malicious programs. We associate M
with a set of signatures, denoted as M. A detector, denoted as
D : PxM — 0,1, operates on these signatures. Therefore, we
assert that a program p is considered detected if there exists a
signature m € M such that D(p, m) = 1. When we apply this def-

inition to the conventional signature scanning method, the set M
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encompasses the collection of all known malware string signatures.
The corresponding detector is defined as follows: D(p,m) = 1 if
m is a substring of p, and D(p, m) = 0 otherwise.

In the field of malware detection, a program signature can be
compared to those of known malicious programs, in order to de-
tect if the target program is benign or not. Another conventional
approach utilized in the realm of malware detection is based on
the utilization of cryptographic hashes. A cryptographic hash, also
known as a message digest, is a fixed-length value derived from a
cryptographic hash algorithm. This algorithm takes a program of
arbitrary size as input and produces a hash that represents the
program. By comparing the cryptographic hash of a target pro-
gram to that of a known program, malicious behaviors can be
detected. Traditional techniques such as signature scanning and
cryptographic hashing exhibit significant weaknesses, as they are
only capable of detecting a file if it contains the exact sequence of
bytes representing the signature, or if two files are entirely iden-
tical. In signature-based detection, even a slight alteration of a
single bit within the byte sequence representing a signature can
lead to the failure of the signature matching mechanisms, resulting
in false negatives. Similarly, in the case of cryptographic hashes,
even the change of a single bit of the input program will produce
a completely different cryptographic hash as the output. This is
a limit in the malware detection application, where virus writers

rely on obfuscation to hide the functionality of their code.
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4.2 State of the art

Several approaches have been explored with the aim of identi-
fying malicious patterns through signature scanning and pattern
matching techniques. One of the most popular tools in this regard
is YARA [8], which is commonly utilized within many antivirus
software. YARA is a powerful pattern-matching tool that allows
for the creation and detection of signatures based on sequences of
bytes. By employing a flexible rule-based syntax, YARA enables
analysts to define complex patterns and conditions for identifying
specific malware or other program attributes. While YARA is a
valuable resource, it is important to acknowledge its limitations:
one of the primary constraints lies in the reliance on byte-level
signatures, which can be susceptible to obfuscation techniques
employed by adversaries. Malicious actors may employ various
methods to evade signature-based detection, such as encryption,
polymorphism, or packing, which can alter the byte-level repre-
sentation of the program and render the signatures ineffective.
Alternative approaches are employed for malware detection to as-
sess program similarity, by means of different types of signatures,
such as program hashes. Hash-based signatures involve generat-
ing unique hash values for programs and comparing them with
known hashes to determine similarity. This approach is effective

in identifying identical or near-identical programs, regardless of
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their byte-level representation. Hashdeep! employs rolling hash
algorithms to calculate and store file or data block hashes, en-
abling efficient comparison for similarity detection. However, it
may not capture fine-grained differences within files, potentially
leading to false negatives. Fuzzy hashing, utilized by tools like
ssdeep [81] and tlsh [111], involves dividing files into blocks, com-
puting block hash values, and concatenating them to create a fuzzy
hash. Ssdeep can handle variations within files, offering a more ro-
bust measure of similarity compared to traditional cryptographic
hash functions, along with a scoring mechanism to quantify simi-
larity. Tlsh employs locality-sensitive hashing, focusing on statisti-
cal data properties to calculate a hash value representing local file
structure, suitable for identifying similar files within large datasets.
SDhash [131] utilizes locality-sensitive hashing (LSH) to identify
file similarities based on the statistical distribution of short con-
tiguous blocks within files, making it valuable for near-duplicate
or closely related file detection.

Some recent endeavors have delved into the domain of graph
matching for enhanced detection capabilities, where Control Flow
Graphs (CFGs) are employed as program signatures. Specifically,
these approaches involve the generation of CFGs from the pro-
grams under analysis, which are subsequently compared against
a database of CFGs associated with known malware instances

20, 6, 26].

! https://github.com/jessek /hashdeep
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Several approaches leveraging machine learning and deep learn-
ing techniques have also been proposed for malware detection
[27, 52, 136] or other analysis techniques based on ad-hoc encoding
of security related data [60, 59, 56]. Some of these methods specif-
ically exploit features extracted from intermediate program rep-
resentations [121, 171]. This entails using the intermediary forms
of programs to extract meaningful characteristics, ultimately en-
hancing the performance of machine learning models in identifying
malware and uncovering irregular patterns in software.

Other useful approaches to mitigate the variability introduced
by metamorphic transformations are code optimization [120], im-
posing an order on the instructions [85] and code normaliza-
tion [21]. These techniques all share the common objective of trans-
forming a program into a canonical form that is simpler in terms
of structure or syntax, while preserving the original semantics.
However, the effectiveness of these techniques is still limited to
the original architecture and instruction set, rendering them inad-
equate for the task of detecting the same malware repurposed for

different architectures.

4.3 Intermediate Representation

Intermediate Representation (IR) refers to a form of representa-
tion of source code internally generated by compilers during the

process of compilation into executable code. The conversion op-
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erated by compilers from source code to executable code can be
seen as a translation of a program written in one language into
another. In order to perform this translation, compilers rely on in-
ner structures such as a front end - able to understand the source
program and map it into the intermediate representation - and
a back end - that reads the intermediate representation of code
and translates it into the target machine language. While on one
hand, the utilization of intermediate representation introduces an
additional step in the translation process from source code to tar-
get code, on the other hand, it presents numerous advantages,
including heightened abstraction, establishing a clearer demarca-
tion between the front end and the back end, and introducing the
potential for re-targeting and cross-compilation. Additionally, the
generation of an intermediate representation of code enables new
optimizations which are applicable on this form of code. An IR can
take on various forms: semantic graphs such as an Abstract Syn-
tax Tree (AST) and Control Flow Graph (CFG), tuples such as
Static Single Assignment (SSA), stack codes and more. The choice
of a particular IR form in a compiler depends on several factors,
including the source programming language, the target architec-
ture, and the transformations and optimizations applied by the
compiler. The source programming language plays a crucial role
in determining the appropriate IR form: different languages have
specific syntactic and semantic features, and the IR needs to cap-

ture and represent those accurately. For example, an AST is often
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used as an intermediate representation for languages with complex
grammatical structures, as it maintains the hierarchical relation-
ships between different elements of the code. The target architec-
ture is a critical aspect, since compilers often generate machine
code specific to a particular architecture. To optimize the gener-
ated code for the target architecture, the IR must be structured
in a way that enables efficient instruction scheduling, register al-
location, and other architecture-specific optimizations. Different
types of Intermediate Representations (IR) exist, varying in their
expressiveness, depending on the desired outcome. They can be

categorized as:

e High-level IRs: These are highly readable and closely resemble
high-level programming languages.

o Medium-Level IRs: Mid-level IRs offer a certain level of ab-
straction while maintaining independence from the underlying
architecture.

e Low-level IRs: In this case, the intermediate representation
aligns closely and is even dependent on the specific architecture
for which the program is being compiled. However, it explicitly
addresses memory management concerns, such as stack pointer

management and parameter passing mechanisms.

IRs find utility not only within the scope of compilers for the
purpose of optimizing the resultant target code, but also in the

domain of binary analysis tools. The latter employ IRs as a means



4.4 SiglL 51

to abstract and encapsulate any architectural aspect of a binary
program that pertains to the specific architecture for which it has

been compiled.

4.4 SiglL

SIGIL (Signature scanning on Intermediate Language) is a novel
framework for conducting signature scanning, with the objective
of detecting malicious behaviors within compiled programs. While
traditional signature scanning techniques target specific patterns
within sequences of bytes, we shift our focus to the IR of the
code. To achieve this, the framework that my co-authors and I
proposed relies on the generation of a set of rules, exhibiting a
syntax akin to that of YARA, yet referencing a specific intermedi-
ate language rather than byte sequences. By shifting our focus to
the IR, our framework offers several distinct advantages. Firstly, it
enables a higher level of abstraction, allowing for the detection of
malicious behaviors independent of the underlying architecture’s
nuances. This enhances the versatility and adaptability of the scan-
ning process, facilitating the detection of threats across multiple
architectures without the need for architecture-specific rule sets.
Secondly, the compactness of IR, due to features such as the sim-
plified representation of code, allows for concise rule composition,
eliminating unnecessary complexity and facilitating more stream-

lined and compact rule definitions. It is important to underline
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that there is a wide range of software available for performing
the translation from machine code to IR, commonly referred to
as “lifting”. Therefore, in contrast to the development of complex
software for code normalization, code optimization, and other ad
hoc approaches, it is unnecessary to implement brand new com-
plicated software. Instead, we can leverage existing projects that
are routinely utilized by compilers and binary analysis tools for
the lifting phase. Moreover, our framework’s approach mitigates
the challenges posed by code obfuscation techniques: by analyz-
ing the code’s IR, our rules can capture patterns and behaviors
that persist even when traditional byte sequences are obscured or
modified. This resilience to obfuscation enhances the accuracy and
reliability of the scanning process, ensuring a higher detection rate
for malicious activities.

Our tool operates by taking two essential inputs: a target bi-

nary file and a rule file. The target binary file serves as the pri-
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mary source of analysis, while the rule file provides the necessary
guidelines for identifying specific patterns or signatures within the
binary file. The architecture of our tool, as depicted in Figure
4.1, consists of three interconnected modules, each serving a cru-
cial role in the analysis process. These modules are as follows: the
binary file lifting module, the rule file parsing module, and the
signature scanning module.

The lifting module performs the transformation of binary files
into an IR. We chose to use LLVM IR [89] as intermediate lan-
guage within our framework. We employ McSema % and 11vm-dis
3 to obtain the IR from the binaries under analysis. LLVM IR is a
low-level language that is employed by the LLVM framework dur-
ing the compilation process. It provides a set of instructions that
closely resemble machine code and can be optimized and com-
piled into native machine code for various target architectures.
The motivations behind our preference are due to its inherent
characteristics. LLVM IR operates at a higher level of abstrac-
tion as it represents a program’s behavior and semantics indepen-
dently of the source or target language. It provides a structured
and language-agnostic representation. LLVM IR is structured in
a three-address form. This form allows for more flexibility in ex-
pressing operations and dependencies between instructions. LLVM

IR also has the advantage of representing types, such as 132 for

2 https://github.com/lifting-bits/mcsema
3 https://llvm.org/docs/CommandGuide/llvm-dis.html
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a 32-bit integer, without being tied to specific registers. This ab-
straction from registers makes LLVM IR independent of the target
platform, meaning it can be optimized and generated into machine
code for different architectures. This feature allows us to abstract
code from specific hardware platforms, making it an ideal fit for
the vast and diverse architectures encountered in the realm of the
[oT.

The parsing module consists of a software component that,
based on a specific grammar, validates the correctness of the syn-
tax of the language by performing lexical and syntactic analysis,
adhering to the rules defined in the grammar. We imlemented this
module by using the Lark parsing toolkit*. It conducts lexical anal-
ysis of the rule files text by using the Look-Ahead Left-to-Right
(LALR) algorithm, ultimately resulting in the creation of an Ab-
stract Syntax Tree (AST) to capture the hierarchical structure
and semantics of the rules. Finally, the signature scanning module
is responsible for comparing the IR of the code against the pro-
vided rules. By representing the rules as an AST, the tool gains
several advantages in terms of matching code against the rule set.
The AST serves as a structured blueprint, providing a clear under-
standing of the rule hierarchy and the corresponding conditions for
matching. It enables the tool to navigate through the binary file’s
representation and identify potential matches based on the rules’

defined patterns. The AST representation of the rules simplifies

4 https://github.com/lark-parser/lark
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the verification process, as it allows for precise rule evaluation.
Each node within the AST corresponds to a specific rule or con-
dition, and by traversing the tree, the tool can efficiently check
if the code in the binary file adheres to the rules’ requirements.
The AST facilitates the systematic examination of code sections,

making it easier to identify and validate matches.
Dealing with data and raw code.

Another crucial aspect of our tool is the ability to define signatures
based on the data of a software rather than its code. As depicted
in Figure 4.1, the signature scanning module takes both the lifted
program and the program itself as inputs. This enables the module
to search for the presence of a given signature not only in the
lifted code but also in raw code sections (in case of unaligned
malicious code) and the data sections of the binary. Consequently,
we can define signatures that are associated with specific strings,
IP addresses, or other conventional patterns commonly utilized in
malware signature creation, even if they are unrelated to sequences

of instructions.
Wildcard scanning support.

SicIL fully supports and integrates wildcard scanning, a valuable
technique utilized in signature-based malware detection systems
to improve the flexibility and effectiveness of signature matching

algorithms. By incorporating wildcard characters or placeholders
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into signature patterns, SIGIL is able to identify malware variants
that share similarities but are not exact matches. Wildcards allow
for matching any value or a range of values at specific positions
within the scanned data, thereby facilitating the detection of sub-

tle modifications or obfuscation techniques employed by malware.

4.5 Example

In this section, we present a signature in the IR domain that en-
ables the detection of the socket function invocation and ver-
ifies the connection to a specific IP address. This signature is
designed to be architecture-agnostic and allows for the identifi-
cation of a given behaviour across different architectures. This
demonstration serves as a preliminary showcase, providing insight
into SIGIL’s operation and capabilities. The signature, named
socket_and_ip detection, is defined in the SIGIL rule syntax

as shown in Code 4.1.

rule socket_and_ip_detection {
meta:
description = "Detects socket func

and presence of a given IP addr"

condition:
exists(

call(
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return_type = "1i32",
name = "socket",
arguments = [
{ type = "i32" },
{ type = "i32" },
{ type = "i32" }
]
)
) and
exists(
data(
name = "

command_and_control_ip",
type = "i8x",
content = "111.222.333.444"

Listing 4.1. Exzample of SigIL usage

The signature consists of two conditions. The first condition
uses the exists keyword with a call instruction to detect the in-
vocation of the socket function. The call instruction uses "i32"
as both the return_type and the arguments to match the socket

function prototype. The second condition utilizes the exists key-
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word with a data instruction to detect the presence of a specific IP
address. By combining these conditions, the signature allows for
the cross-architecture detection of connections to command and
control servers. By abstracting away architectural specifics, when
applied using the SIGIL tool, this signature facilitates the identifi-
cation of malware across different architectures, providing robust

and consistent detection capabilities.
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Firmware dynamic analysis

Conventional analysis methods are often not suitable for the IoT
environment: the dynamic analysis of the firmware of these devices
typically requires that code is not executed in the device’s native
execution environment, but in a controlled one. The reason behind
this is manifold. First of all, the use of dynamic analysis on the
native device may require expensive hardware which may not be
readily available to the analyst and that may be prone to dam-
age during testing. Also, it can be hard to supply inputs to guide
analysis (as happens with fuzzing), and debugging. As explained
in [134] using fuzzing, it is hard to detect memory corruption vul-
nerabilities on low-cost bare-metal devices lacking security mech-
anisms, because of the lack of visible effects. While, in theory, the
possibility of using the device’s ports for debugging exists, these
ports are often obscured or inaccessible. Additionally, with phys-
ical hardware it is not feasible to perform concurrent executions,

which is essential for dynamic analysis.
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For this purpose, we rely on the emulation of the firmware,
better known as firmware re-hosting. This process separates the
firmware from the hardware and emulates it to run on a different
architecture without the need for actual hardware. Firmware re-
hosting offers several benefits, including the ability to execute in a
controlled environment, use debuggers for greater insight, concen-
trate solely on software components, and benefit from scalability.
However, that of firmware re-hosting is a challenging task due to
the fact that the firmware frequently retrieves input directly from
the device peripherals, which can have their own unique access
definitions and different configurations and interfaces.

Several solutions have been proposed in literature for firmware
re-hosting, based on approaches such as hardware-in-the-loop, low-
level abstractions, learning, or symbolic execution. Despite the sig-
nificant progress that has been made in the area of automated
re-hosting and analysis of firmware, the current solutions come
with drawbacks. While the hardware-in-the-loop approach has its
advantages, it is often not feasible due to the difficulty or im-
possibility of obtaining real hardware, or the risk of damaging
expensive components during large-scale automated analysis. Ap-
proaches based on abstractions usually incorporate binary instru-
mentation techniques to intercept calls to functions that inter-
act with the hardware. Binary instrumentation adds a substantial
overhead to an already slow emulation environment and severely

impacts the performance of dynamic vulnerability discovery tech-
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niques like fuzzing, which requires an high number of executions
of binary code to take place.

This Chapter has different goals: we analyze the current so-
lutions adopted in literature to enable dynamic analysis on the
re-hosted firmware and their limitations. We offer our point of
view on how progress can be made in this context in order to
enable faster vulnerability discovery processes by using tradition-
ally employed techniques such as fuzzing. In particular, we discuss
our idea of replacing the device peripherals and the interactions
between the firmware and hardware with high level operations,
bringing all the firmware functioning at the software level. This
Chapter directly addresses a crucial aspect within the broader do-
main of the device edge cloud continuum. By exploring the security
challenges and vulnerabilities of IoT devices, specifically focusing
on firmware re-hosting and dynamic analysis, our research aligns
with the overarching theme of advancing paradigms, architectures,
and applications in this interconnected landscape.

The rest of this Chapter is organized as follows: Section 5.1 pro-
vides some basic knowledge on firmware re-hosting and outlines a
background on program analysis techniques, such as fuzzing, and
different analysis levels. Section 5.2 gives a deeper explanation
of the firmware re-hosting problem, along with an analysis of the
challenges researches have to face when dealing with such problem.
Section 5.3 explores current approaches employed to overcome the

difficulties met when re-hosting firmware. Finally, Section 5.4 de-
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scribes a novel approach to enable security assessment techniques
such as fuzzing on re-hosted firmware that my co-authors and I

presented in the article [46].

5.1 Background

Program analysis plays a crucial role when dealing with the secu-
rity assessment of software systems and, over the years, there has
been significant progress in the development of new techniques and
methodologies to accomplish this task. Great effort has been put
to make the process of program analysis scalable, leading to the de-
velopment of dynamic analysis tools such as fuzzers and symbolic
execution engines, that allow to analyze binary programs that, as
often occurs, do not come with their source code. Popular exam-
ples in the security community of tools for fuzzing and symbolic
execution are AFL [1] and angr [146]. However, program analy-
sis tools, especially when performing dynamic analysis, need high
levels of parallelism and scalability to function properly, which
necessitates moving the execution into an emulated environment.

With the advent of IoT, the use of such tools, firstly meant to be
applied on desktop and mobile systems, has been extended to vari-
ous devices and their firmware. The necessity to shift the execution
to a virtual environment in the case of firmware is supported by its
dependency on the hardware, which limits the ability to observe

its behavior. For example, in order to perform security testing of a



5.1 Background 63

firmware by means of fuzzing, it would be often necessary to sub-
stitute the values derived from peripheral interactions with inputs
generated by a fuzzer. It follows the execution must be taken out of
its native environment and performed into an emulated and con-
trolled environment, without involving physical components. The
process of emulating a firmware in a way that accurately replicates
its behavior on real hardware is referred to as re-hosting. Firmware
re-hosting allows to thoroughly examine and manipulate firmware
in manners that are not feasible on physical hardware and of-
fers many benefits to analysts, including the ability to limit the
scope of analysis to software components alone, while providing
scalability. In this way, no physical embedded component of the
device is necessary for the security analysis process to be held and
the program execution can be attached to debuggers, making it
possible to get a more in-depth understanding of program execu-
tion. Unfortunately, the task of firmware re-hosting is not without
challenges, since while running the firmware interacts with pe-
ripherals. It follows that in order to gain a properly functioning
emulation of the embedded system, firmware re-hosting implies
modeling, along the CPU, the behavior of the device peripher-
als. Peripherals fall in two categories: on-chip peripherals include
components such as timers, bus controllers, networking elements,
and serial ports, while off-chip peripherals include sensors, actu-
ators, external storage devices, and other circuit board circuitry

that is accessed via on-chip peripherals. Specifically, on-chip pe-
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ripherals, such as General Purpose Input/Output (GPIO) or bus
interfaces like Inter-Integrated Circuit (12C) and Serial Peripheral
Interface (SPI), intermediate the firmware and off-chip peripherals
communications and are typically controlled by the CPU through
Memory Mapped Input/Output (MMIO), allowing programs to
access them via memory. The absence of these components can re-
sult in the firmware crashing or producing outcomes that deviate
from those generated when real hardware is employed and since
a good many of system functions involve interactions with both
on-chip and off-chip peripherals, realizing a proper emulation of

them is vital.

5.1.1 Vulnerability discovery techniques

As we stated, there are some popular dynamic analysis techniques
employed during the vulnerability discovery process of a system
that benefit from its emulation. In this Section we briefly outline

some of the most popular dynamic analysis methodologies.

Fuzzing

The goal of fuzzing is to identify inputs that cause the program to
behave in unexpected ways or even crash, revealing the presence of
vulnerabilities, bugs or other security issues in the programs that
could be exploited by attackers. During fuzzing, a large number
of values randomly o semi-randomly generated by a fuzzer are

given as input to the target program, which then is monitored for
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possible crashes, errors, or unexpected outputs. Popular fuzzers

are AFL [1], libfuzzer ! and Honggfuzz 2.

Concolic execution

combines symbolic execution and concrete execution to analyze the
behavior of computer programs. It runs the program with concrete
inputs while maintaining a symbolic state. It is also known as
dynamic symbolic execution and it is different from static symbolic
execution as it explores only one path at a time, determined by the
concrete inputs. To explore different paths, the technique "flips”
path constraints and uses a constraint solver to calculate concrete

inputs that result in alternative branches.

Binary instrumentation

is used to gather information about the behavior and performances
of an executable by adding code to the compiled binary. Instru-
mentation is meant to track and record data about program execu-
tion, such as function call information, memory accesses, and per-
formance metrics, which can be used used for a variety of purposes,
such as debugging, testing, profiling, and other security analysis.
The instrumentation process is performed at the machine code
level, making it platform-independent, and can be used to ana-

lyze a wide range of software, including low-level system code,

! https://llvm.org/docs/LibFuzzer.html
2 https://github.com/google/honggfuzz
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firmware, and high-level applications. However, binary instrumen-
tation can also introduce overhead at the program execution, as
the added code can slow down the program and consume more

memory.

5.1.2 Analysis levels

The software security analysis of an embedded system can be per-
formed at different levels: full-system, process level, or application

level.

e With full-system emulation the firmware is meant to run
inside a virtual environment recreated by an emulator, which is
supposed to mimic any component of the original system, from
the processor to the hardware peripherals. This approach is able
to test the system in every aspect, allowing to generate the same
data and behavior of the original target system, but it is the
hardest to achieve, as well as slower when compared to other
levels of emulation. Full-system emulation is possible by means
of base emulators such as QEMU and Simics, although they
only provide a small set of peripherals, which does not cover
the wide and diverse range of possible hardware in embedded
systems.

e The analysis at process level allows the emulation of specific
processes behavior inside the target system. The execution of
the processes can be performed inside the native system or a

different hardware platform with an operating system provid-
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ing an execution environment that resembles the native one.
Emulators such as QEMU and Simics allow the process level
analysis though the user mode emulation. Process level em-
ulation is faster than the full-system emulation, however the
results of the analysis may differ from the reality if the emu-
lated execution environment is not faithful to the original, thus
compromising the vulnerability discovery process.

e Analysis at the application level consists in analyzing the sin-
gle application that can run in the native target system. This
can be done both statically by extracting application-specific
data or dynamically, by running the application itself. The lim-
itation of the static approach is that reducing the analysis to
the evaluation of statically extracted data can detect existing
vulnerabilities in the specific application, but not within the
system that interacts with that application. In the case of dy-
namic analysis, the execution is usually carried in the native
execution environment. This analysis level is faster than the
others, since it does not require the emulation of the system
or process, however the emulation may not be accurate if the
target application depends on native hardware features not sup-

ported by the execution environment.

A problem encountered when full system emulation is not in-
volved is that the host platform used to run the firmware is not
necessarily capable of supporting the use of dynamic analysis

tools. This results from the fact that IoT systems are generally
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lightweight and have reduced computing and storage resources,

compared to traditional systems.

5.2 Motivation

Firmware re-hosting in IoT devices constitutes a significant chal-
lenge due to the wide heterogeneity involved in both hardware and
software components, especially in comparison to desktop and mo-
bile systems where the standardized execution environments and
limited number of operating systems and architectures make the
issue much easier to handle. The creation of a single generic em-
ulator that is capable of hosting transparently a certain firmware
turns out to be a highly impractical goal due to the remarkable
diversity of existing embedded systems and architecture designs,
as well as the proprietary nature of some chip designs. This diver-
sity results from the combination of various hardware architectures
(x86, ARM, MIPS, and so on), different types of embedded periph-
erals, multiple operating systems, and customized configurations
and interfaces. The conjunction of these factors leads to a long list
of realizable embedded systems, making it challenging to design a
general emulator for firmware re-hosting.

These challenges have encouraged the development of a variety
of emulation solutions. A widely adopted approach is the hardware-
in-the-loop (HITL) [170, 72, 82, 152], in which the firmware is only

partially emulated and whenever an unsupported I/O operation
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is attempted, the request is redirected to the hardware itself. In
HITL, the firmware interacts with a hardware platform that mim-
ics the real hardware. The platform might be an actual piece of
hardware or a hardware simulator, and provides the necessary pe-
ripheral interfaces and inputs/outputs that the firmware requires
to function correctly. This lessens the need for access to the real
target hardware and enables testing and evaluation of the firmware
in a controlled environment. Various studies employ operating sys-
tem and/or hardware abstractions [29, 37, 33| to take advantage
of the abstraction layer provided by the firmware. An operating
system abstraction is a layer of software that provides a standard
interface for the firmware to interact with the hardware, while an
hardware abstraction provides a similar layer of abstraction, but
it is specific to the hardware being used. Such abstractions pro-
vide high-level representations of the underlying hardware, thus
enabling the firmware to interact with the hardware in a man-
ner that is independent of the actual hardware’s implementation.
Conversely, other studies aim for full-system emulation [55, 45, 25]
without the presence of actual hardware. With full-system emu-
lation the behavior of an entire embedded system, including the
firmware and the underlying hardware, is recreated in a virtual en-
vironment. These works focus on the automated creation of mod-
els that describe the interactions between firmware and hardware,
allowing for the replaying of these interactions without a direct

connection to the specific device or even the learning of these in-
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teractions through models generated from recorded real interac-
tions. Once the software and hardware models have been created,
they can be integrated into a virtual environment that simulates
the behavior of the real system. The virtual environment can be
used to test and evaluate the firmware in a manner that is inde-
pendent of the underlying hardware. This makes it possible to test
and evaluate firmware on different hardware platforms, or even on
platforms that do not yet exist, without the need for access to the
actual hardware.

Although much improvement has been made to handle the
firmware re-hosting challenge, the currently approaches come with
limitations. HITL-based solutions are effective in enabling inter-
activity and allowing testers to utilize dynamic analysis tools to
input data into the firmware. However, this method introduces
latency in the forwarding process, thus impeding the execution
speed, reducing parallelism and scalability, and limiting its per-
formance as a testing approach. Furthermore, HITL still entails
a substantial tie between the firmware and hardware. Methods
that rely on operating system or hardware abstractions exceed
the HITL drawbacks, though these approaches have limitations
in terms of the types of firmware they can handle. Indeed, in or-
der to accommodate a broad spectrum of firmware, it is crucial for
emulators to be devoid of high-level abstractions. Finally, learning-
based solutions still require interactions with real hardware to col-

lect data on the peripherals behavior. To overcome the limitations



5.2 Motivation 71

of the currently adopted methodologies for re-hosting, we propose
a novel approach that takes advantage of binary rewriting tech-
niques. Binary rewriting is meant to modify the behaviour of a
compiled program without having its source code or recompiling
it, while keeping the binary executable. Binary rewriting can be
classified as either static or dynamic. Static binary rewriting in-
volves making modifications to the binary file and saving them
permanently, while dynamic binary rewriting modifies the binary
while it’s being executed, without making any permanent change.

Several binary rewriting methodologies have been proposed in
literature, including both static [14, 87, 126, 157, 155] and dy-
namic [139, 32, 58, 22, 94] solutions. Binary rewriting can be ap-
plied in a variety of ways, such as monitoring a program during
execution, optimizing it, and emulating it [160].

Finally, many proposals build the emulation on top of base
emulators such as QEMU [16] and Simics [98]. The exclusive use of
these tools for hardware emulation is indeed discouraged since they
are only able to emulate a restricted list of CPUs and peripherals
and support a limited number of possible configurations [16], and

may also require significant analyst intervention [98].
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5.3 State-of-the-art approaches and their

limitations

Firmware re-hosting has drawn a lot of interest in the literature,
and various works came up introducing solutions to address the
hardware emulation challenge with the ultimate goal of enabling

faster security assessment of firmware.

HITL-based approaches

Several works such as Avatar [170], Avatar2 [109], PROSPECT [72],
SURROGATES [82], Inception [36] and Charm [152] pursue the
HITL approach, proposing partially emulation of firmware with
unsupported 1/O requests redirected to real peripherals, which
still implies a strong dependence from the hardware. These works
propose, in order to conduct dynamic analysis, to partially offload
the execution of firmware to actual hardware, thus compromising

scalability.

Abstractions-based approaches

Other works design emulation on top of OS abstractions [29, 37] or
Hardware Abstraction Layers (HALs) [33]. Firmadyne [29] is a full
system emulation tool for automated large-scale dynamic analysis
of firmware. When a firmware image is provided to Firmadyne, the

tool extracts the file system and performs an analysis to determine
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the hardware specifics. Then, a pre-built Linux kernel that corre-
sponds to these specifics is employed and an initial emulation is
conducted using QEMU to infer the system and network configu-
ration. Costin et al. [37] present a framework for scalable security
testing of embedded web interfaces using dynamic analysis tools.
The framework relies on the emulation of firmware images via
QEMU, by replacing the system native kernel with a default ker-
nel - for a specific CPU architecture - supported by QEMU. The
limit of relying on OS-abstraction is that only a reduced number of
firmware are supported by the framework, indeed only Linux-based
firmware is handled by both [29, 37]. HALucinator [33] relies on a
technique called High-Level Emulation (HLE) to perform dynamic
analysis on firmware in embedded systems. The authors leverage
the use of Hardware Abstraction Layers (HALs) commonly used by
firmware developers to simplify their jobs, as a basis for re-hosting
and analyzing firmware. The technique works by first identifying
the library functions responsible for hardware interactions in a
firmware image, and then providing high-level replacements for
these functions in a full-system emulator such as QEMU. The au-
thors demonstrated the practicality of HLE for security analysis by
supplementing their prototype system, HALucinator, with a fuzzer
to locate multiple previously-unknown vulnerabilities in firmware
middleware libraries. In [91] a technique called para-rehosting to
make re-hosting of microcontroller (MCU) software to commod-

ity hardware smoother is proposed. The authors implemented a
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portable MCU (PMCU) using the POSIX interface, which models
common functions of the MCU cores and accurately replicates the
common behaviors of real MCUs. They abstracted and modeled
common functions of MCU cores and proposed HAL-based periph-
eral function replacement, in which high-level hardware functions
are replaced with an equivalent back-end driver on the host, allow-
ing for incremental plug-and-play library porting. Both [33] and
[91] present interactive and hardware-independent environments.
However, these environments are built over the assumption that
the firmware relies on HALs, which may not always be the case. In
order to be able to deal with a wider range of firmware, emulators
should be abstraction-free, meaning that they should not depend

on high-level constructs.

Learning-based approaches

Other approaches have been proposed to automatically create em-
ulators for firmware, which require knowledge of how the firmware
interacts with the peripherals, by capturing and reproducing data
generated during I /O interactions to model the hardware behavior.
This allows large-scale and interactive executions, but inevitably
necessitates trace recording from within the device itself, thereby
restricting accurate execution in the emulator to only the recorded
program paths. In [55, 149, 45, 25, 68] the peripherals behavior is
learned and the interactions between the firmware and hardware

are modeled in order to enable virtualized execution of firmware
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without implement peripheral emulators at all. Pretender [55] and
Conware [149] gather a set of observations of the low-level in-
teractions between the firmware and the original peripherals by
means of HITL or code instrumentation. Pretender then utilizes
machine learning to generate models of the memory-mapped in-
put/output (MMIO) operations and interrupt-driven peripherals,
which can replace the physical hardware. In contrast, Conware
generates composable automata representations based on the col-
lected recordings to model the peripherals, which can be merged to
build generalized models. Both Pretender and Conware intend to
emulate arbitrary firmware without having to instrument the ac-
tual firmware, however they imply an access to the physical hard-
ware during the training phase in order to gather the observations
needed for the emulation and require instrumentation to detect in-
teractions with the hardware. Also, Pretender only provide models
for interrupt-based firmware, that therefore are not generic and
suitable for non interrupt-based firmware. P2IM [45] is a frame-
work for MCU firmware approzimate emulation, that does not pro-
vide model for the physical peripherals themselves, but treats them
as black boxes. Whenever the running firmware requests interac-
tions with the peripherals, it is provided with acceptable inputs
that simply satisfy internal checks and do not cause the execu-
tion to halt or crash. P2IM does not require a deep knowledge
about the peripherals behavior, allowing only a small set of values

to be considered as possible inputs to the firmware. Although this
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functioning allows hardware-independent emulation, it reduces the

ability to represent effectively complex firmware logic.

Symbex-based approaches

Other works achieve firmware re-hosting by means of symbolic exe-
cution [25, 68, 172]. Laelaps [25] and Jetset [68] propose a symbolic
execution-based approach to infer the behavior of the peripheral
expected by the firmware. Laelaps is a concolic execution based
firmware re-hosting framework that combines concrete and sym-
bolic execution. It uses a full system emulator such as QEMU to
run the firmware and gain the inner state of the execution and
switches to symbolic execution whenever an access to an unimple-
mented peripheral is attempted, in order to find valid input that
lead the execution to a path that resembles a realistic behavior.
In order to prevent the path explosion, Laelaps relies on the Con-
text Preserving Scanning Algorithm (CPSA) heuristics, which are
able to infer inputs valid for for the near future execution, but
which may cause execution crash in the long term. Jetset is a
tool that relies on symbolic execution for inferring how the pe-
ripheral devices are expected to behave in the interaction with
the firmware. This inferred are used while the firmware is running
into an emulator such as QEMU in order to reproduce a device
target functionality. Path explosion is mitigated using guided sym-
bolic execution with a variation of Tabu Search to minimize the

distance to the goal. However, following this approach, at each
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branch the direction to take is chosen by looking at the distance
to the goal, which can make it difficult to model more complex
behaviors. pEmu [172] uses symbolic execution to extract valuable
information and to build a knowledge base that is used to emulate
the peripherals behavior during firmware re-hosting. As it carries
the knowledge extraction process, ptEmu tries to avoid the path
explosion by switching to another path only when the current one

is found invalid. However, it fails to emulate complex peripherals

behaviors.
Approaches |Articles Strenghts Limitations
HITL [170], [109], [72],
[82], 36], [152] Interactivity; — Hardware de-
— Dynamic analy- pendency;
sis enabled — Limited scala-
bility;
— Latency
Abstraction- [29], [37], [33]
based — Hardware inde- — Abstractions
pendence; not always
available
Learning-based |[55], [149], [45],

[25], [68] Hardware inde- — Hardware
pendence after dependency
training; during dataset

recording;
Symbex-based |[25], [68], [172]
— Extensive path — Potential path
exploration; explosion;
— Possibility  to — Problematic
automate  test complex behav-
case generation ior modeling

Table 5.1. Strenghts and limitations of existing approaches
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5.4 Proposal

We propose an approach to enable dynamic security assessment
techniques such as fuzzing on firmware. Our proposal rely on bi-
nary rewriting to obtain a full-system emulation of firmware, en-
suring hardware independence as well as interactivity and over-
coming the limitations experienced in the current approaches. By
providing innovative insights and practical solutions to the secu-
rity concerns surrounding IoT devices, this Chapter contributes
directly to the advancement of knowledge and practices within
the realm of the device edge cloud continuum. Our research under-
scores the significance of addressing vulnerabilities in IoT devices
and highlights the potential for improved paradigms, architectures,
and applications in ensuring the integrity and resilience of this in-
terconnected ecosystem. Besides the drawbacks already discussed
in Section 5.2, most of the current approaches involve the use of
binary instrumentation to intercept the invocations to functions
related to [/O interactions with peripherals and forward them to
their replacement models. Since the instrumented code is meant to
be executed in a virtual environment outside the firmware execu-
tion environment, its use is significantly slowing down the process.

In our proposal, we completely bypass that step by fully re-
placing the interactions between the firmware and the hardware
with code. We integrate the embedded peripherals behavior at a

high level by firmware rewriting, avoiding the involvement of lower
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level abstractions such relying on OS assumptions or using HALs.
In this way we enable the application of vulnerability assessment
techniques based on a large number of executions and possibly

crashes of the binaries under analysis.

/ 1CS Firmware B
p ! I- -——-——
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REST 1 Functions l‘(
Application e o e
Network Library Al saie
Library
Middleware | Replaced by
[ ) ",//_ 7 /,f')/'// i,f/
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Network Device Serial Device
Hardware ', y
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Fig. 5.1. Example: ICS rewritten firmware
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The process involves the following steps: i) Portions of the bi-
nary code that constitute interactions with the peripherals must
be identified. This step can be accomplished through various meth-
ods such as manual reverse engineering, debugging firmware in a
hardware-in-the-loop environment, or locating HAL functions via
library matching. ii)Once these functions are identified, their be-
havior must be rewritten to ensure successful emulation of the
firmware, which is a challenging task that relies on manual devel-
opment due to its difficulty to automate. However, literature sug-
gests that several approaches can be used to automatically develop
models to replace the original functions by recording firmware in-
teractions with hardware peripherals, as discussed in Section 5.3.
iii)To perform the actual replacement of functions that interact
with hardware with ad-hoc implementations, we rely on binary
rewriting techniques. This is the most significant aspect of our
proposal as it avoids intercepting calls using binary instrumenta-
tion approaches, thereby significantly speeding up the emulation
process. The binary rewriting step can be performed in several
ways, some of which have already been introduced in Section 5.3.

The most significant benefit of rewriting, compared to current
approaches, is that the firmware can be treated as normal software
from an emulation perspective. As a result, the entire re-hosting
process is much faster, and vulnerability assessment techniques
such as fuzzing can be easily adopted without incurring excessive

slowdown due to binary instrumentation.
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In fact, what happens during the normal operation of a device is
that numerous interactions occur with the hardware. By choosing
to use binary instrumentation techniques to identify these inter-
actions, the peripheral emulation process undergoes a significant
slowdown.

For example, consider an Industrial Control System (ICS) that
leverages REST APIs to expose the status of a humidity sensor.
In particular, when a request is for humidity data is held through
such APIs, the ICS calls a library function supplied by the man-
ufacturer, that in turn invokes another function meant to inter-
act with the peripherals, which is an HAL function provided by
the microcontroller vendors, able to read the humidity value from
the chip, by means of a serial communication. It is well known
that the REST service relies on the HT'TP protocol, which is im-
plemented on top of a TCP communication, that in our exam-
ple is put on in a library using an HAL to communicate with
the Ethernet port. Even considering such a simple scenario, we
can identify several interactions between firmware and hardware,
e.g. function calls to the micro-controller HAL and communication
with the Ethernet port. Our idea consists in replacing these func-
tions with custom implementations, in order to be able to dissolve
the firmware-hardware bonds and achieve complete independence
from the underlying hardware, as illustrated in Figure 5.1. By

rewriting the functions related to I/O interaction, we are able to
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achieve firmware emulation without the need of instrumenting the

emulation.
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Attack Detection






6

Jamming detection

The rapid evolution of the computational and sensory capabili-
ties of increasingly small devices has made the use of networks
of mobile small nodes, like Unmanned Aerial Vehicles (UAVs) or
drones, widespread and reasonably inexpensive. As flying devices
without humans on board drone networks are ideal for support-
ing strategic missions in which they are used for surveillance and
intelligence operations and, if armed, also for offensive missions.
In recent years drone networks have been also used to other areas
of interest, spanning from civilian to commercial domains, such
as remote sensing, reconnaissance, search and rescue, commercial
aerial surveillance, film-making, disaster relief, relay communica-
tion, etc. [57, 144, 12].

Given the increasing deployment of these networks, it is critical
to make them as secure as possible. There are numerous threats
that undermine the security of drone networks and, more gener-
ally, of wireless networks. Some of these threats can be addressed

through appropriately designed network architectures and rout-
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ing protocols [100, 76, 114, 12, 24]. Existing security mechanisms
applied to drone networks are based on cryptography to ensure
message privacy and node authentication. However, there are some
attacks that, by their nature, cannot be addressed by conventional
security mechanisms and therefore need further defense. Radio in-
terference attacks, or jamming attacks, are a typical example of
these threats.

Drone networks, often called FANETSs (for Flying Ad hoc Net-
works), are particularly subject to jamming, as drone in the net-
work communicate using wireless radio links, which are subject
to interference. Jamming is considered the wireless version of a
Denial-of-Service (DoS) attack [63]: the attacker may damage the
operations of nodes within its radio range, preventing other de-
vices from communicating correctly. Although it is a well-known
problem in wireless networks, jamming is still an open issue and

to date there is no effective solution to this threat.

6.0.1 Research context and motivations

Many solutions have been proposed for reacting to jamming at-
tacks, such as frequency hopping [110, 167] and channel hopping
[42]. Clearly, in order to react to a jamming attack, we must de-
tect it first. Unfortunately, this is not an easy task since there is
no single network parameter which, by itself, allows us to recog-
nize a jammed condition. Also, jamming makes it impossible for

the network nodes to communicate with each other. However, this
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can also happen due to other network conditions, such as conges-
tion or non-malicious interference [41]. Therefore, it is necessary
to combine more than one metric to ascertain whether impaired
communication is due to jamming or not.

Most studies carried out on jamming concern general wireless
scenarios. Works focusing on jamming attacks on drone networks
are lacking, arguably because detecting jamming in these networks
is made even more challenging because of the nature of drones
themselves, namely, small devices, with limited computational re-
sources and power consumption constraints.

To tackle this challenge, on-device Artificial Intelligence (AI)
can be applied, due to its communication efficiency. However, cur-
rent solutions relying on Al techniques follow a centralized ap-
proach [74, 165, 18]. This kind of solutions is not appropriate for
drone networks because of their highly mobile and decentralized
nature, their highly mobile nodes, low response times and power

constraints.

6.0.2 Objectives and contributions

In this Chapter a new framework that my co-authors and I de-
signed for detecting jamming attacks in drone networks is pre-
sented [53]. Our proposal consists of a distributed supervised
learning-based on-device jamming attack detection security frame-
work that relies on an analysis of network parameters whose com-

bination can be a symptom of jamming. Particularly, we iden-
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tify throughput, Packet Delivery Rate (PDR) and Received Sig-
nal Strength Indicators (RSSI) as metrics that may noticeably
vary when a jamming attack occurs, and whose combination can
be therefore used to detect jamming.

We choose these features as attributes of the datasets used to
induce our classification models, according to supervised machine
learning approaches.

The framework operates following two main steps:

1. given a set of packet traces, it extract a series of default fea-
tures;
2. once a value is assigned to each feature, it detects whether

jamming is occurring or not.

We propose a distributed solution, in which each node is re-
sponsible to detect its own jamming condition without relying on
any other network entity to discover if an attacker is jamming it.
The detection is performed through two machine learning (ML)
techniques which are Multi-layer Perceptron and Decision Tree
whose operation is detailed in section 6.3.3.

The proposed framework is evaluated with datasets from pub-
licly available standardized jamming attack scenarios by CRAW-
DAD [124], and analyze its applicability to drone networks also
evaluating our framework with datasets generated through NS3
simulations. Then, an analysis of the obtained results, expressed

in terms of accuracy values, is conducted proving the capability to
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detect known attacks and more. In particular, a comparison of the
two ML techniques in various network communication settings is
provided, verifying that the Multi-layer Perceptron has a higher
generalization capability overcoming the Decision Tree (96% Vs
50%) in larger and more complex communication scenarios for
which had not been trained. Since the goal of the proposed frame-
work is not only to provide a framework that is capable of jamming
detection, but also to be used in the context of drone networks,
an analysis of the required hardware resources is also conducted,
bearing in mind the limited resources with which drones are gen-
erally equipped.

The rest of this Chapter is structured as follows. Section 6.1
provides background concepts about drone networks and jamming
attacks. Section 6.2 introduces the main techniques known in liter-
ature to counteract jamming attacks. In Section 6.3 a proposal for
jamming detection is presented, highlighting the characteristics of
the metrics on which it is based. In order to make the make the dis-
cussion clear and precise, Section 6.3.3 provides some introductory
concepts on the machine learning techniques employed in the pro-
posal. Results from the performance evaluation of our framework
is reported in Section 6.4, comparing the performance obtained by

using different communication technologies and networks.
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6.1 Background

This section presents the issues related to the emerging drone net-
works technologies also presenting few schemes for jamming clas-
sification, possible strategies for jamming detection and the main

jamming indicators useful to detect jamming attacks.

6.1.1 Drone networks: Single-UAV and multi-UAV

systems comparison

A drone network is a wireless system whose nodes can be UAVs
(Unmanned Aerial Vehicles), commonly known as flying drones,
consisting of unmanned flying devices, usually controlled by a com-
puter embedded on board, called Flight Computer System (FCS),
via a pre-programmed software. Its early usage consisted of single-
UAV systems, which are networks with just one drone, executing
one or many tasks [7].

In single-UAV applications it is very simple to set up a commu-
nication environment, since all the ground nodes are linked to the
aerial node in a star topology network strategy and therefore they
can easily communicate with each other indirectly [133]. However,
these systems pose challenges in the peer-to-peer communication
such as sending more data or expanding the communication range,
since if a drone flies outside the coverage of the ground base, it loses
connection. Furthermore, in order to carry powerful processors,

sensors and communication hardware, the drone of a single-UAV



6.1 Background 91

system is generally huge and this can be dangerous and expensive
in case of failure.

Single-UAV systems have been in use for a long time, until
the spread of a trend towards miniaturization, from the 1990s,
has led to the development of small tools and equipment. Since
small drones have lower acquisition and maintenance costs, this
phenomenon has made them affordable to academics and even
hobbyists, allowing their use in other sectors besides the mili-
tary one [28]. With a smaller and lighter architecture, drones are
hard to detect and do not represent a real threat to human life
or the environment in which they move. Moreover, they can be
transported by hand without any support and can be reused in
different applications. However, the capability of a mini-UAV is
restricted by many aspects, such as power, sensing and computa-
tion, and therefore these devices are designed to be integrated into
multi-UAV systems. Within a multi-UAV system, drones must co-
ordinate and collaborate, thus leading to the creation of a system
whose capabilities exceed those of a single drone. Indeed, drone
systems consisting of multiple small devices can offer several ad-
vantages over the use of just one large, in terms of cost, scalability,
survivability, fault tolerance and other aspects [15].

Multi-UAV systems allow to expand the area of interest of a
mission as well as to achieve goals faster, parallelizing individual
tasks. Moreover, the failure of one drone does not imply the failure

of the entire task, which can be carried out by the other UAVs.
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Fig. 6.1. UAV systems topologies

Ultimately, the many advantages offered by multi-UAV systems

compared to single-UAV systems have the cost of greater commu-

nication and coordination complexity.

The topologies of single-UAV and multi-UAV networks are

shown in Figure 6.1, and the main differences between these sys-

tems are summarized in Table 6.1.
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Table 6.1. Single-UAV, Multi-UAV systems comparison

Single-UAV Multi-UAV

Size Large and heavy Small and light
Cost High Low
Portability Needs support  Hand-carried
Dangerous High Low
Survivability Single drone life Fault tolerance
Scalability Low High
Multitasks capability Low High
Goal achievement time High Low
Complexity Low High

6.1.2 Jamming attacks

Jamming attacks are the equivalent of Internet Denial-of-Service
(DoS) attacks for radio signals. In particular, jamming is the act
of disturbing radio (wireless) communications by causing their
Signal-to-Interference-plus-Noise-Ratio (SINR) to decrease, typi-
cally transmitting on the same frequency and with the same mod-
ulation as the signal to be disturbed.

To understand how jamming attacks work, it is important to
distinguish them from interference. Interferences are unintentional
forms of disruption, usually due to device malfunctions, acciden-
tally caused; on the contrary, jamming attacks are conducted by

an attacker with the malicious intention to interrupt or prevent



94 6 Jamming detection

legitimate communications in the network. A pictorial representa-
tion of jamming is shown in Figure 6.2.

Radio users also distinguish between intentional and uniten-
tional jamming. We talk about unintentional jamming when a
node transmits on a busy frequency without first checking whether
it is in use, or when it is not able to hear stations using that fre-
quency.

In general, attackers jam the ongoing transmissions via inject-
ing malicious signal to the wireless channel in use.

The entity - either a malicious or unintentional wireless device
- that launches such radio interference is referred to as jammer or

interferer.

Benign Conditions

How are you Bob?
Fine Alice, what about you?

Under Jamming Attack

Fig. 6.2. Pictorial representation of a jamming entity [118].
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In order to avoid the occurrence of unintentional jamming phe-
nomena, CSMA (Carrier Sense Multiple Access) is often used. It
is a media access control (MAC) protocol according to which each
node in the network, before transmitting on a shared medium, ver-
ifies the absence of other traffic. This protocol by itself actually
is not enough to avoid collisions, and other mechanisms are usu-
ally adopted. Some types of jammers, as explained below, transmit
without respecting the CSMA. We can define a jammer as a device
that does not comply to legitimate PHY or MAC protocols and
intentionally tries to hinder communications by interfering with
transmitter or receiver.

The effect of a jammer depends on several aspects, such as its
radio transmitter power, location and influence on the network or
the targeted node.

There are many ways in which a jammer may jam a wireless
network, among which it chooses the most effective one, and there
are also many different ways to classify them. Some divide jam-
ming techniques in two main categories, which are noise techniques
and repeater techniques.

A detailed classification of jamming attacks, summarized in Fig-
ure 6.3, among with a description of a jammer possible operating
modes is proposed in [166].

The analysis was conducted by focusing on reactive jamming,
which is more sophisticated compared to constant jamming. Reac-

tive jammers are considered the most critical adversarial threat to
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Fig. 6.3. Types of Jammers in Wireless Networks [54]

compromise networks since they operate by injecting interfering
signals only when target devices are transmitting. In particular,
during reactive jamming, interference is only generated when a
transmission is taking place over the network, staying quiet when
the channel is idle, in contrast to constant jamming, which consists
in a nonstop interference. This makes reactive jamming not only
cost-effective for the jammer, but also more challenging to detect,
track and compensate.

In any case, the goal of a jammer is to interfere with legitimate
wireless communications, and it can achieve this by acting both
in transmission and in reception, that is by preventing the source
node from sending packets or the destination node from receive

legitimate packets.

6.2 Related works

Several techniques are known in the literature for detecting and

reacting to jamming attacks, as well as some metrics whose value
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can be symptomatic of the presence of a jammer in action. Clearly,
these techniques vary according to the type of jammer considered
and its characteristics. Also, as seen before, not all jamming at-
tacks are equally difficult to detect. For example, since reactive
jammers are triggered only when packet transmission occurs over
the network, they may be not so easily detected.

Once a jammer and the area in which it acts have been recog-
nized, the other nodes in the network can counter the attack by
redirecting traffic, changing channels or moving to a safe location.
Some well known techniques are channel hopping and frequency
hopping.

The channel hopping is the most popular countermeasure to
jamming and works particularly well in the case of proactive jam-
ming. It consists in continuously changing the communication
channel after a certain period of time.

The frequency hopping, instead, selects the frequencies con-
sidered “good” (not jammed) and, if anomalous interferences are
detected on those used, it changes the transmission frequencies.

In addition, many techniques can be combined, such as the
direct-sequence spread spectrum (DSSS) and the frequency-hopping
spread spectrum (FHSS) [108]. The DSSS uses a modulation that
makes the transmitted signal wider in bandwidth than the infor-
mation bandwidth [162]. In this way, the attacker detects data
signals as white noise and it is not able to identify the communi-

cation radio band. The FHSS is used to avoid interference, instead.
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Game theory has also often been used to model jamming at-
tack scenarios. More specifically, the interaction between a network
node and a jammer can be formulated as a Stackelberg game, in
which the latter, acting as a follower, determines its transmission
power based on the action observed by the former, which instead
acts as a leader [64, 164].

Almost all the studies carried out on jamming concern general
wireless scenarios, and the literature lacks work that focuses on
this attack in the specific context of drone networks, which is even
more challenging because of its characteristics.

However, it is worth considering that drone networks are usually
made up of small devices, with limited computational resources
and power consumption constraints.

Recently, on-device Artificial Intelligence (AI) has gained sig-
nificant notice thanks to its communication efficiency [101]. This
is an unexplored territory: very few works apply Machine Learning
for the detection of jamming attacks. In [74] an unsupervised ma-
chine learning approach is proposed through the use of clustering
to detect jamming in the radio frequency communication between
two vehicles. A framework based on supervised machine learning
techniques for detecting jamming in optical networks is presented
in [18]. In [165] the use of Reinforcement Learning against jamming
attacks is evaluated in a VANET) including relying UAVs.

The success gained by Reinforcement Learning (RL) in the

decision-making problems has led to the application of Q-learning



6.3 Proposal 99

(QL) to build anti-jamming wireless communications. According
to this approach, the jammer, base on the environment, chooses
its jamming action in order to maximize the reward [48]. This is
long-term cumulative reward, which is determined through a series
of time events. The Q-learning is a RL method, which can learn
the optimal strategy based on the long-term cumulative reward
with an end-to-end approach.

Although all these solutions take advantage of machine learn-
ing methods against jamming attacks, they rely on a centralized
approach, which is not suitable for UAV networks.

A centralized solution is impractical for several reasons: drones
have high mobility and may not always be in the communication
range of the ground station, and also they usually require an im-
mediate response. In addition, continuous communications to a
centralized system is not effective, since it can cause severe power

consumption [133].

6.3 Proposal

Detecting jamming attacks is a critical step towards building a
secure and reliable wireless network. This is not a simple task,
since a jammer can operate in several different ways; moreover,
we have to distinguish jamming attacks scenarios from other le-

gitimate network situations, such as congestion.
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Jamming attacks detection can be implemented on dedicated
devices or in customized programs running on the communication
devices themselves. Generally, the latter case is preferred, since it
involves lower costs.

In this section, I present my proposal for jamming attacks detec-
tion to be executed on each node of the network, whose objective
is to indicate, starting from raw packets, the presence or absence
of jamming.

In particular, I examine the metrics that can be symptoms of
a jamming attack. I also present two supervised machine learning
techniques, and explain how they can be used within a specific
framework, combined to the chosen measures, for the detection
of jamming attacks in wireless networks. In particular I used i) a
Multi-Layer Perceptron [113] i) and a Decision Tree [132].

The considered scenarios are controlled, which means that the
network nodes have information on both sides of the communica-
tion in which they participate, transmitter and receiver.

The framework was developed using Python 3.7.2 and its code
relies on the SciKit-Learn library to implement Machine Learning
techniques [116].

Since there is no publicly available dataset relating to jamming
attacks in drone networks, which was the problem of interest, my
co-authors and I used the traceset collected in a VANET communi-

cations scenario [124], made available to the scientific community
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through CRAWDAD [83], an archive that stores wireless trace
data, as already done in [106].

This decision is justified by the following reasons: i) FANETSs
(Flying Ad hoc NETworks) [133], [77] are a subset of VANETSs
and the two networks therefore share common characteristics; i)
communication takes place using the 802.11p protocol, which, al-
though meant for VANET) is perfectly suited to FANET, as ex-
plained in [156]; i) according to the Federal Aviation Adminis-
tration, drones usually maintain the same altitude during their
flight, so the third dimension of the UAVs in a FANET can be

considered fixed.

6.3.1 Jamming indicators analysis

During a jamming attack, the value of some network parameters
is generally subject to alterations and therefore they can be used
as jamming indicators. However, there are many papers showing
that there is no metric which is itself enough to conclude that a
jamming attack is in progress [168]. According to these observa-
tions, we decided to analyze the combined effect of three metrics,

which are Throughput, PDR and RSSI.

Throughput It is a measure used to quantify the actually used
transmission capacity of a telecommunication channel. Its value
is lower than that of the theoretical capacity, which expresses
the maximum transmission frequency at which data can travel.

Throughput is the amount of data transmitted in a unit of time;



102 6 Jamming detection

therefore, it is usually expressed in bits per second (bit/s or bps),

and sometimes in data packets per second (p/s or pps).

Packet Delivery Ratio (PDR) 1t is defined as the ratio of the num-
ber of packets successfully received by a destination node, com-
pared to the number of packets sent by a source node. If a node
does not receive any packet at all, the PDR is 0, however, in order
to estimate the PDR, an exchange of messages must take place
between the nodes of the network and, since a jamming attack
can be interrupted at any time, this exchange of messages must

be very frequent.

Received Signal Strength Indicator (RSSI) 1t is a measure of the
relative power present in a received radio signal in a wireless net-
work; thus, the greater the RSSI value, the stronger the signal.
Generally, the RSSI is not provided from the receiving device to
the user; however, IEEE 802.11-based devices make their RSSI

values available to the user.

The goal of a jamming attack is to downgrade the quality of
the channel surrounding a node, and therefore essentially reduce
the ability of the node to send or receive packets. These three
measures can undergo variations in both cases in which a jammer
attacks the sender, which may not be able to transmit, and when it
attacks the destination, which may not be able to receive packets.

PDR is a central measure for detecting jamming attacks: it is

effective enough in distinguishing jamming scenarios, in which it
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may assume very close to 0 values, from congestion scenarios, in
which it usually assumes lower values, but not so close to 0, as
explained in [168]. However, it is not nearly as effective at distin-
guishing other network dynamics that can downgrade the PDR
value just like a jamming attack would. This occurs for example
when the sender moves out of the communication range of the
receiver, or when its battery is discharged.

To address this question we rely on the results obtained by
Xu et al. [168], which show that an enhanced jammer detection,
able to differentiate between these two scenarios, can be achieved
by combining the values of PDR and Signal Strenght (SS). In
particular, they show that, in a normal interference-free scenario,
a high signal strength implies a high PDR and a low signal strength
implies a low PDR. On the other hand, if the PDR is low, the SS
is not necessarily low.

Two cases in which a node of the network X may have low
PDR values are the following: its neighboring nodes are down or
the node X is jammed. In the first case the SS values are also
low, in the second they are high. This signal strength consistency-
based consideration allows us to distinguish the two cases, and
then reduce the number of false positive.

This is what happens when the Reactive jammer is active an-
alyzed in [123]: a period of no reception, which means PDR=0,
starts and ends without any corresponding decrease or increase of

the RSSI.
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In conclusion, there is no single network parameter that, by
itself, is enough to determine that a jamming attack is in progress;
therefore, it is preferred to combine multiple metrics rather than
develop detection techniques that focus exclusively on the values

of one of them [168, 106].

6.3.2 Feature Extraction

Since the dataset contains raw packets, a feature extraction is nec-
essary in order to proceed with the analysis. By feature extraction,
we mean the process of creating a new set of features out of the
original one, which came with the raw data. This is done through
some algorithm or transformation dependent on the nature of the
data.

First of all, the CRAWDAD dataset was analyzed and pro-
cessed in order to generate the dataset to be used during the clas-
sifier training and setting phases.

The data relating to each communication in the CRAWDAD
traceset is stored in two files, respectively containing packets sent
by the transmitter node and packets received by the receiver node.
Since these two files are not synchronized, the packets stored in
one of them do not necessarily coincide with all and only the pack-
ets stored in the other. Therefore, a first step of data processing
consists in identifying the packets, on the transmitter and receiver

side, belonging to the same time interval.
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Each sender side tuple represents a packet which, among other
things, contains the sending timestamp, the protocol adopted
(C2X for data packets and MGM for signaling packets) and the
packet size (194 bytes for data packets, shorter lengths for signal-
ing packets). Each tuple on the receiver side includes the same
information, as well as the RSSI. A second step therefore consists
in filtering, on both sides, the data packets.

At this point, the remaining packets are divided among smaller
and fixed-size time windows, in order to aggregate the data of the
packets linked to each window in a single instance.

The basic idea is to compute, starting from the data associated
with a window, the minimum, maximum, average and standard
deviation values of Throughput, PDR and RSSI.

The instances extraction was done through a Python script
whose steps are summarized by Algorithm 6.3.2.

The resulting dataset is made up of 12 features, 4 for each
metric, plus the class label. Regarding the size of the windows,
we set it to values equal to 2, 3, 4, 5 seconds. For each of these
values, two datasets were produced: in one, the windows follow one
another without overlapping and each packet falls into only one of
them; in the other, there is a 50% overlap between each window
and the next. In conclusion, eight datasets were generated, overall.

Table 6.2 shows for each of the generated datasets the number

of instances and how many of them are labeled as jamming attacks.
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Algorithm 1 Instance Extraction
Input: Sent packets s_pck, received packets r_pck, window size

win_size

Output: A labeled instance

Identify packets from s_pck and r_pck falling within the same time
interval

Filter data packets

Split packets into win_size sized windows

for each window do
compute min, mazx, mean, dev_std Throughput

compute min, mazx, mean, dev_std PDR
compute min, mazx, mean, dev_std RSSI

associate label
end

Table 6.2. Class distribution

Datasets
Window size Instances|Normal|Jamming
2 sec 1085 310 775
2 sec with overlap 2167 620 1547
3 sec 715 204 511
3 sec with overlap 1417 403 1014
4 sec 530 151 379
4 sec with overlap 1052 299 753
D sec 419 118 301
5 sec with overlap 826 232 594

As we can see, the datasets are not balanced with respect to the

class label: the percentage of instances belonging to the Jamming
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class is approximately 72%, while the Normal instances constitute

the remaining 28%, in each dataset.

6.3.3 Training and testing

The datasets obtained as explained in the previous section were
used to train and evaluate the classifiers.

As classifiers we analyzed the behavior of Multi-Layer Percep-
trons and Decision Trees, adopting the k-fold cross validation tech-
nique, with & = 5 to split the dataset into training set and test
set. The training set and test set generated at each step of this
process are balanced with respect to the distribution of labels in
the starting dataset.

An Artificial Neural Network (ANN) [84] is a computational
model, inspired by the human brain’s neural network. It is made
up of layers of interconnected nodes, called neurons, which are
processing units, and adapts its own structure based on external
or internal information, that flows through the network during the
training phase. An ANN can have a variable number of layers, but
it always has at least two: the input layer and the output layer.
The neurons that follow the input layer and precede the output
layer are organized in hidden layers. The network receives signals
through its input layer, the nodes of which are connected with
the internal nodes, arranged on the various layers. Each node pro-
cesses the received signals and transmits the result to subsequent

nodes. The last layer of neurons constitutes the output layer. In
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the construction of a neural network, neurons are assigned an ac-
tivation function, which defines the output of that node given an
input. A feed-forward neural network, commonly called a feed-
forward network, is an ANN where connections between neurons
do not form cycles, unlike recurrent neural networks. The simplest
feed-forward network is the Single-Layer Perceptron (SLP). A SLP
consists only of an input layer and an output layer, without any
hidden layer. Each input neuron is connected to each output neu-
ron. In other words, this type of neural network has a single layer
that performs data processing, hence the name. A feed-forward
network having at least one hidden layer is called a Multi-Layer
Perceptron (MLP) [49]. Each layer has connections coming from
the previous layer and going to the next, therefore the propagation
of the signal occurs forward without cycles and without transverse
connections, as shown in Figure 6.4.

In this case, a MLP is built with one single hidden layer, con-
sisting of three neurons. The network uses the rectified linear unit

function as activation function, which returns

f(z) = max(0,x).

A Decision Tree (DT) consists of a classification model, in which
each path from the root node to a leaf node represents a conjunc-
tion of conditions that lead to the classification of an instance.

Each internal node represents a set of instances and defines a
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Hidden Layers

Input Layer

Output Layer

Fig. 6.4. Multi-Layer Perceptron

split, that is a condition on a feature of the dataset, on the basis
of which the data is divided. Its branches represent possible out-
comes. The root node represents the set of all instances, while the
leaf nodes make up the class labels. The structure of a decision
three is shown in Figure 6.5. A decision tree is built using learning
techniques starting from the initial data set, which is divided into
the two subsets we know: the training set, on the basis of which
the tree structure is created, and the test set, which is used to test
the accuracy of the predictive model thus created.

In order to define the split of each node, it is necessary to
identify, from time to time, the relevance and importance of each
of the attributes, thus place the most important as the basis of the

split test. Here the Gini index was chosen as test split criteria. The
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Gini index or Gini impurity is a statistical measure of distribution,
which measures the degree or probability of a particular variable

being wrongly classified when it is randomly chosen.

root node

‘classA | ‘class B |

Fig. 6.5. Decision Tree

Formally, it is defined as:

Gini=1— i P
=1

where p; is the probability of an object being classified to a par-
ticular class.

While building the decision tree, it is preferable to choose the
feature with the least Gini index as the root node.

The process of extracting the dataset and building the classifier

is schematized in Figure 6.6.a.
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Fig. 6.6. Operation modes of the framework.
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6.3.4 Jamming detection

Once the classifiers have been trained and tested offline, as ex-
plained in the previous sections, they can be used in real-time.
The basic assumption is that the necessary information, which
is the trace data on both the transmitter and receiver sides, is
available on the node. The task is designed to collect traces for a
period of time equal to the chosen window size. The processing of
this data trace, which consists of the steps discussed above, leads
to one unlabeled instance, which is given as input to the classifier
selected among those available on the node.

The online operation of the framework is schematized in Figure

6.6.b.

6.4 Performance Evaluation

In this section an analysis of the proposed framework and its ap-
plicability in a drone network scenario is carried out, testing the
various configurations and evaluating different indicators.

In particular, the quality of the proposal was tested on different
tracesets coming out from both real and simulated communication

scenarios, with the aim of investigating a wider range of cases.
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6.4.1 Basic concepts for model evaluation

In order to evaluate the model, some basic concepts are introduced.
Given a binary classification problem having as possible outcomes

Positive and Negative labels, we denote by:

e True Positive (TP) — an outcome correctly predicted by the
classifier as belonging to the Positive class;

e True Negative (TN) — an outcome correctly predicted by the
classifier as belonging to the Negative class;

e False Positive (FP) — an outcome incorrectly predicted by the
classifier as belonging to the Positive class;

e False Negative (FN) — an outcome incorrectly predicted by

the classifier as belonging to the Negative class;

These definitions above can be also generalized to non-binary

classification problems. At this point, we denote by:

e Accuracy - the fraction of correctly classified instances for-
mally defined as Accuracy = (I'P+TN)/(TP+TN+FP+FN)

e Precision - the fraction of correctly Positive classified instances
over all the Positive classified instances formally defined as
Precision =TP/(TP + FP)

e Recall - the fraction of correctly Positive classified instances
over all the correctly classified instances formally defined as

Recall =TP/(TP + FN)
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e F-measure - the harmonic mean of precision and recall. It
is an accuracy metrics and, formally, it is defined as F' = 2 -

(Precision - Recall)/(Precision + Recall)

To evaluate the trained classifier, we compare the labels pre-
dicted by it on the test set with the real ones, assigned by the
domain expert. In this way we obtain the TP, TN, FP and FN
values to be used to calculate the metrics. In the case of k-fold
cross validation these measures are calculated as the average of

their values obtained at each execution.

6.4.2 Attacker Model

We assume that, according to the configuration of the experiments
set in the collection of data traces, the attacker is a reactive jam-
mer. A reactive jammer aims to compromise the reception of a
message. Hence, it starts jamming only when it observes a net-
work activity to occur on a certain channel [166]. Therefore, in
order to be active, it must first detect a transmitter and to be
able to impair packet delivery, it must also generate sufficient in-
terference power at the receiver. This attack is less energy efficient
than other jamming operating modes because it has to constantly
monitor the network to determine when it has to transmit, but it
is also much more difficult to detect.

The jammer generates a blind area, whose extension and inten-
sity may vary, and within which the communication between the

nodes is affected. Therefore, whether the nodes move in the same
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Fig. 6.7. Attacker Model

direction or towards each other (see Fig. 6.7), when they reach the

blind area, they may not be able to communicate so easily.

6.4.3 Working with real datasets

The proposed framework has been tested using 8 different datasets,
which have been generated from tracesets [124], as a result of a
feature extraction process. For sake of completeness, we remark
that the reference tracesets consists of IEEE 802.11p raw packets
exchanged among nodes of a VANET, with and without the pres-
ence of a jammer. The jammer can acts in two operation modes,
constant and reactive, and the traces were collected in both indoor

and outdoor scenarios.
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The analysis is conducted by highlighting the values of Accu-
racy, Precision, Recall and F-measure gained by several classifiers
operating in different network configurations.

In detail, we compare classifiers by varying: i) the classification
algorithm, which can be a MLP or a Decision Tree; i) the dataset
used to fit the classifiers, which depends on the size of the time
window, set at 2, 3, 4, 5 sec, and the presence of overlapping
windows.

To evaluate the system performances with the aim of obtaining
meaningful statistical results [90], we made 10 replications, repeat-
ing the test 10 times and averaging the obtained results; moreover,
we set the confidence interval level to 0.95 and we excluded the
first seconds of the reference tracesets from the statistical error
computation in order to verify the correctness of the statistical
analysis for the obtained results also reducing the system’s tran-
sient effects.

In the following we analyze separately the quality of neural net-

works and decision trees, and then finally compare the two models.

MLP evaluation

By looking at the results we make two main points. First, by
comparing each result obtained for the datasets with and with-
out overlapping for a fixed window size, we observe that models

induced from the former achieve higher accuracy values. It may be
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due to the fact that datasets with overlapping contain a greater
number of instances. Also, we can observe that the performance
of the MLP classifier decreases as the size of the time window in-
creases. Fixed the number of nodes, we notice that datasets hav-
ing window size = 2s always perform better that those having
window size = 5s, in both with and without overlapping cases.
These results are shown in Figure 6.8.a.

MLP classifiers reach precision values between about 70% and
75%, as shown in Figure 6.8.b. This is a symptom of the presence
of False Positives in the classification. This is mostly due to the
imbalance of the datasets, which present a majority of instances
belonging to the Jamming class.

The recall values follow the same accuracy trend, as shown
in Figure 6.8.c where the classifiers trained on datasets with
overlapped windows perform better than their respective non-
overlapped ones and the performance worsens as the number of
nodes in the network increases. The best case is obtained by set-
ting window size = 2s with overlapping.

Usually, we refer to precision and recall separately when in the
problem addressed, reducing the number of False Positives is more
important than reducing that of False Negatives, or vice versa.

In our case, however, minimizing the number of False Negatives
is important as reducing that of False Positives, since countermea-
sures must be taken in response to the presence of jamming. There-

fore, we analyze the F-measure, which combines the two measures,
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as defined in 6.4.1. Also regarding the F-measure, we observe the
same trend: the performance of the classifiers worsens with the
increasing of the size of the time window. As seen before, datasets
with overlapping lead to a better behavior of the model.

In conclusion, by comparing all the accuracy values obtained for
all the possible window sizes, we can assert that accuracy drops

as the window size increase.

Decision Tree evaluation

As in the previous case, we start by comparing the two cases of
maximum and minimum size of the time window.

The accuracy assessment on DT's is very similar to that made
for MLPs: it decreases as the size of the time window increase,
and the datasets with overlapping perform better than the others.
However, unlike what happens for MLP classifiers, the differences
between the performances reached by the various decision trees are
slighter, as shown in Figure 6.9.a. The same goes for the Precision
and Recall values, and therefore for the F-measure, which reaches
95.36% for the dataset = 2sec with overlapping case, as shown in

Figure 6.9.c and 6.9.d respectively.
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Fig. 6.8. MLP performances for window size = 2 and 5 sec - a) Accuracy; b)

Precision; c¢) Recall; d) F-measure.
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Fig. 6.9. TREE performances for window size = 2 and 5 sec - a) Accuracy; b)

Precision; c) Recall; d) F-measure.
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Classifiers comparison

By comparing the results of MLP and DT we observe that the
latter achieves better results, in all the scenarios. However, we can
see the same trend followed by both the models, which can be
summarized as follows: i) the performances decrease as the size
of the time window increases; ii) the datasets with overlapping
induce more performing models than those without overlap.
Figure 6.10 shows a comparison between the two models and
the accuracy values that they reach in the best case scenario, which

is window size = 2 sec with overlapping.

Accuracy

0,75

0,5

0,25

MLP DT

Fig. 6.10. MLP /DT Accuracy comparison for window size = 2 sec with overlapping
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6.4.4 Working with simulated scenarios

It is important to emphasize that in all the scenarios in which the
CRAWDAD dataset was collected, only two nodes, exchanging
IEEE 802.11p packets, are involved in communication and there-
fore the network design does not take into account the possible
presence of other devices that transmit legitimately. Moreover,
those nodes only move in two directions being terrestrial vehi-
cles and not flying drones. These simplifications could constitute
a limitation and not a faithful representation of UAVs communi-
cations. However, according to the Federated Aviation Adminis-
tration, Fact Sheet on Unmanned Aircraft Regulations [107] the
UAVs usually maintain a fixed altitude because of which the third
dimension of the UAVs in the FANET can be considered fixed.
Therefore, given that no other standard UAV jamming attack
datasets are currently available, the jamming attack dataset in
the vehicular ad hoc network performs as the closest fit for the
numerical analysis and it can be used as a proof-of-concept for
jamming detection in FANET.

By following the previous considerations, aiming at generating
and studying more realistic drone network communication scenar-
ios to validate our proposal, we also simulated several ns-3 [4] based
Flying Ad hoc Network topologies with three-dimensional mobility
model in an adhoc setting, communicating over the WiFi physi-
cal standard 802.11n [9, 50]. A jammer node was introduced with

reactive RF jamming signals which interferes with the communi-
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cation between UAV nodes playing the roles of simple transmitters
and an UAV equipped with long-range communication technology
playing the role of a receiver server node, in the three-dimensional
UAV ad hoc Gauss Markov mobility model [130]. We extracted
15786 instances with 12 features each consisting of PDR, RSSI,
and Throughput considering a window size of 2 sec with overlap-
ping.

Two network topologies were considered: linear and grid. The
linear scenarios consist of nodes arranged in a straight line, while
in the grid ones the transmitters surround the receiver, making up
each side of a square. As an example, this last configuration can
represent a real application scenario in which the receiver drone
can work as an edge gateway collecting the information coming
from the other neighboring drones in order to process data locally
at the edge or to forward data to a remote server using long-range
communication technologies. In any case, the jammer is going after
the receiver, in a follow-me pattern. All the nodes are moving at
similar speeds, between 25 and 35 km /h and at an altitude between
5 and 10 meters.

For each of the considered settings, the jammer was placed at
two different distances from the receiver in order to emulate two
types of attack: the closer it is, the stronger the attack.

Moreover, in order to test the proposed framework in different
channel conditions, we varied the average interference values in

terms of RSSI experienced by the drone acting as receiver. In this
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Table 6.3. Simulation parameters

Parameter

Value

Drones speed
Drones height

Flying time
Radio propagation model
Communication technology
Average receiver interference
Data rate
Jamming type
Windows size

[25km/h - 35km /h]
uniformly distributed
[bm - 10m]
uniformly distributed
5 minutes
Friis
[EEE 802.11n
high, medium, low
90 packets/sec
Reactive
2 secs with overlapping

way we could collect and analyze communication data traces in
which the effect of radio interference was considered. In particu-
lar, according to the work in [153] and the selected radio communi-
cation technology, we considered two opposite channel conditions
(i.e., good and poor) corresponding to mean RSSI values of ~ -
63dBm and ~ -88dBm respectively; we also tested intermediate
conditions of low interference (~ -74dBm) and medium interfer-

ence (~ -81dBm). Table 6.3 summarizes the main simulation pa-

rameters.
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Fig. 6.11. Simulated drone network topology - a) Linear-1Tx; b) Linear-2Tx; c)
Grid-4Tx;

We started by analyzing three basic settings, which are shown
in Figure 6.11: two linear, with one and two transmitting nodes
respectively, and a grid, with four transmitting nodes. In details,
in order to emulate a fairly effective attack, the jammer was placed
at bm and at 20m in the linear scenario with one transmitter, at
20m and at 50m in the linear scenario with two jammers, and at
30m and at 80m in the grid scenario with four transmitters.

Later, we generated some more complex settings, still following
the linear and grid network topologies, but with a larger number of
transmitters: linear with 4 transmitters, linear with 8 transmitters,
linear with 10 transmitters, grid with 8 transmitters, and grid with

10 transmitters.
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Results

In this section we present the results obtained throughout the
simulations in terms of classifiers accuracy.

First of all, we generated several datasets collecting the packets
exchanged among nodes in each of the previously depicted basic
scenarios, and we used them to build a series of classifiers, whose
accuracy values are shown in table 6.4. It is worth to note that,
in these basic scenarios, the DT classifiers always achieves better
performances compared to the MLPs, regardless of the interfer-
ence and jamming levels. Afterward, we combined the datasets re-
lated to the same scenario obtaining three new datasets comprising
of different interference and jamming levels, and we trained new
DTs and MLPs on these datasets. Then, these three datasets were
merged into a single one, which we used to train two new classi-
fiers: a DT and a MLP, reaching an accuracy of 93% and 86.7%
respectively. These two classifiers were tested on several datasets
corresponding to both the basic and more complex scenarios, aim-
ing at making more general the conducted study. The resulting
accuracy values are listed in Table 6.5.

By comparing the performances of the classifiers on each dataset
individually, we can observe that DT performs better than MLP
only for those datasets used to build the classifiers. In other words,
MLP seems to be more capable of generalization, achieving higher
accuracy values than DT when the testset is not included in the

initial dataset.
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Table 6.4. Decision Tree (DT) and Multi Layer Perceptron (MLP) Accuracy in
reference communication scenarios.

Communication |Interference|Jamming| Accuracy
Scenario Level Level | DT |MLP
None Low 0 | 05T

High | 0,94 0,93

o Low |0,870,85

| High |0,92 0,01
Linear-1Tx Medium Low [0,81]0,79
High | 0,87 | 0,85

X Low 0,71 0767

High High | 0,76 0,74

Nome Low 1 10,52

Low Low [0,93]0,53

| High | 0,920,507
Linear-2Tx Medinm Low [0,91]0,52
High | 0,9 | 0,51

. Low | 0,98 (0,505

High High |0,976] 0,5

Noe Low 0,998] 0,73

Low Low 0,998] 0,73

' High ]0,998| 0,81
Grid-4Tx Medi Low 0’998 0,75
M Hieh [0,998] 0,79

‘ Low |0,098 0,75

High High |0,998| 0,83

6.4.5 Framework execution time and memory occupation

The proposed framework allows to perform a jamming attack de-

tection activity in wireless drone networks.
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Table 6.5. Accuracy of trained classifiers on new and more complex communication

scenarios.

Linear Scenarios| DT [MLP Grid Scenarios DT MLP
1Tx 0.85] 0.82 4Tx 1 0.94
2Tx 0.92] 0.80 8Tx 0.5 0.9
4Tx 0.9]0.95 10Tx 0.5 0.96
8Tx 0.5]0.79 Training Set 0.93 0.86
10Tx 0.36] 0.92 |Linear 1Tx +2Tx +Grid 4Tx ' '

Since our goal is to integrate it into a multi-UAV system having

limited computing powers, we carried out an analysis in terms

of execution time and memory occupation in order to verify the

feasible implementation of the framework.

The framework has been tested on a constrained device such as

the Raspberry Pi 3, whose main hardware characteristics are:

e CPU: 4xARM Cortex-A53, 1.2GHz
e GPU: Broadcom VideoCore IV
e RAM: 1GB LPDDR2 (900 MHz)

e Bluetooth: Bluetooth 4.1 Classic, Bluetooth Low Energy

These features are supported by most commercial drones, so

it is realistic to think that the framework can also run on other

UAVs having similar computing power.

By executing the framework we discovered that the memory

space occupied by an MLP varies between 10256 and 16552 bytes.

An instance of the Decision Tree occupies 2192 bytes, instead.
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Table 6.6. Online Execution Times of MLP and DT

Window Size MLP [s|]|DT [s]
2 sec 0.399 | 0.378
3 sec 0.392 | 0.381
4 sec 0.383 | 0.376
5 sec 0.401 | 0.390

We also observed a time execution which ranges between 0.378
sec and 0.4 sec. The exact values are listed in Table 6.6. Clearly,
this time refers to the online execution of the framework, that is to
the actual detection activity, while the offline one varies between
5.02 sec and 7.5 sec for the MLP, and between 0.44 sec and 0.8 sec
for the DT.

Ideally, execution times should vary according to the size of the
window: the wider the window, the greater the number of traces
that fall within it. This, however, is not true in the case of possible
interference or jamming: during an attack, in a 5 sec window no
packet could be sent (or received), while, in normal conditions, in
a 2 sec window much more data could be transmitted.

In conclusion we verified that Off-the-Shelf flying drones such as
the Intel Aero Ready-to-Fly [3] have hardware features that exceed
those listed above, with a 2.4 GHz Quad Core CPU and 4GB of
RAM; thus, these devices are easily able to run the framework

even shorter times.
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CSRF vulnerabilities detection

The rapid proliferation of web applications has significantly im-
pacted the digital landscape, enabling efficient connectivity, lim-
itless information sharing, and interactive user experiences. How-
ever, this impressive expansion has also led to new challenges in
terms of web security. As web applications become increasingly
integrated into various domains of daily life, they attract the at-
tention of malicious actors who exploit vulnerabilities to execute
advanced attacks. One of the most significant threats to web secu-
rity is the Cross-Site Request Forgery attack. Cross-Site Request
Forgery (CSRF) [92] is a malicious attack that exploits vulnerabil-
ities in web applications to force an end user to perform unwanted
actions on a web platform where they are currently authenticated.
This type of attack takes advantage of the way web applications
handle authentication requests, as they automatically include any
relevant credentials associated with the site, such as session cook-
ies, IP addresses, or domain-specific credentials. When a user is

authenticated to a website, the site cannot differentiate between
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a legitimate request initiated by the victim and a forged request
initiated by an attacker sent through another compromised web-
site visited by the user. This lack of distinction enables the at-
tacker to deceive the server into treating the forged request as a
genuine one. By exploiting the trust placed in an authenticated
user, CSRF attacks can lead to unauthorized changes and poten-
tially significant consequences for both the victim and the targeted
web platform, including unauthorized alterations of the victim’s
email or password, or the submission of deceptive purchase re-
quests. These attacks can result in various illicit activities, such as
unauthorized financial transactions. Moreover, CSRF attacks can
be employed to manipulate online systems, thereby compromising
the integrity of sensitive data, such as medical records or election
voting systems.

Although several security measures and mitigation approaches
have been proposed in literature to prevent and detect CSRF at-
tacks [38, 40, 69, 142, 86] - such as adding random tokens to HT'TP
requests, checking HTTP Referer headers or Origin headers, or
using SameSite cookies - they all share a common challenge: they
require meticulous and careful consideration regarding their place-
ment within an application to ensure the necessary security con-
trols do not compromise the user experience. Finding the optimal
placement can be a daunting task for web developers, and although

modern frameworks provide automatic support for this procedure,
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CSRF vulnerabilities are still common even in high-level web ap-
plications.

In this Chapter the prevention of CSRF attacks is discussed
and the rest of the article is organized as follows: Section 7.1 pro-
vides an overview of the current state of the art in scientific liter-
ature pertaining to CSRF attack detection techniques. In Section
7.2, a proposal framework for CSRF vulnerabilities detection is
presented [17], commencing with a description of the dataset em-
ployed and culminating in an explanation of the neural network
architectures adopted. Section 7.3 presents the results obtained
employing the framework and compares them with those achieved
in prior studies.

The framework that my co-authors and I proposed leverages ad-
vanced deep learning techniques to address this persistent security
concern is presented. A fundamental aspect of such methodology
involves the classification of HT'TP requests, distinguishing them
as either security-sensitive or non-security-sensitive. To conduct
this study, a dataset comprising real-world HTTP requests was
utilized. Such HTTP requestes were subsequently categorized as
either sensitive or insensitive [2]. A sensitive request is defined as
an HTTP request that induces a significant security-related state
change in the web application and is processed within the valid
authentication context of a registered user. The identification of
sensitive requests holds paramount importance in the detection

of CSRF vulnerabilities, as the exploitation of such vulnerabilities
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hinges on the attacker’s knowledge of the requisite parameters and
values. However, the task of identifying sensitive requests is gen-
erally arduous due to the necessity to comprehend the semantics

of the web application and monitor server-side state alterations.

7.1 State-of-the-art

Several works have been proposed in literature that leverage ma-
chine learning techniques to address security threats and attacks
associated with both web and non-web domains [141, 53, 112, 75,
93]. Mitch [23] is a Machine Learning-based framework for clas-
sifying HT'TP requests into sensitive or non-sensitive categories
with respect to CSRF vulnerabilities. The authors of Mitch make
a significant contribution in two aspects. Firstly, they provide a
dataset of HT'TP requests collected from popular websites. This
dataset serves as the foundation for their research, enabling them
to extract and analyze meaningful features. Secondly, through a
meticulous process of feature selection, they employ this dataset to
build a powerful machine learning model capable of distinguishing
sensitive requests from non-sensitive ones. Their approach show-
cases the potential of leveraging machine learning techniques to
tackle the challenge of identifying and protecting against CSRF
attacks.

Other works can be found in the literature that focus on provid-

ing methods to detect CSRF vulnerabilities, but they achieve infe-
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rior results [99, 39, 119, 129, 143, 150]. Browser-Enforced Authen-
ticity Protection (BEAP) [99] counters CSRF attacks by evaluat-
ing user intent and token sensitivity, discarding incongruous tokens
based on request attributes and real-world web app heuristics. De
Rick et al. propose CeaseFire (CsFire) [39], a client-side browser
extension for robust CSRF defense. Employing a predefined pol-
icy, it discerns restricted cross-domain requests, employing either
request blocking or credential stripping. The extension integrates
client-side and server-driven policies for heightened protection and
adaptability. Deemon [119] is an automated security testing frame-
work for detecting CSRF vulnerabilities. It adopts a novel mod-
eling paradigm that unifies web application aspects, constructing
a comprehensive property graph through execution traces, data
flows, and architecture tiers. Deemon employs this model to auto-
matically identify, validate, and conduct security tests for CSRF
concerns. Rocchetto et al. [129] present a formal model-based ap-
proach for automated CSRF detection. The technique defines spe-
cific web app specifications to expose CSRF vulnerabilities. Utiliz-
ing an intruder model akin to Dolev-Yao, it explores how intruder-
cryptographic protocol interactions yield CSRF attacks. Shahriar
et al. [143] present a client-side CSRF attack detection mechanism,
utilizing parameter-value matching and visibility checks against a
webpage’s input fields. Content type validation supplements de-
fense against attacker evasion. Implemented as a Firefox browser

plug-in tool, it’s evaluated on real PHP programs and a test suite,
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revealing effective detection of typical CSRF attacks, even with
partial visible form fields. Sudhodanan et al [150] investigate Au-
thentication CSRF attacks on web authentication and identity
functions. They formulate 7 security testing strategies after an-
alyzing reported attacks and developed a penetration testing tool

extension "CSRF-checker”.

7.2 Proposed framework

In this Section the deep learning-based framework that my co-
authors and I designed to address the detection of Cross-Site Re-
quest Forgery (CSRF) vulnerabilities is presented. The framework
centers on a neural network model meticulously trained using an
extensive dataset of HTTP requests, with the primary objective
of classifying these requests into two categories: security-sensitive
or security-insensitive. Our model was trained using a sample of
the dataset collected and used for the training of Mitch [2].

This original dataset comprised 5,828 HT'TP requests, featur-
ing an extensive array of 49 distinctive attributes, encompassing
structural properties, textual descriptors, and the classification of
HTTP methods (namely, GET and POST) associated with each
request. However, a notable challenge surfaced due to a signifi-
cant imbalance in the distribution of labels, with far more non-
sensitive requests than sensitive ones. To address this imbalance,

a data sampling strategy was applied, resulting in the retention of
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1,000 insensitive instances while preserving the original sensitive
instances. The outcome of this procedure yielded a more modestly
sized dataset, yet one marked by substantially improved label bal-
ance. This transformation, along with other preprocessing steps
such as standardization reduction, was undertaken with the ob-
jective of preparing the dataset optimally for subsequent stages
of classification model training. The final dataset comprised 1,901
records, characterized by 12 distinct columns representing relevant

features.

7.2.1 Model tuning

The constructed model is a neural network with Dense-type hid-
den layers. As illustrated in Code 7.1, the layers are configured
with an initial increase and subsequent decrease in the number
of units (neurons). This approach is designed to augment the di-
mensionality of the input data and subsequently reduce it until
reaching the final layer, which consists of a single unit responsible
for generating the model’s prediction.

The model setup begins with the utilization of the Sequential()
class, followed by the definition of the first input layer with a di-
mensionality of 11.Subsequently, additional layers are added, with
meticulous consideration given to the number of units assigned to

each layer.
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de

f createModel (alpha_val=0.3,drop_val=0.1,1lr
=0.00001) :

model=Sequential ()

model .add (Dense (32,LeakyReLU(alpha=
alpha_val), input_dim=11))

model.add(Dense (64,LeakyReLU(alpha=
alpha_val)))

model .add (Dropout (dropout_val))

model .add (Dense (128, LeakyReLU (alpha=
alpha_val)))

model .add (Dropout (dropout_val))

model .add (Dense (64,LeakyRelLU(alpha=
alpha_val)))

model .add (Dense (16 ,LeakyReLU (alpha=
alpha_val)))

model .add (Dense(l,activation=’sigmoid’))

model.compile (optimizer=Adam(
learning_rate=1r),

loss=’binary_crossentropy’,metrics=["’
accuracy’])

return model

Listing 7.1. Python method for model creation

Moreover, the neural network architecture includes hidden lay-

ers with the Dropout mechanism. This particular layer type func-
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tions by randomly dropping nodes with a probability denoted as p
within the neural network. When a node is dropped, both its for-
ward and backward connections are temporarily severed, resulting
in an altered network architecture distinguishable from the origi-
nal. In our configuration, we have integrated two Dropout layers,
each employing a dropout rate of 0.1, which corresponds to a 10%
probability of node deactivation during the training phase. This
strategy is aimed at mitigating the occurrence of overfitting in
the model. Concerning the choice of activation function employed
in the layers of our model, we opted for the LeakyReLU (Leaky
Rectified Linear Unit) function. This activation function serves
as an extension of the conventional ReLU function, wherein nega-
tive values exhibit a minor slope rather than remaining flat. This
modification introduces increased adaptability and precision in the
weight updates throughout the training process, albeit at the cost
of a slight increment in computational complexity. The slope of
this function is governed by the parameter «, which is established
prior to training. In our specific configuration, we set « to the
value of 0.3. As for the activation function employed in the final
layer, we selected the Sigmoid function, given the binary clas-
sification nature of our task. Furthermore, we incorporated the
Adam algorithm as the optimizer for our model, representing an
efficient extension of the Stochastic Gradient Descent algorithm.
This optimization technique demonstrates exceptional efficiency,

particularly in the context of large-scale problems involving ex-
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tensive datasets or numerous parameters, as it imposes a reduced
memory demand. As for the choice of the loss function, we selected
Binary Crossentropy. This loss function operates by comparing
each predicted probability with the actual output, which can as-
sume values of 0 or 1 in the context of binary classification. Es-
sentially, it furnishes a metric that gauges the proximity between

our model’s predictions and the ground truth values.

7.2.2 Model training

The model was trained for 350 epoches with a learning rate set to
107°. The number of epochs serves as a hyperparameter, denot-
ing the number of times the learning algorithm iterates through
the entire training dataset, while the learning rate defines the rate
at which the model acquires knowledge. The two parameters are
closely related, as the learning rate, a key factor in the stochas-
tic gradient descent algorithm, influences the number of training
epochs by adjusting the rate at which the model learns from the
data. Additionally, the batch size, which is a hyperparameter defin-
ing the number of samples that are processed before updating the
internal weights of the model, was set to 64.

The model’s performance displayed a positive trajectory, consis-
tently achieving an average accuracy of 0.85 across multiple eval-
uations.

The accuracy trend chart (Figure 7.1(a)), pertaining to one

of the iterations within the 10-fold cross-validation process, il-
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Fig. 7.1. Accuracy and loss trend plots

lustrates a stable and consistent growth pattern throughout the
training epochs. Notably, there is no evidence of overfitting, as ev-
idenced by the higher accuracy achieved on the test set compared
to the training set. A similar trend is observed in the loss trend

chart, as depicted in Figure 7.1(b), which showcases a well-defined
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and consistent decrease. Once again, the absence of overfitting is
evident when comparing the performance on the training set and

the test set in these charts.

7.3 Experimental Evaluation

In this Section we present the results and performance obtained
during the evaluation of the implemented system. Throughout this
phase, we adopted various approaches and evaluation metrics in
order to gain a comprehensive understanding of the model’s per-
formance.

To assess the effectiveness of our framework, we conducted a
comprehensive evaluation using a 10-fold cross-validation proce-
dure, thus mitigating the risk of overfitting and yielding a more
robust evaluation. We computed several standard evaluation met-
rics, such as accuracy, precision, recall, and F1-score, for each fold
and report the average values as well as standard deviations to
provide a comprehensive understanding of the framework’s stabil-
ity and consistency across different subsets of the data. In paricu-
lar, our results indicate that the proposed framework achieved an
accuracy score of 0.83, highlighting its capacity to correctly clas-
sify instances. Moreover, the framework exhibited a precision of
0.81, signifying its ability to accurately identify positive instances
among the predicted positive cases. Additionally, the recall value

of 0.85 demonstrates the framework’s proficiency in correctly iden-
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tifying positive instances among all actual positives. The F1-score,
which balances precision and recall, yielded a score of 0.82.

Additionally, we provide an evaluation based on the AUC-ROC
score, which is highly valuable for observing and quantifying the
trained model’s ability to differentiate between items belonging to

the two distinct classes.

10-Fold Cross-Validation - ROC Curve
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Fig. 7.2. ROC Curve

After an exhaustive analysis, we report that the mean of
the ROC-AUC value obtained across the 10-fold cross validation
was found to be 0.88. The ROC curve’s performance trajectory

throughout this evaluation is illustrated in Figure 7.2.
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Model comparison

Given our development of a framework utilizing the dataset origi-
nally collected by the authors of Mitch and adopted to train their
model, a comparative analysis with the Mitch framework was a
natural course of action. By comparing the individual measured
results with the evaluation metrics and taking into account the
use of the same dataset for training the respective models, it can
be inferred that our work performed successfully met the expected
performance expectations. The metrics for precision, recall, and f1-
score (equal to 0.81, 0.83, and 0.82, respectively) outperformed
those observed in the Mitch (0.78, 0.67, and 0.72). These findings
underscore the improved capacity of the implemented neural net-
work model to learn from the data during the training process, as
evidenced in Table 7.1. Nevertheless, it is imperative to acknowl-
edge that the system featured in the original study encompasses,
in addition to the classification model, robust heuristics designed
to conduct field checks of the classification results. In contrast, our
approach exclusively depends on the classification capabilities of

the neural network model.

Table 7.1. Metrics comparison

Classifier Precision|Recall|F1-Score
RF (Mitch) 0.78 0.67 10.72
Neural Network|0.81 0.85 |0.82
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Conclusions

The Internet of Things (IoT) represents a revolutionary paradigm
in the world of technology, offering unparalleled levels of connec-
tivity and data exchange among smart devices. However, this in-
terconnectedness brings forth a significant challenge in terms of
security. As IoT systems become increasingly complex, incorpo-
rating a wide range of technologies, and operating with limited
resources in terms of computational power, energy, and memory,
the development and adaptation of standardized security solutions
become a formidable task.

The importance of researching and implementing new method-
ologies and tools for IoT security cannot be overstated. This thesis
has sought to address the shortcomings in methods and approaches
within the IoT security paradigm, focusing on the protection of
the software that runs on these devices, particularly through tech-
niques such as code obfuscation. Chapter 2 provided an in-depth
exploration of code obfuscation and its utility, emphasizing how it

is also employed in the context of malware writing to evade tradi-
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tional antivirus systems based on signature scanning mechanisms.
In this context, the ability to detect obfuscated code is crucial for
two primary reasons: it can serve as the first step toward identify-
ing malicious code, and it is invaluable for assessing the protection
applied to the code.

Chapter 3 expanded on the state-of-the-art analysis of the sci-
entific literature concerning code obfuscation detection techniques
and introduced a proposal for analyzing static properties of pro-
grams that are subject to changes following the application of
specific obfuscating transformations.

In Chapter 4 delved into the topic of signature scanning and the
limitations of this widely used technique in the context of malware
detection when dealing with obfuscated code or code compiled for
different architectures, as is often the case in the IoT domain. We
discussed the state-of-the-art in the scientific literature regarding
methods to enhance signature scanning.

Chapter 5 addressed the issue of firmware re-hosting and the
challenges of applying traditional binary analysis techniques to
firmware, which is particularly problematic due to the numerous
and frequent interactions firmware has with hardware peripher-
als. In this chapter, we introduced a new methodology to enable
binary analysis techniques that demand frequent and rapid execu-
tions, such as fuzzing, for testing firmware security, using binary

rewriting techniques.
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Chapter 6 examined the challenges associated with detecting
jamming attacks within networks of devices, such as drones, and
delved into the current state of research in this domain. Further-
more, this chapter introduced a novel methodology grounded in
machine learning techniques that aims to overcome the current
limitations in jamming attack detection, revealing promising re-

sults.

Throughout this thesis, we have underscored the critical im-
portance of research in the field of IoT security. The ever-evolving
landscape of IoT technology demands continuous innovation and
adaptation in the realm of security to safeguard the increasing
number of interconnected devices that have been deeply integrated
into modern life. As we conclude this research, it is clear that the
need for robust IoT security solutions will remain a vital pursuit,
and the insights presented herein provide a foundation for future

research and development in this crucial domain.
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